NATIONAL SECURITY AGENCY/CENTRAL SECURITY 
SERVICE 


Further di 7 of Outside the 
addressee organi TEQ without the 
3 e Inspector General, 


INSPECTOR GENERAL REPORT 


(U) Review of the President’s Surveillance Program 


ST-09-0002 
29 June 2009 


Devi H W Classificati e 
uary 2009 
Declassify Om 


46 


(U) OFFICE OF THE INSPECTOR GENERAL 


(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG) 
conducts inspections, audits, and investigations. Its mission is to ensure the integrity, efficiency, 
and effectiveness of NSA/CSS operations; to provide intelligence oversight; to protect against 
fraud, waste, and mismanagement of resources; and to ensure that NSA/CSS activities are 
conducted in compliance with the Constitution, laws, executive orders, regulations, and 
directives. The OIG also serves as ombudsman, assisting all NSA/CSS employees and affiliates, 
civilian and military. 


(U) INSPECTIONS 


(U) The inspection function conducts management and program evaluations in the form of 
organizational and functional reviews, undertaken either as part of the OIG’s annual plan or by 
management request, The inspection team’s findings are designed to yield accurate and up-to- 
date information on the effectiveness and efficiency of entities and programs, along with an 
assessment of compliance with laws and regulations; the recommendations for corrections or 
improvements are subject to followup. The inspection office also partners with the Inspectors 
General of the Service Cryptologic Elements to conduct joint inspections of the consolidated 
cryptologic facilities. 


(U) AUDITS 


(U) The internal audit function is designed to provide an independent assessment of programs 
and organizations. Performance audits evaluate the economy and efficiency of an entity or 
program, as well as whether program objectives are being met and operations are in compliance 
with regulations. Financial audits determine the accuracy of an entity’s financial statements. All 
audits are conducted in accordance with standards established by the Comptroller General of the 
United States. 


(U) INVESTIGATIONS AND SPECIAL INQUIRIES 


(U) THE OIG administers a system for receiving and acting upon requests for assistance or 
complaints (including anonymous tips) about fraud, waste and mismanagement, Investigations 
and Special Inquiries may be undertaken as a result or irregularities that surface during an 
inspection or audit; or at the initiative of the Inspector General. 
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OFFICE OF FHE INSPECTOR GENERAL 
NATIONAL SECURETY AGENCY 
CENTRAL SECURITY SERVICE 


29 June 2009 
[G-1 1051-09 


TO: DISTRIBUTION 


SUBJECT; (U} Review of President's Surveillance Program (ST-09-0002) — 
INFORMATION MEMORANDUM 


1. (({/A°@H6} This report summarizes our review of the President's 
Surveillance Program, us mandated by the Foreign Intelligence Surveillanee 
Act Amendnients Act of 2008, 


2. (U/ AP S66) For acklitional information, please contact my office o:1 


301-688-6666. We appreciate the courtesy and cooperation extended Lo our 
stall throughout the review. 


} Yo . 
Mengs ee cure 


CEORGE ELLARD 
(nspeclor Generat 
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(U) EXECUTIVE SUMMARY 


(U) OVERVIEW 


-+fS,/SH NF For over a decade before the terrorist attacks 
on 11 September 2001, NSA used its SIGINT authorities to 
provide information in response to Intelligence Community 
requirements on terrorism targets, In late September 2001, 
when the Vice President asked the Director of Central 
Intelligence what more NSA could do with additional 
authority, NSA’s Director identified impediments to 
enhancing SIGINT collection under existing authorities. He 
said that in most instances NSA could not collect 
communications on a wire in the United States without a 
court order. As a result, NSA’s ability to quickly collect and 
report on a large volume of communications from foreign 
countries to the United States was impeded by the time- 
consuming court order approval process. Attempting to 
obtain court orders Co occen telephone 
numbers and Internet addresses was impractical for 
collecting terrorist communications with speed and agility. 


Counsel to the Vice President 
drafted the 4 October 2001 Authorization that established 
the President’s Surveillance Program (PSP), under which NSA 
could routinely collect on a wire, for counterterrorism 
purposes, foreign communications originating or terminating 
in the United States. Under the PSP, NSA did not target 
communications with both ends in the United States, 
although some of these communications were incidentally 
collected. 


The PSP gave NSA a capability to 
loit a key vulnerability in terrorist communications. 


According to senior NSA leaders, the value of the program 
was that this SIGINT coverage provided confidence that 
someone was looking at the seam between foreign and 


domestic intelligence domains to detect and prevent attacks 
in the United States. 
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“probably saved 
more lives” than any other PSP information and is, therefore, 
the most important SIGINT succe the PSP. NSA analysis 


{FS}; STEWLYSH/O GAY} Knowledge of the Program was 
strictly limited at the express direction of the White House, 
and NSA’s Director needed White House approval to inform 
members of Congress about Program activity. Between 
25 October 2001 and 17 January 2007, General Michael V. 
Hayden cal PSP bier General Keith B. Alexander 

ed 


conduct PSP briefings for members of Congress and 


staff, 


NSA activity conducted under the 
PSP was authorized by Foreign Intelligence Surveillance 
Court (FISC) orders by 17 January 2007, when NSA stopped 
operating under PSP authority. The NSA Office of the 
Inspector General (OIG) detected no intentional misuse of 
Program authority. 


(U) HIGHLIGHTS 
a (U) PSP establishment, Implementation, and product 


ES STEW SHTOECHF-NSA began PSP operations on 

6 October 2001. Although the Director of NSA was 

“comfortable” exercising the new authority and believed that 

it was lawful, he realized that it be controversial. 

Under the PSP, NSA issued over reports. This included 
reports based on collected metadata, which was 

defined in the Authorization as 


included 


) NSA’s PSP products, all of which 
were sent to CIA and FBI, were intended for intelligence 
purposes to develop investi 


igative leads and were not to be 
used for judicial proce, rr 
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and NSA had no 
mechanism to track and assess the effectiveness of PSP 
reporting. 


(U) Access to legal reviews and program information 


{EHNF}NSA’s General Counsel and Inspector General were 
not permitted to read the 2001 DoJ, Office of Legal Counsel 
opinion on the PSP, but they were given access to draft 2004 
Office of Legal Counsel opinions. Knowledge of the PSP was 
strictly controlled by the White House. Between 4 October 
2001 and 17 January 2007, people were cleared for 
access to PSP information. 


(U) NSA-FISC interaction and transition to court orders 


SA’s PSP-related interaction with 


EST STEWTTSH TO EAFHY 
the FISC was primarily briefings to presiding judges, 


beginning in January 2002. Interaction increased when NSA 
and the DoJ began to transition PSP activities to FISC orders. 
After parts of the program had been publicly revealed in 
December 2005, all members of the FISC were briefed. NSA’s 
PSP authorized collection of bulk Internet metadata, 
telephony business records, and the content of 
communications transitioned to FISC orders on 14 July 
2004, 24 May 2006, and 10 January 2007, respectively. 


(U) Program oversight at NSA 


+~C//NS NSA’s Office of General Counsel and Signals 
Intelligence Directorate provided oversight of NSA PSP 
activities from October 2001 to January 2007. NSA OIG 
oversight began after the IG was cleared for PSP information 
in August 2002. 
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{S#NF) For years before the 11 September 2001 terrorist attacks in the 
United States, NSA had been using its authorities to focus the United 
States Signals Intelligence (SIGINT) System on foreign intelligence 
targets, including terrorism, in response to Intelligence Community 
requirements. After the attacks, NSA adjusted SIGINT collection, in 
accordance with its authorities, to counter the terrorist threat within the 
United States. In late September, the Vice President asked the Director of 
Central Intelligence (DCI) if NSA could do more to prevent another attack. 
NSA’s Director responded by describing impediments to SIGINT collection 
of terrorist-related communications to the Vice President. Counsel to the 
Vice President used the information about impediments fo draft the 
Presidential Authorization that established the PSP. 


(U) SIGINT Efforts against Terrorists before 11 September 2001 


(EHNF} For over a decade before terrorists attacked the 
United States in September 2001, NSA was applying SIGINT 
assets against terrorist targets in response to Intelligence 
Community requirements. The Signals Intelligence 
Directorate (SID) Counterterrorism (CT) Product Line led 
these efforts in accordance with SIGINT authorities, which 
defined what NSA could and could not do against SIGINT 
targets. 


(U) Authorized SIGINT activity in September 2001 


(U) NSA was authorized by Executive Order (E,O.) 12333, 
United States Intelligence Activities, 4 December 1981, as 
amended, to collect, process, and disseminate SIGINT 
information for foreign intelligence and counterintelligence 
purposes in accordance with DCI guidance and to support 
the conduct of military operations under the guidance of the 
Secretary of Defense. NSA and other Intelligence Community 
agencies were required by E.O. 12333 to conduct intelligence 
activities in accordance with U.S, law and other E.O. 12333 
provisions. 


(U) Both DoD regulation and NSA/Central Security Service 
(CSS) policy implemented NSA’s authorities under E.O. 
12333 and specified procedures governing activities that 
affect U. S. persons (DoD Regulation 5240,1-R, December 


of 
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1982, Procedures Goveming the Activities of DoD Intelligence 
Components that Affect United States Persons and NSA/CSS 
Policy 1-23, 11 March 2004, Procedures Governing NSA/CSS 
Activities that Affect U. S. Persons). 


4SHEHINF} The policy of the U.S. SIGINT System is to 
collect, retain, and disseminate only foreign communications, 
which, in September 2001, were defined in NSA’s legal 
compliance procedures (described below) as communications 
having at least one communicant outside the United States 
or entirely among foreign powers or between a foreign power 
and officers or employees of a foreign power, All other 
communications were considered domestic communications, 
NSA could not collect communications from a wire in the 
United States without a court order unless they originated 
and terminated outside the United States. 


4SHSHAEHn 2001, NSA’s authority to collect foreign 
communications included the Director of NSA’s authority to 


approve targeting communications with one itachi 
i if technical devices (such as 
could be employed to limit acquisition of 


communications to those in which the target is a non-US. 
erson located outside the United States 


—{87 187 SF} NSA’s Director could exercise this authority, 
except when the collection was otherwise regulated, for 
example, under FISA for communications collected from a 
wire in the United States. 


(U) NSA safeguards to protect U.S. persons’ Constitutional 
rights 


(U) The Fourth Amendment to the U.S. Constitution protects 
all U.S. persons anywhere in the world and all persons within 
the United States from unreasonable searches and seizures 
by any person or agency acting on behalf of the U.S. 
Government.! United States Signals Intelligence Directive 
(USSID) SP0018, Legal Compliance and Minimization 


CSE) USSID SP00I8 defines a U.S. person as a citizen of the United States, an alien lawfully admitted for 
permanent residence in the United States, unincorporated groups or associations a substantial number of the 
members of which constitute either of the first two groups, or corporations incorporated in the United States, 
including U.S. flag non-governmental aircraft or vessels, but not including thosc entities openly acknowledged 
by a foreign government to be directed and controlled by them. 
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Procedures, 27 July 1993, prescribes policies and 
minimization procedures and assigns responsibilities to 
ensure that United States SIGINT System missions and 
activities are conducted in a manner that safeguards U.S. 
persons’ Constitutional rights. (See Appendix G.) 


“(877 St77 NF During the course of normal operations, NSA 
personnel sometimes inadvertently encounter information to, 
from, or about U.S. persons. When that happens, they must 
apply standard minimization procedures approved by the 
Attorney General in accordance with E.O. 12333 and defined 
in USSID SP0018. These procedures implement the 
constitutional principle of reasonableness by giving different 
categories of individuals and entities different levels of 
protection, They ensure that U.S, person information is 
minimized during collection, processing, dissemination, and 
retention of SIGINT by, for example, strictly controlling 
collection with a high risk of encountering U.S. person 
information and focusing all reporting solely on the activities 
of foreign entities and persons and their agents. 


(U) NSA Director Used Existing Authorities to Enhance SIGINT 
Collection after Terrorist Attacks 
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—SHNE)}-In Oval Office Meeting, DCI Explained NSA Director’s 
Decision to Expand Operations under Existing SIGINT Authorities 


(U/ HE YS) General Hayden recalled that in late September 
2001, he told Mr. Tenet about NSA actions under E.O. 12333 
to counter the terrorist threat. Mr. Tenet shared that 
information with the White House in an Oval Office meeting. 


(U//#9OU6} We did not interview Mr. Tenet or White House 
personnel during this review. We asked the White House to 
provide documentation of meetings at which General Hayden 
or NSA employees discussed the PSP or the Terrorist 
Surveillance Program with the President, Vice President, or 
White House personnel, but we did not receive a response 
before this report was published. Therefore, information 
about the sequence of events leading up to the establishment 
of the PSP comes from interviews of NSA personnel. 


(U) Vice President Asked What Other Authorities NSA Needed 
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—(SHNFHVSA Options to Improve SIGINT Collection Could Not Fill 
Intelligence Gaps on Terrorist Targets 


(U) FISA Amendments Considered 


+S//NS}-General Hayden said that, in his professional 
judgment, NSA could not get the needed collection using the 
FISA. The process for obtaining court orders was slow, and it 
involved extensive coordination and separate legal and policy 
reviews by several agencies. Although an emergency 
authorization provision permitted 72 hours of surveillance 
without a court order, it did not allow the government to 
undertake surveillance immediately, Rather, the Attorney 
General had to ensure that emergency surveillance would 
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satisfy the standards articulated in the FISA and be 
acceptable to the FISC. 


— 8778 #AH:« Under its authorities, NSA had no other options 
for the timely collection of communications of suspected 
terrorists when one end of those communications was in the 
United States and the communications could only be 
collected from a wire or cable in the United States. 


(U//FEU86) NSA Director Described to the Vice President the Impediments 
to Improved SIGINT Collection against Terrorist Targets 


According to NSA OGC, DoJ has since agreed with NSA that simply processing 
communications metadata in this manner does not constitute electronic surveillance under the FISA. 
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(U/ FOU) After two additional meetings, the Vice President 
asked General Hayden to work with his Counsel, David 
Addington. Because early discussions about expanding NSA 
authority were not documented, we do not have records of 
attendees or specific topics discussed at General Hayden’s 
meetings with White House representatives. 


AOVEDPGH PUAI RELEASE 
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il. (U) THE PRESIDENTIAL AUTHORIZATIONS 


Between 4 October 2001 and 
8 December 2006, President George W. Bush signed 
43 Authorizations, two modifications, and one document 
described a The authorizations were 
based on the President’s determination that after the 
11 September 2001 terrorist attacks in the United States, an 
extraordinary emergency existed for national defense 
purposes. The Authorization documents contained the terms 
under which NSA executed special Presidential authority and 
were titled Presidential Authorization for Specified Electronic 
Surveillance Activities during a Limited Period to Detect and 
Prevent Acts of Terrorism within the United States. They were 
addressed to the Secretary of Defense. 


(U) SIGINT Activity Permitted under the PSP 
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The authorizations changed over 
time, first eliminating the possibility that the Authority could 
be interpreted to permit collection of communications with 
both ends in the United States and adding an additional 
qualification that metadata could be collected for 
communications related to international terrorism or 
activities in preparation for international terrorism.? 


Starting in March 2004, the 
authorizations underwent several adjustments related to 


clarifications were added to the arch 2004 and 
subsequent authorizations, an accompanying statement 
added that these clarifications had been previously 
understood and implemented by NSA and that they sp 
to East a eed activities. Al-Qa gs poe spe 


The definition of “terrorist groups” 
within the authorities was also refined, and, for a limited 


§ Metadata, as defined by the Authoyizati 


‘(U) See Appendix B for information about the types of collection permitted. 
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eriod in 2004, NSA analysts were permitted to query 


+FS}+5h+7+eEHF According to General Hayden, the 


Authorization, for the most part, did not change the 
communications that NSA could collect, but did change the 


(U) NSA Discussions about the Lawfulness of the Authorization 


FS} SH) NSA leaders believed that they could lawfully 
carry out the President’s authorizations. However, they also 
recognized that the Program would be controversial and 
politically sensitive. This section describes how key NSA 
leaders—the Director, the NSA General Counsel, Deputy 
General Counsel, and Associate General Counsel for 
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Operations—concluded that the Program was legally 
defensible. 

(U) Director of NSA 


+FS}/SH7NF) Generals Hayden and Alexander stated that 
they believed the Authorization was lawful. 


(U) General Hayden 


+FS 7451+ AN When asked how he had decided to execute an 
Authorization that some would consider legally and politically 
controversial, General Hayden said that NSA’s highest 
ranking lawyers had advised him, collectively and 
individually, that the Program was lawful under the 
President’s Article II powers. He said that three factors 
influenced his decision to implement the Authority. First, 
NSA would do exactly what the Authorization stated and “not 
one electron or photon more.” Second, the Program was 
simply an expansion of existing NSA collection activities. 
Third, the periodic renewal of the Authorization would ensure 
that the threat continued to justify the Program, 


General Hayden said that as time passed, he 
determined that the Program was still needed, Specifically, 
he and NSA’s Deputy Director reviewed the DCI threat 
memorandum for each reauthorization and judged that the 
threats continued to justify the Program. 


TTS SHN} General Hayden said that no one at NSA 
expressed concerns to him or the NSA IG that the 
Authorization was not lawful. Most importantly, General 
Hayden said that no one outside NSA asserted that he should 
stop the Program. He occasionally heard concerns from 
members of Congress, but he sensed general support for the 
Program from those he briefed outside NSA. He emphasized 
that he did not just "flip through slides" during briefings. He 
wanted to ensure that attendees understood the Program; 
consequently, briefings lasted as long as the attendees 
wanted. 


(U) General Alexander 
When Lieutenant General Keith B. 


Alexander became NSA/CSS Director in mid-2005, some of 
the more controversial legal questi 


the Office of Legal Counsel had 
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reviewed its initial opinion and determined that the 
remaining three types of collection were legally supportable, 


(U) NSA Office of General Counsel 


ESHSHTNĦĦ) After the Authorization was signed on 

4 October 2001, NSA’s highest ranking attorneys, the NSA 
General Counsel and Deputy General Counsel, as well as the 
Associate General Counsel for Operations, orally advised 
General Hayden that the Authorization was legal 


(U) General Counsel 


After having received the Authorization on 
4 October 2001, General Hayden asked NSA General Counsel 
Robert Deitz if it was lawful. Mr. Deitz said that General 
Hayden understood that the Attorney General had already 
certified its legality by signing the Authorization, but General 
Hayden wanted Mr. Deitz’s view. Mr. Deitz said that on 
5 October he tald General Hayden that he believed the 
Authorization to be lawful. He added that he emphasized to 
General Hayden that if this issue were before the Supreme 
Court, it would likely rule, although not unanimously, that 
the Authorization was legal. 


(U) Associate General Counsel for Operations 


On 5 October 2001, the General Counsel 
consulted the Associate General Counsel for Operations at 
his home by secure telephone. The Associate General 
Counsel for Operations was responsible for all legal matters 
related to NSA SIGINT activities. According to the General 
Counsel, he had not yet been authorized to tell the Associate 
General Counsel about the PSP, so he “talked around” it and 
did not divulge details. The Associate General Counsel was 
given enough information to assess the lawfulness of the 
concept described, but records show that he was not officially 
cleared for the PSP until 11 October 2001. On Tuesday, 

9 October, he told Mr. Deitz that he believed the 
Authorization was lawful, and he began planning for its 
implementation. 


(U) Deputy General Counsel 


The Deputy General Counsel was cleared for 
the PSP on 11 October 2001. He reviewed the Authorization 
with Mr, Deitz and the Associate General Counsel for 
Operations and also concluded that it was lawful. 
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(U) Discussions on Legality 


ATS HSHINPYOGC attorneys said that their discussions 
about the Program’s lawfulness took into account the severity 
of the 11 September attacks and the fear that foreign persons 
were in the United States planning attacks. The NSA 
attorneys concluded that the Authorization was lawful. 

Given the following factors, the General Counsel said the 
Authorization was constitutional and did not violate FISA. 


o 4{S//F FISA was not a realistic means of addressing 
the terrorist threat inside the United States because 
the process lacked speed and agility. 


a (U//E2OQU6) The Authorization was a temporary 30-day 
grant of authority. 


s (U//EOU6) The statute allowed such an exception, or, 
to the extent that it did not, it was unconstitutional. 


The NSA attorneys determined that the 
President could issue the Authorization through his authority 
under Article II of the Constitution to perform warrantless 
electronic surveillance for foreign intelligence purposes 
outside and inside the United States. This conclusion, they 
said, was supported by the concurring opinion in 
Youngstown Sheet & Tube Co, v, Sawyer, 343 U.S. 579 
(1952), and appellate cases.8 


The Congressional Authorization of Use of 
Military Force and the canon of constitutional avoidance, 
which requires a court to attempt to interpret issues so as to 
avoid constitutional questions, cemented OGC’s belief that 
the President’s interpretation of Article II authority had legal 
merit. 


§(U) United States v. Truong Dinh Hung, 629 F.2d 908 (4" Cir, 1980); United States v Buck, 548 F.2d 871 (9" 
Cir. 1977); Zweibon v. Mitchell, 516 F.2d 594 (DC Cir, 1975); United States v, Brown 484 F.2d 418 (5"" Cir. 
1973), cert. denied, 415 U.S. 960 (1974); United States v. Butenko, 494 F.2d 593 3" Cir. 1974), cert. denied, 
419 U.S, 881 (1974). 
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The Associate General Counsel for Operations 
described his position: 


Does Congress have the authority to 
limit Presidential Article II authority in foreign 
intelligence collection? Given the threat, this was a 
perfect storm of events—3,000 people killed, 
airplanes and buildings destroyed by foreign 
terrorists, an attack in the United States by a 
foreign terrorist organization. No one knew where 
the terrorists were or if there were more terrorists, 
and NSA had a collection capability unable to 

ion because with the FISA, you cannot get 
aes. orders needed to cover what you 
needed covered at that time to look for the 
terrorists. You go to the President and tell him 
that there is a statute that prevents you from doing 
something from a collection standpoint that may 
protect the United States from a future attack and 
that while the country is in danger, I have to 
adhere with a statute and can’t get the amount of 
warrants I need, Any president is going to say 
there has got to be a way to do this — a federal law 
can't let me stand here and watch the country go 
down the tubes. Does the President have to abide 
by a statute depriving him of his authority and 
watch the country go down the tubes? Given the 
case law of five different circuits with the Supreme 
Court denying certiorari in two cases, there was 
good basis for deciding this. 


+TS//S1-44) NSA OGC attorneys said that they did not 
prepare a formal written legal opinion because it was not 
necessary. The Attorney General had already certified the 
legality of the Program, and General Hayden had not asked 
for a written legal opinion. The attorneys also said that they 
did not have time to prepare a written legal opinion given the 
pace of operations. 


F57/51- 445 After having concluded that the Authorization 
was lawful, NSA attorneys believed it was important to 
ensure that NSA’s implementation of the Program complied 
with the Authorization, that processes were well documented, 
and that strict controls and due diligence were embedded 
into the execution of the Program. Recognizing that the legal 
basis of the Program might become controversial, they said 
that they wanted to ensure that NSA’s execution of the 
Authority would withstand scrutiny. 
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SA PSP operations began on 6 October 2001 
and ended on 17 January 2007 and involved the collection, analysis, and 
reporting of two types of information: metadata and content. NSA 
assumed that the PSP was temporary and did not immediately formalize 
processes and procedures for operations, which were quickly set up fo 
provide SIGINT on terrorist targets. As the Authorization continued to be 
renewed, NSA implemented special procedures to ensure that selectors 
used for metadata analysis and domestic selectors tasked for content 
collection were linked to al-Qa'ida, its associates, or international terrorism 
and that related decisions were documented. NSA did not target 
communications with both ends in the United States under PSP authority, 
although some of these communications were incidentally collected, and 
the OIG found no intentional violations uthorization. Over the life 
of the Program, NSA issued more than products based on PSP 
data. According to senior NSA leaders, the value of the PSP was that 
SIGINT coverage provided confidence that someone was looking at the 
seam between the foreign and domestic intelligence domains to detect 
and prevent attacks in the United States. 


(U) NSA Begins PSP Operations 


SHNI On 4 October 2001, General Hayden received the 
initial Authorization and informed the SIGINT Director and 
other key personnel. 
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SHANE) A permanent cover term, STELLARWIND, was assigned to Program information on 


31 Octob 
10, 
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—{FSHSHNF} Authorization Renewed 


+S//4F} NSA leaders assumed the PSP would be temporary, 
so they did not establish processes and procedures for a 
long-term program, and they had plans to cease operations if 
the Authorization was not renewed. However, the President 
continued to renew the Authorization, and General Hayden 
stated that the DCI threat memoranda accompanying each 
renewal continued to justify the Program. 
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(U) FISA Authority Still not an Option In 2002 


FS} SEAMS In January 2002, senior NSA leaders still 
thought that neither the FISA court order process nor the 
infrastructure associated with FISA collection 


BR First Attempt to Obtain FISA Authority o 


Failed. 


+FS7/51/ #4} In September 2002, NSA attempted to obtain 
FISA authority toc 


g authority on foreign powers and foreign agents. 
Before preparing an application, NSA submitted a 


“Memorandum of Justification” to th 
II 
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The request was prompted by a CT Product 
Line staff member, who explained that technical problems 
delayed NSA’s receipt of e-mail collected throu h FISC orders 
FBI had obtained. 


In one case, an 


FBI order listed only terrorist agents of interest to 


NSA. 


(U) NSA Structure for PSP Operations 
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(UI/FO89) NSA Organizational Structure for PSP Activity 
November 2004 


Director 
Deputy Director 


Inspector] | General 
General | | Counsel 
Signals Intelligence 
Directorate ‘een s 
(SID) 


Customer | Analysis & Data Acquisition 
Relationships Production A 


STLW Program 
Manager CT Product 


(SiD Program Line 
Manager for CT 
Special Projects) 


PSP Operations 


(U) Chain of Command 


{SHI NSA’s Director and Deputy Director exercised senior 
operational control and authority over the Program. 
According to NSA's Deputy Director, General Hayden handled 
“downtown” and the Deputy Director managed everything 
within NSA. The SIGINT Director at the start of the Program 
stated that once she was confident that the Program had 
appropriate checks and balances, she left direct management 
to the Director, Deputy Director, and the OGC. She noted 
that General Hayden took personal responsibility for the 
Program and managed it carefully. By 2004, specific roles 
related to collection, analysis, and reporting had been 
delegated to the SIGINT Director, who delegated management 
responsibilities to the Program Manager and mission 
execution responsibilities to the Chief of the CT Product Line 
and subordinate leaders. 
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(U) Coordination with FBI 


{FS} 7 STEEWTTSH OCEANA) On 24 January 2003, NSA, SID, 
and the FBI agreed to detail FBI personnel working under 
NSA SIGINT authorities to 3o EPOE 
Under the agreement, detailees assisted with terrorism- 
related SIGINT metadata analysis, identified and 
disseminated terrorism-related SIGINT information meeting 


FBI foreign intelligence information needs, and facilitated 
NSA analyst access to FBI terrorism-related information. 
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—(FSHSHINF) Minimization Procedures and Additional Controls on PSP 
Operations” 


{FS//STLWHASH/OCANE} Management emphasized that the 


minimization rules required under non-PSP authorities also 


as to PSP. The Authorization ace directed NSA 


"?(U) Internal control, or management control, comprises the plans, methods, and procedures used to meet 
missions, goals, and objectives. [t provides reasonable assurance that an entity is effective and efficient in its 
operations, reliable in its reporting, and compliant with applicable laws and regulations. 
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NSA complied by 
applying USSID SP0018 minimization procedures. For 
example, and as described in the following sections: 


e The collectio 


® When analysts encountered U.S. person information, 
they handled it in accordance with minimization 
guidance, which included reporting violations or 
incidents. 


e Dissemination of U.S. person information was 
minimized by requiring pre-release verification that the 
information was related to counterterrorism and 
necessary to understand the foreign intelligence or 
assess its importance. 


TEHN) In addition, as PSP operations stabilized and the 
Authorization continued to be renewed, NSA management 
designed processes and procedures fo implement the 
Program effectively while ensuring compliance with the 
Authorization and protecting U.S. person information. By 
April 2004, formal procedures were in place, many of which 
were more stringent than those used for non-PSP SIGINT 
operations, One analyst commented that the PSP “had more 
documentation than anything else [she] had ever been 
involved with,” Examples of controls, some of which will be 
explained in more detail in the following sections of this 
report, include: 


© {TS//STEW}/SH/OC/NF}Approvals—Shift 


Coordinators approved foreign and domestic target 
selectors for metadata analysis. The Chief or Deputy 
of CT Product Line Chief or the Program Manager 
approved domestic selectors for content collection 
under the PSP. 


Documentation—RFls, 
tippers were 
Justifications for 


leads, tasked 
tracked in the 


contact chaining were recorded, and justification 
packages and approvals for tasking domestic selectors 
for content collection were formally documented. 
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o {TSHSHINF} Monitoring—Statistics on content 
tasking and reports were maintained and reviewed by 
SID, Oversight and Compliance by 2003. A CT 
Product Line employee stated: “... [NJowhere else did 
NSA have to report on selectors and how many 
selectors were rolled off [detasked] and why.” 


o (U//FƏY9} OGC involvement—Personnel working 
under PSP authority noted that they had a continuous 
dialogue with the OGC on what was permissible under 
the Authorization. The Associate General Counsel for 
Operations confirmed that the OGC “was involved with 
the operations people day in and day out.” 


o (U//FOS) Due Diligence Meetings—The PSP Program 
Manager chaired due-diligence meetings attended by 
operational, OIG, and OGC personnel. They discussed 
OIG and OGC reviews and Program challenges, 
processes, procedures, and documentation. 


{FSHSHNF}PSP Operations: Metadata 


(TS//STLW// 
“metadata” as 


message metadata includes the sender and recipient e-mail 
addresses, It does not include the subject line or the text of 
the e-mail, which are considered content. Telephony 
metadata includes such information as the calling and called 
telephone numbers, but not spoken words. 


ST-09-0002 
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—fFS#SHAIE) Process to Conduct Metadata Analysis 


{TSHSHNF} Standards for Conducting Metadata Analysis 


During an OIG review in 2006, the Associate 
General Counsel for Operations described OGC’s standards 
for complying with the terms of the Authorization when 
conducting metadata analysis and contact chaining. 


HTFSHSHANE}To conduct contact chaining under the PSP, 
the Authorization required that NSA meet one of the following 
conditions: 1) at least one party to the communication had 
to be outside the United States, 2) no party to the 
communication could be known to be a U.S, citizen, or 3) 
based on the factual and practical considerations of everyday 
life on which reasonable and prudent persons act, there were 
specific and articulable facts giving reason to believe that the 
communication relates to international terrorism or activities 
in preparation therefor. The Associate General Counsel for 
Operations said that OGC’s guidance was more stringent 
than the Authorization in that the OGC always required that 
the third condition be met before contact chaining began. 
Analysts were required to establish a link with designated 
groups related to international terrorism, al-Qa’ida, or al- 
Qaida affiliates.1+ 


+S//£-The Associate General Counsel for Operations said 
that establishing a link to international terrorist groups or al- 
Qa'ida and its affiliates met the Authorization's requirement 
that all activities conducted under the PSP be for the purpose 
of detecting and preventing terrorist acts within the United 
States. He explaj because the President had 
determined that international terrorist groups| 
al-Qa'ida presented a threat within the United States, 
regardless of where members were located, linking a target 
selector to such groups established that the collection was for 


(U) Smith v. 
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the purpose of detection and prevention of terrorist acts 
within the United States. 


In a 2005 Program memorandum, NSA OGC 
defined the NSA standard for establishing a link to al-Qa'ida 
under the PSP, NSA could target selectors when “based on 
the factual and practical considerations of everyday life on 
which reasonable and prudent persons act, there are 
reasonable grounds to believe a party to such communication 
is an agent of al-Qa’ida, or a group affiliated with al-Qa'ida.” 


acts giving rise to 
“reasonable grounds for belief’ means reliable facts 
in NSA’s possession, either derived from its signals 
intelligence activity, or facts provided to NSA by 
another government department or agency, or facts 
reliably in the public record (e.g., a newspaper 
article). Whatever the source of information, the 
key is that NSA is basing its determination on 
articulable facts, not on bare assertions made by 
someone else. We need evidence, rather than 
conclusions. Thus a mere statement that person X 
is a member of al Qaeda, without more 
information, will not suffice as a justification for 
chaining or for content tasking. Instead we need to 
know what facts have led NSA, or another agency, 
or the press, etc., to that conclusion. Focus on the 
facts and determine whether they lead to a 
conclusion, rather than accepting someone else’s 
conclusion. If you don’t have enough facts to make 
a determination, ask for them. 


) In addition, the 
standard does not require certain knowledge, or 
even necessarily a better than 50/50 chance that 
the user of a phone or e-mail is a member of al 
Qaeda or an affiliated organization. It requires 
only that a reasonable and prudent person 
exercising good judgment would conclude that 
there are grounds for believing the thing to be 
proved, Itis not mere hunch or mere suspicion, 
nor is it proof beyond a reasonable doubt or even a 
preponderance of the evidence; rather, the 
standard requires some degree of concrete and 
articulable evidence or information on which to 
base a conclusion. 


(U) Approvals for Metadata Analysis 
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+FS7+-S7/-A) If the standard for establishing a link to al- 
Qa'ida could not be met based solely on the information 
provided in the RFI or lead, analysts could search NSA and 
Intelligence Community databases and chain under non-PSP 
authorities to find additional facts to substantiate the link. 


+~FS7/SH-A®) Shift coordinators were not requi 
all alert-list selectors that might have generate 
chaining. One individual, the equivalent of a shift 
coordinator, managed and monitored the alert process. 


{TSHSHINF} When NSA personnel identified erroneous 
metadata collection, usually caused by technical collection 
system problems or inappropriate application of the 
Authorization, minimization procedures required them to 
report the violation or incident through appropriate channels 
and to delete the collection from all NSA databases. Early in 
the Program, NSA reported three violations in which the 
Authorization was not properly applied and took measures to 
correct them. 


In this case, the target was foreign, but there was no 
link to terrorism. 


FOP SECRETASTEW/ECOMINT/ORCON/NOFORN- ST-09-0002 


 -eeyesen1s1 00; ll vs 


chained on a domestic telep number provided by 
the FBI that was related to 
investigation. In this case, the target posed a terrorist 


threat inside the United States, but there was no 
known link to international terrorism. 


e {TS//STLW//ST//OC/ NB) in A visa chained 
on metadata based on 
While the ere associated with international 
| not pose a threat of terrorist 
attacks inside the United States. 


terrorism, 


-FSHSWNE) Bulk Metadata Needed for Effective Contact 
Chaining 


Effective contact chaining requires 
large amounts of metadata, sometimes called bulk metadata, 
ields more complete chains. 


obtained a daily average of approximatel 
telephony metadata records and an estimate 
Internet metadata records. Metadata obtained under PS 
authorities was stored in a protected database, to which only 
cleared and trained personnel were given access. NSA 
analysts were able to access and chain through metadata 
records, but they could view only records associated with an 
approved foreign intelligence target. This was a small 
fraction of the metadata available. For example, in August 
2006, NSA estimated that only 0.000025 percent or one in 
every four million archived bulk telephony records was 
expected to be viewed by trained SIGINT analysts.!5 


SePSHSUME) This estimate was presented in the August 2006 application for the Business Records Order, the 
FISC Order that permitted NSA’s collection of call detail records. Although this estimate applies lo collection 
and analysis of telephony meladata conducted under the Business Records Order, the same processes and 


87 


ST-09-0002 FOR SECRETASTENYCOMINTEYORCONANOFORN 


+FSHSHINF} PSP Operations: Content 


PSP content 
operations involved three separate activities: tasking selectors 
for content collection, collecting the content of 
communications associated with tasked selectors, and 
analyzing the content collected, To comply with the 
Authorization, NSA management combined standard 
minimization procedures and specially designed procedures 
to task domestic selectors, collect the resulting 
communications, and analyze and report the foreign 
intelligence they contained. Over the life of the Program, NSA 
tasked approximatel foreign and domestic selectors 
for content collection. 


TTS#SWNF} Tasking Selectors for Content Collection 


“Tasking” is the direct levying of 
SIGINT collection requirements on designated collectors. 
Analysts must task selectors to obtain a target’s 
communications. 


Belore NSA personnel tasked target selectors tor content 


as described in guidance issued by OGC in 
2005. Second, the purpose of the collection had to be the 
prevention and detection of terrorist attacks in the United 
States. The OGC provided the same guidance for tasking 
selectors for content collection as it had for contact chaining. 
Specifically, because the President had determined that al- 
Qa’ida presented a threat within the United States, regardless 
of where its members were located, linking a target selector to 
designated international terrorist groups or al-Qaida and its 
affiliates, established that the collection was for the purpose 
of detection and prevention of terrorist acts within the United 
States, 


techniques were used under the PSP, making this a reasonable comparison. This estimate was based on data 
available in August 2006 and cannot be replicated. 
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-+FFSHSHINF} Approvals to Task Domestic Selectors for Content 
Collection 


TS//SY//NE-NSA analysts determined whether foreign 
selectors met the Authorization criteria and tasked them 
without further approval. However, because NSA leadership 
considered selectors located in the United States to be 
extremely sensitive, the associated tasking process required 
extra documentation, reviews, and approvals than foreign 
selector tasking under the PSP. 


16U) From 2005 to 2007, SID, Analysis and Production leadership titles changed. The Primary Production 
Center Manager became the primary approval authority for tasking packages. 
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{TSH#SHNE) Most Selectors Tasked for Content Collection Were 
Foreign. 


In 2008, NSA reported to a 
member of Congress that domestic telephone numbers 
andi domestic Internet addresses were tasked for PSP 


content collection from October 2001 to January 2007. 
Domestic selectors were located in the United States and 
associated with al-Qa’ida or international terrorism and were 
not necessarily used by U.S. citizens. In a 2008 Attorney 
General Certification, NSA reported = foreign 
telephone numbers and in excess o. oreign Internet 
addresses had been targeted from October 2001 through 


December 2006, which spans all but one month of the 
Program. NSA could not precisely estimate the number of 


foreign Internet addresses targeted because the tools used by 
analysts before September 2005 did not accurately account 
for the number of individual addresses targeted. 


{TSH#StHiNF) In 2006, the OIG Found that Justifications for 
Tasking Domestic Selectors Met Authorization Criteria. 


During a 2006 review, the OIG 
found that all items in a randomly selected sample of tasked 
domestic selectors met Authorization criteria. Based ona 
statistically valid sampling methodology, the OIG was able to 
conclude with 95 percent confidence that 95 percent or more 
of domestic selectors tasked for PSP content collection could 
be linked to al-Qa’ida, its associates, or international terrorist 
threats inside the United States. Justification packages for 
all sample items tested were supported by one or more of the 
following types of information: 


o Information associated with or obtained through FBI 
investigations. 


U) Process to Task Selectors 
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TS77STU/TNFP Mm 2005, the OIG found that the largely manual 


process to task and detask selectors for co t collection 
was unreliable, Specifically, the OIG foun errors when 
comparing records of domestic telephone numbers and 
Internet identifiers approved for PSP content collection as of 
November 2004 with those actually on collection. The errors 
consisted of selectors that had not been removed from 
collection after being detasked, had not been put on 
collection after having been approved, had been put on 
collection because of a typographical error, or had not been 
accurately recorded in airs In response 
to the OIG finding, management took immediate steps to 
correct the errors and set up a process to reconcile approved 
tasked selectors with selectors actually on collection. 


-(FSASHANF) Collecting the Content of Communications 


(U/ F989) Collection refers to the process of obtaining 
communications after selectors associated with intelligence 
targets are tasked for collection at designated sites. Data 
collected under the PSP was stored in protected partitions in 
NSA databases. Access to the partitions was restricted to 
PSP-cleared personnel, 


—FS7/S1H-/NSThe Authorization required that a collected 
communication originate or terminate outside the United 


States. NSA did not intentionall i 
communications under the PSP. 

E AS Poc: Pane io 
n É 


nsure that collected data was as intende ed. 
According to PSP program officials, NSA’s 


Its purpose was to collect international communications. 
However, management stated that: 


guarantee that no [domestic] calls will be collected. 
Issues of this kind inevitably arise from time to 
time in other SIGINT operations, as foreseen by 
Executive Order 12333, and are thus not peculiar 
to [the PSP]. 
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{67 HF) The Program Management Office identified four ways 
that NSA might have unintentionally collected non-target 
data: 


> A target could have been correctly tasked using valid 
selectors, but, in addition to collecting the desired 
target communications, non-target communications 
were inadvertently collected. 


o A valid target selector could have generated target- 
specific collection that ultimately proved the target not 
to be related to al-Qa'ida. 


e A technical, human, or procedural error in the target 
identification or tasking process could have resulted in 
unintentional collection of communications not related 
to al-Qa’ida. 


» Technical collection system problems could have 
resulted in unintentional collection of non-al-Qa’ida 
related targets, even when all steps in the target 
identification and tasking process had been properly 


executed. 
ver the life of the Program, NSA reported 
ncidents of unintentional collection of domestic 
communications an cidents in which the wrong 


selector had been tasked. (See Appendix F for details.) In 
those cases, personnel followed USSID SP0018 procedures 
and were given detailed instructions to report the violations 
or incidents, adjust tasking, and delete collection records 
from NSA and other databases. 


+ FSHSHANF} Analyzing the Content of Collected Communications 


— 57/81/42 Analysis of content collected under the PSP 
involved the same practices and techniques used in non-PSP 


operations. One NSA manager descri the PSP as “just one 
ol in the analysts’ tool kit.” 


Collecte 
communications were then transcribed, if necessary, and 
processed to make them useful for intelligence analysis and 
reporting. Analysis included not only listening to or reading 
the contents of a communication, but drawing on target 
knowledge, coordinating and collaborating with other 
analysts, and integrating collateral information, metadata, 
and information from databases and published intelligence 
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reports to determine whether the communications included 
foreign intelligence that was timely, unique, actionable, and 


reportable. 


"(U/AF@UO) A serialized report is a formatted intelligence product produced pursuant to USSID CR1400 that 
has a reference serial number, contains foreign intelligence information derived from SIGINT, and goes to 
approved users of intelligence. 

"SCTSISTLWY SIRE AT NSA issuedllllledditional reports between 17 January 2007 and December 2008 


that were based on analysis of data previously collected under PSP authority. 
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—€FSHSHNF HWetadata Analysis Reports (Tippers) 


HSHSTEWHSHTOE/NF} Reports a. on metadata 


analysis were referred to as “tippers. 


TSH SFEWHSHHOSINEHNSSA retained documentation of 


the analysis, supporting customer request or lead 
information, and a description of the link to terrorism for 
tippers based on PSP collection. Documentation of analysis 
was not retained unless a tipper was written. 
Counterterrorism personnel updated information in a 
computer tracking system to reflect the disposition of all 
metadata analysis requests. From October 2001 through 
January 2007, NSA issued [E tippers to FBI and CIA: 


` Lal tippers were based on Internet metadata analysis, 


. BB tippers were based on telephony metadata 
analysis when telephone numbers had only direct 
contact (one degree of separation) with a known 
terrorist as defined by the Authorization. 
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o ippers were based on more detailed telephony 
metadata analysis that included contacts with two 
degrees of separation from known terrorists. 


o Bh ippers were based on telephony and Internet 
metadata analysis. 


—tFSHSHINF) Content Reports 


(U//FOUO) Protection of U.S. Person Information in Reporting 


E57 {SH 7HF) Before sending PSP reports to customers, NSA 
removed unnecessary U.S. person information, as required 
by minimization procedures in USSID SP0018. The CT 
Product Line reviewed PSP reports to ensure that they had 
been written in accordance with these procedures. SID’s 
Oversight and Compliance office then reviewed PSP reports 
containing U.S. person information. Oversight and 
Compliance personnel reviewed U.S, person information in 
reports, determined if it was necessary to understand the 
foreign intelligence in the reports, and submitted 
recommendations for the inclusion of U.S, person 
information to SID, Chief of Information Sharing Services for 
final approval. For example, if an individual’s name was not 
necessary to understand the foreign intelligence in the report, 
the name was deleted or changed to “a U.S. person.” 


RELEASE 
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{TS//SI// NF) Oversight and Compliance did not review 
tippers based on metadata analysis. When NSA began to 


issue tippers based on the content of communications, SID 
adapted its procedures for the dissemination of U.S. person 
information. Additional Oversight and Compliance personnel 
were cleared for the Program to assist with reviews. They 
gave PSP and other terrorism reporting priority for review 
over other Agency reporting. 


(U) Use of SIGINT Product 


customers for PSP 


All products included this statement: 


This information is provided only for intelligence 
purposes in an effort to develop potential 
investigative leads. It cannot be used in court 
proceedings, subpoenas, or for other legal or 
judicial purposes. 


(U//FOUSO) Value of the PSP 


Referring to portions of the PSP in 2005, 
General Hayden said there were probably no communications 
more important to NSA efforts to defend the nation than 
those involving al-Qa’ida, NSA collected communications 
when one end was inside the United States and one end was 
associated with al-Qa'ida or international terrorism in order 
to detect and prevent attacks inside the United States. 
General Hayden stated that “the program in this regard has 
been successful.” During the May 2006 Senate hearing on 
his nomination to be CIA Director, General Hayden said that, 
had the PSP been in place before the September 2001 
attacks, hijackers Khalid Almihdhar and Nawaf Alhazmi 
almost certainly would have been identified and located. 


+F57/S1/ NF} In May 2009, General Hayden told us that the 
value of the Program was in knowing that NSA SIGINT 
activities under the PSP covered an important “quadrant” 
(terrorist communications between foreign countries and the 
United States). This coverage provided confidence that there 
were “not additional terrorist cells in the United States,” 
NSA’s Deputy Director, who was the SID Deputy Director for 
Analysis and Production on 11 September 2001, echoed 
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General Hayden’s comment: “The value of the PSP was in the 
confidence it provided that someone was looking at the seam 
between the foreign and domestic intelligence domains.” 


+FS//S1/ ANE} The former SID Deputy Director for Data 
Acquisition said that the possibili i 


The PSP gave NSA a capability to 
exploit a key vulnerability in terrorists’ communications: B 
ae ee a a o 
authority, NSA c icati tween 


Current 


der cited SIGINT reporting on 
as the most important SIGINT success of the PSP. 


NSA analysis of PSP 


Alexander said, “probably saved more lives” than any other 
PSP i é ; : 


From an operational standpoint, the PSP 
enabled NSA to: 


» Support customers 


e Provide SIGINT that contributed to customers’ 
investigative work 


(U/FOU86) Support to Customers 


responded t 


ray ore than trom FBI. ese 


numbers do not account for requests submitted before NSA 
began to use an automated tracking system in April 2002. 


ES} SH ANP} Based on infor: i btained under PSP 
authority, NSA sen 
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and FBI. In the early days of the Program, the FBI said that 
the large number of tippers from NSA was causing them 
unnecessary work because agents treated each tipper as a 
lead requiring action. General Hayden said that NSA’s 
intention was that SIGINT information be added to FBI’s 
knowledge base, not that the FBI act on each piece of 
information. When NSA realized that it was sending too 
much data to the FBI, the Agency made appropriate 
adjustments. 


(U/FEUQ) PSP Reporting Contributed to Customers’ Investigative Work. 


or example, an 
FBI briefing dated 4 May 2006 stated that “STELLARWIND 
continues to provide timely and carefully vetted intelligence 
to support FBI’s investigations in connection with 
operations].” 


4AESHSTEWHTSH OCH FBI did not routinely 
provide feedback on NSA reporting under the PSP, and NSA 
had no mechanism to track and assess the effectiveness of 
SIGINT reporting in general or PSP reporting in particular,!9 
Tracking PSP contributions was also difficult because 
General Hayden 


? sis did not know tha 
noted that success stories decreased over time as intelligence 


became more integrated and it became more difficult to 
attribute success to any one activity. 


The Program Management Office 


FS} /STLYW HSH /OGHIF) 

provided the following examples of PSP reporting that helped 
redirect FBI resources Recta ses) 

O0 viewed as vulnerable to terrorism targeting. The 


examples also include cases in which NSA provided reporting 
that contributed to FBI investigations, FBI confidential 
human sources, FISA warrants, arrests, and convictions. 


IHE#NF) In July 2007, SID iniliated a formal effort to assess the effectiveness of its CT efforts. By the fall of 
2007, that effort was struggling. 
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{FSP} SH+/NEPOn 12 March, the President directed DoJ to 
continue working on the legal issues, and on 15 March OLC 
issued a three page memorandum to the Deputy Attorney 
General stating that, while it had only begun to analyze the 


issues and was not yet prepared to issue a final opinion, it 
believed “~ E of collection authorized 


under the PSP were legally supportable. OLC had not yet 
developed a supportable argument to justify 


7SCPSHSHANF The Assistant Attorney General for OLC issued a memorandum on 6 May 2004 concluding that 


operati cribed in the opinion was lawful. A 16 July memorandum upheld the 6 May 
Soke cc eae ee en a EE 
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(U/ /FƏ86) The OIG issued a report for each of the 

13 investigations and reviews described above. Ten 
reports on PSP activity resulted in 11 recommendations to 
management; 10 have been closed, and one remains open. 
Three reports on FISC-approved activity previously 
authorized by the PSP contained nine recommendations to 
management; three have been closed and six remain open. 


eginning in January 2007, 
violations that had occurred under the Authorization and 
violations related to PSP activity transitioned to court orders 
were reported quarterly to the President’s Intelligence 
Oversight Board (through the Assistant to the Secretary of 
Defense for Intelligence Oversight). 


130 


~FOP-SECRETASFEW/COMEINE/ORECOAAVOFORN— ST-09-0002 


(U) Recently Reported Incidents 


All related records 
were purged from NSA databases in 2004; therefore, it was 
not possible to determine the exact nature and extent of that 
collection. The NSA OIG will close out this incident in an 
upcoming report to the President’s Intelligence Oversight 
Board. 


—FS}74SH744) On 15 January 2009, the Department of 
Justice reported to the FISC that NSA had been using an 
“alert list” to compare incoming business records FISA 
metadata against telephone numbers associated with 
counterterrorism targets tasked by NSA for SIGINT collection. 
NSA had reported to the Court that the alert list consisted of 
numbers for which NSA had determined that a reasonable 
articulable suspicion existed that the numbers were related 
to a terrorist organization associated 

owever, the majority of selectors on the 
alert list had not been subjected to a reasonable articulable 
suspicion determination. The NSA OIG has reported this 
incident to the President’s Intelligence Oversight Board and 
has filed updates as required. The alert list and a detailed 
NSA 60-day review of processes related to the Business 
Records FISC order were the subject of several recent 
submissions to the FISC and of NSA briefings to 
Congressional oversight committees. 
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(U//FEO) Other IG Program concerns were documented in 
the 2003-2008 reports. Presidential Notifications are listed 
and described in Appendix F. The 2008 report described the 
adequacy of Program decompartmentation plans. 
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(U) ACRONYMS AND ABBREVIATIONS 


ESAT SHINE} 
Bps Bits per Second 
BR Business Records 
CDR Call Detail Records 


NSA 
NSA/CSS 
O&C 
ODNI 
OGC 

OIG 
OIPR 


OLC 


Central Intelligence Agency 
Communications Intelligence 
Counterterrorism 

Director of Central Intelligence 
Director of National Intelligence 
Department of Defense 

Department of Justice 

Executive Order 

FISA Amendments Act 

Federal Bureau of Investigation 
Foreign Intelligence Surveillance Act 
Foreign Intelligence Surveillance Court 
General Counsel 


Gigabits per Second 


House Permanent Select Committee on Intelligence 
Inspector General 
Local Area Network 


National Security Agency 

National Security Agency/Central! Security Service 
Oversight and Compliance 

Office of the Director of National Intelligence 
Office of the General Counsel 

Office of the Inspector General 


Office of Intelligence Policy and Review (now the Office of 
Intelligence, National Security Division) 


Office of Legal Counsel 
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PM Program Manager 

PR/TT Pen Register/Trap & Trace 

PSP President’s Surveillance Program 

RFI Request for Information 

SID Signals Intelligence Directorate 

SIGINT Signals Intelligence 

SSCI Senate Select Committee on Intelligence 

TS/SCI Top Secret/Sensitive Compartmented Information 
ES} PSH ANE} 
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(U) GLOSSARY OF TERMS 


(U) COMINT 


(U) E.O. 12333 


(U) FISA 


Zz 


+FS}-/S1/-+NE} METADATA 


_ 
= 


(U) SANITIZATION 


(U) Communications Intelligence — technical 
and intelligence information derived from 
foreign communications by someone other 
than the intended recipients 


(U) Executive Order 12333 - United States 
Intelligence Activities - provides goals, duties, 
and responsibilities with respect to the 
national intelligence effort. [t mandates that 
certain activities of U.S. intelligence 
components are to be governed by 
procedures issued by agency heads and 
approved by the Attorney General. 


(U) The Foreign Intelligence Surveillance Act 
of 1978, as amended, governs the conduct of 
certain electronic surveillance activities 
within the United States to collect foreign 
intelligence information. 


187757445 Analytic tool for contact 


chaining used by analysts to do target 
discovery by quickly and easily navigating 
global communications metadata 


+TS//SI//AN®) Header, router, and 


addressing-type information, including 
telecommunications dialing-type data, but 
not the contents of the communication 


+SHANF) NSA's primary storage, search, and 
retrieval mechanism for SIGINT text 


(U) The process of disguising COMINT to 
protect sensitive intelligence sources, 
methods, capabilities, and analytical 
procedures in order to disseminate the 
information outside COMINT channels, 
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(U) SIGNALS INTELLIGENCE 


(U) TEAR LINE REPORTS 


(U) TELEPHONY 


(U) TIPPERS 


(UJ A category of intelligence comprising 
individually or in combination all 
communications intelligence (COMINT), 
electronic intelligence (ELINT) and foreign 
instrumentation intelligence (FISINT), 
however transmitted. 


(U) Reports used to disseminate SIGINT- 
derived information and sanitized 
information in the same record, The 
sanitized tear line conveys the same facts as 
the COMINT-controlled information, while 
hiding COMINT as the source. 


(U) The technology associated with the 
electronic transmission of voice, fax, and 
other information between parties using 
systems historically associated with the 
telephone 
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(U) About the Review 
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(U) Objectives 


-TOP SECRET/STEW/EOMINEYOREONAVOFORN— —s ST-09-0002 


(U) About the Review 


(U) The Foreign Intelligence Surveillance Act (FISA) 
Amendments Act of 2008, which was signed into law on 

10 July 2008, requires that the Inspectors General of 
Intelligence Community elements that participated in the 
President’s Surveillance Program (PSP) conduct a 
comprehensive review of the Program. The NSA Office of the 
Inspector General (OIG) reviewed NSA’s participation in the 
PSP. The specific review objectives were to examine: 


o (U) The establishment and evolution of the PSP as it 
affected NSA 


o (U) NSA implementation of the PSP, including 
preparation and dissemination of product under the 
PSP 


ò (U) NSA access to legal reviews of the PSP and access 
to information about the Program 


e (U) NSA communications with and representations 
made to private sector entities and private sector 
participation 

o (U) NSA interaction with the Foreign Intelligence 
Surveillance Court (FISC) and transition of PSP- 
authorized collection to court orders 


a (U) Oversight of PSP activities at NSA. 


(U) Scope and Methodology 


(U) This review was conducted in accordance with generally 
accepted government auditing standards, as set forth by the 
Comptroller General of the United States and implemented by 
the audit manuals of the DoD and NSA/CSS Inspectors 
General. 


(U) The review was conducted from 10 July 2008 to 15 May 
2009 in coordination with the Inspectors General of the 
Department of Defense, Office of the Director of National 
Intelligence, CIA, and DoJ. 
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(U/ (FOS) The scope of this review was limited to NSA’s 
participation in the PSP from 4 October 2001 to 17 January 
2007. The review included NSA activities before and after 
the terrorist attacks of 11 September 2001 that led to the 
Presidential Authorization on 4 October 2001. It also 
included the transition of PSP-authorized activity to FISC 
orders. 


imo To satisfy review objectives, we interviewed 
c 


urrent and former NSA personnel who participated in the 
PSP including NSA Directors and Deputy Director, General 
Counsels, Deputy General Counsels, Associate General 
Counsels for Operations, and the Inspector General 


responsible for Program oversight fom A j 
August 2006. We also interviewed 
as well as leadership within the 


Signals Intelligence Directorate. 


{FS HEHHN} Interviews of the former Director of NSA, 
General Hayde eneral Counsel 
for Operations, were conducted 
with other IG offices involved in the joint PSP review, 


(U/ }FOUVE) We requested White House documentation of 
meetings at which General Hayden or NSA employees 
discussed the PSP or the Terrorist Surveillance Program with 
the President, Vice President, or White House personnel, but 
did not receive a response before publication of this report. 


(U/ /FƏ89) We reviewed NSA records dated 27 July 1993 to 
10 July 2008 that pertained to review objectives. Records 
included NSA policies and regulations, correspondence, 
e-mail, briefings, notes, reports, calendars, and database 
reports, 


—+S//4- Numbers of selectors tasked and reports issued 
were based on information provided by the PSP Program 
Management Office and were not independently verified 
during this review. 
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(U) Prior Coverage 


(U/ /#686) Information about individuals cleared for access 
to Program information was based on records provided by the 
PSP Project Security Officer and were not independently 
verified during this review. 


(U/ /EO89) The OIG began oversight of the PSP and related 
activities in August 2002 and issued twelve reports dated 
21 February 2003 through 30 June 2008 (Appendix E.) The 
OIG also issued 14 Presidential notifications from 

March 2003 to October 2006 (Appendix F). Detailed 
discussion of the OIG’s oversight of the PSP is included in 
Section VIII of this report. 


As portions of the Program were transitioned 
to FISC orders for the collection of internet metadata and 
telephony business records, the OIG reviewed the execution 
and adequacy of controls in ensuring compliance with the 
orders. The OIG did not test the efficacy of controls for 
metadata collected under the authority of the PSP or court 
orders. Three reports summarized OIG investigations into 
possible misuse of the Authority or violations of FISC orders. 
One report summarized the OIG’s oversight of the PSP, and 
the last report reviewed the adequacy of Program 
decompartmentation plans. 
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(U) The Presidential Authorizations 
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(U) The Presidential Authorizations 


The Authorization documents that contained the terms 


ATS//STIWYASTH OC {NE} 
under which NSA executed special Presidential authority were addressed to the 


Secretary of Defense and were titled “Presidential Authorization for Specified 
uring a Limited Period to Detect and Prevent Acts 


Electronic Surveillance Activities d 
i thi i es.” The first Authorization consisted a 
There 
43 Authorizations, two modifications, and one documen SCripea as 


faery ee 


14E 


= 


w 
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i 
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W 
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(U/AFOUS6) Signature of President 


The Authorizations were signed by 
the President, followed by a place and date of signature. All 
but one authorization was signed in Washington, D.C. 


(U) Other Signatures 


Under the phrase “approved for 
form and legality,” the Attorney General signed all but one of 
the Authorizations. The other authorization and the two 
modifications were signed by the Counsel to the President. 
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APPENDIX C 


(U) Timeline of Key Events 
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(U) Timeline of Key Events 


(U//FO89) This timeline includes key events that occurred during NSA’s 
implementation of the President’s Surveillance Program (PSP). In addition to 
issuances of the Authorization, the timeline includes selected communications 
Congress, the Foreign Intelligence Surveillance Court (FISC), 
Es SS Because the timeline is limited to documented 
events and communications, it is not all-inclusive. 


2001 


4-Oct-01 1st Presidential Authorization signed 


4-Oct-01 General Hayden briefs White House (President, Vice President [VP], 
VP Counsel, VP Chief of Staff, White House Counsel) 


25-Oct-01 NSA briefs Chair and Ranking Member of House Permanent Select 
Committee on Intelligence (HPSCI), Chair and Vice Chair of Senate Select 
Committee on Intelligence (SSCI) 


2-Nov-01 2nd Presidential Authorization signed 


14-Nov-01 NSA briefs Chair and Ranking Member, HPSCI, Chalr and Vice Chair, 
SSCI 


30-Nov-01 3rd Presidential Authorization signed 


4-Dec-01 NSA briefs Chair, Senate Defense Appropriations Subcommittee, and 
Ranking Member, Senate Defense Appropriations Subcommittee 


5 Dec 01 NSA briefs FBI Director Mueller 


2002 
9-Jan-02 4th Presidential Authorization signed 


11-Jan-02 NSA briefs Department of Justice, Office of Intelligence Policy and Review 
(DoJ, OIPR), James Baker 


31-Jan-02 NSA briefs FISC Presiding Judge Lamberth 


5-Mar-02 NSA briefs Chair and Ranking Member, HPSCI, and Vice Chair, SSCI 
14-Mar-02 5th Presidential Authorization signed 
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10-Apr-02 NSA briefs Chair SSCI 


D 6th Presidential Authorization a 


17-May-02 NSA briefs incumbent FISC Presiding Judge Kollar-Kotelly 


22-May-02 j 


12-Jun-02 NSA briefs Chair, HPSCI, and Ranking Member HPSCI 


fe E en 


8-Jul-02 NSA briefs Chair and Ranking Member SSCI 
30-Jul-02 j i 


12-Aug-02 NSA briefs FISC Presiding Judge Kollar-Kotelly at the White House 
13-Aug-02 NSA Inspector General (IG) cleared for the PSP 

10-Sep-02 10th Presidential Authorization signed 

11-Sep-02 NSA GC, Deputy General Counsel (GC), Associate GC for Operations, 


and IG meet to discuss PSP Eä 


18-Sep-02 ist NSA Due Diligence Meeting 
30- Ss) Chair HPSCI visits NSA for mes = 


E P a ae 


7 Nov-02 12th Presid 


= NSA IG advises General Hayden to issue “Delegation of Authority Letters" 
to “units that administer the project” 


2003 
8-Jan-03 13th Presidential Authorization signed 
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13-Jan-03 FBI Director visits NSA for briefing 


29-Jan-03 NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair, 
SSCI 


7-Feb-03 14th Presidential Authorization signed 


4-Mar-03 General Hayden issues first Delegation of Authority letter to key Signals 
Intelligence (SIGINT) Directorate operational personnel 


17-Mar-03 45th Presidential Authorization signed 


22-Apr-03 46th Presidential Authorization signed 


11-Jun-03 17th Presidential Authorization signed 


14-Jul-03 18th Presidential Authorization signed 


17-Jul-03 NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair, 
SSCI 
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8-Oct-03 NSA-FBI-CIA conference at NSA to discuss PSP operations and customer 
needs 


15-Oct-03 20th Presidential Authorization signed 
1-Dec-03 NSA IG announces a review of NSA PSP operations 


8-Dec-03 NSA IG asks VP Counsel for access to PSP legal opinions and Is told that 
a request should come from General Hayden 


9-Dec-03 21st Presidential Authorization signed 
9-Dec-03 IG memo asks General Hayden to ask VP Counsel's permission for NSA 


IG and GC to obtain copies of, or view, PSP legal justification 


2004 


6-Jan-04 NSA briefing to DoJ Mr. Philbin, Mr. Goldsmith for Mr. Goldsmith's 
orientation to the PSP and other NSA Signals Intelligence efforts against 
terrorism 


8-Jan-04 ONSA and Fe meet to discuss the PSP 
and recent changes at NSA 


14-Jan-04 22nd Presidential Authorization sig 


9-Mar-04 General Hayden briefs Director of Central Intelligence (DCI) on value of 
the PSP 


10-Mar-04 General Hayden briefs White House Counsel and Chief of Staff, Deputy 
DCI, Deputy AG, and FBI Director on value of the PSP 


10-Mar-04 General Hayden briefs Speaker of the House, Senate Majority and 
Minority leaders, House Minority Leader, Chairman and Ranking Member, 
HPSCI, and Chair and Vice Chair, SSC} 


10-Mar-04 General Hayden briefs Secretary of Defense, DoD Principal Deputy GC 
11-Mar-04 23rd Presidential Authorization signed 


11-Mar-04 NSA IG and Acting GC discuss new Authorization signed by President's 
Counsel rather than the AG 


11-Mar-04 NSA briefs House Majority Leader 


12-Mar-04 General Hayden briefs House Majority Leader 
19-Mar-04 Revision to 23rd Presidential Authorization signed 


General 
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2-Apr-04 2nd Revision to 23rd Presidential Authorization signed 
4-Apr-04 General Hayden briefs DoD Principal Deputy GC 


en 24th Presidential Authorization signed 


20-May-04 NSA briefs the Minority Leader of the Senate 


23-Jun-04 25th Presidential Authorization signed 


14-Jul-04 Initial PR/TT Order approved by FISC 
39-Aug-04 26th Presidential Authorization signed 


General Hayden briefs National Security Advisor and Homeland Security 
Advisor 


23-Aug-04 


17-Sep-04 27th Presidential Authorization signed 


23-Sep-04 Presidential “further direction” of 9 August 2004 expires 
23-Sep-04 NSA briefs Chair, HPSCI 


47-Nov-04 28th Presidential Authorization signed 


2005 
5-Jan-05 NSA briefs National Security Advisor and White House Counsel 


41-Jan-05 29th Presidential Authorization signed 
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3-Feb-05 


NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair, 
SSCI 


25-Feb-05 General Hayden briefs White House Counsel and Counsel to Deputy AG 
11-Mar-05 30th Presidential Authorization signed 
2-Mar-05 j ingoj 


19-Apr-05 31st Presidential Authorization his 


22-Apr-05 General Hayden briefs Director of National Intelligence (DNI) 
23-May-05 Two-level PSP clearance structure discontinued 


1-Jun-05 Discussions to seek FISC orders to authorize content collection begin with 
DoJ OLC 


14-Jun-05 32nd Presidential Authorization tig 


26-Jul-05 33rd Presidential Authorization signed 


3-Aug-05 Principal Deputy DNI Hayden briefs new NSA/CSS Director General 
Alexander on the PSP 


10-Sep-05 34th Presidential Authorization signed 
14-Sep-05 NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair, 
| 


26-Oct-05 35th Presidential Authorization signed 


13-Dec-05 36th Presidential Authorization signed 


16-Dec-05 New York Times says that President secretly authorized NSA 


E] ae on Americans 


20-Dec-05 DoD IG receives letter, signed by 39 Congressmen, requesting a review of 
the PSP, DoD IG faxes the letter to the NSA IG on 10 Jan 06 


21-Dec-05 NSA briefs DNI 
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2006 


3-Jan-06 NSA IG and DoD IG discuss letter from 39 Congressmen requesting 
DoD IG review of the PSP 


9-Jan-06 NSA briefs nine FISC judges and three FISC legal advisors 


41-Jan-06 NSA briefs Speaker of the House, Senate Majority Leader, Chair of 
HPSCI, Chair and Vice Chair, SSCI 


20-Jan-06 NSA briefs Senate Minority Leader, House Minority Leader, Chair SSCI, 
and Ranking Member HPSCI 


27-Jan-06 37th Presidential Authorization signed 
31-Jan-06 _ NSA briefs FISC Judge Scullin 


11-Feb-06 NSA briefs Chair SSCI 
16-Feb-06 NSA briefs Speaker of the House and Chair, HPSCI 
28-Feb-06 NSA briefs Chair and Ranking Member, House Appropriations 


3-Mar-06 NSA briefs Vice Chair, SSC] 


93-Mar-06 NSA briefs Chair and Vice Chair, SSCI, and Members of SSC! Terrorist 
Surveillance Program (TSP) Subcommittee (Roberts, Rockefeller, Hatch, 
DeWine, Feinstein, Levin, Bond) with SSCI Minority and Majority Staff 
Directors, Senior Director for Legislative Affairs, National Security 
Counsel, VP, AG, White House Counsel, and VP Chief of Staff 


10-Mar-06 NSA briefs Mr. Bond, Member, SSC] TSP Subcommittee 


13-Mar-06 NSA briefs Chair, SSC! TSP Subcommittee, Members SSCI TSP 
Subcommittee (Roberts, Feinstein, and Hatch), SSCI Majority and Minority 
Staff Directors, and SSCI Counsel at NSA 


14-Mar-06 NSA briefs Mr. DeWine, Member, SSCI TSP Subcommittee at NSA 
21-Mar-06 38th Presidential Authorization signed 
21-Mar-06 NSA briefs FISC Judge Bates 


27-Mar-06 NSA briefs Mr. Levin, Member, SSCI TSP Subcommittee and Minority 
Staff Director at NSA 


29-Mar-06 NSA briefs Chairman and Ranking Member HPSCI TSP Subcommittee, 
TSP Subcommittee Members (Hoekstra, Harman, McHugh, Rogers, 
Thomberry, Wilson, Davis, Holt, Cramer, Eshoo, and Boswell), Majority 
General Counsel, Staff Member, and Minority General Counsel 
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7-Apr-06 NSA briefs Chairman of the HPSC] TSP Subcommittee, HPSCI TSP 


Subcommittee Members (Hoekstra, McHugh, Rogers, Thornberry, Wilson, 
and Holt), Majority General Counsel, Staff Member, and Minority General 
Counsel at NSA 

28-Apr-06 NSA briefs Ranking Member, HPSCI TSP Subcommittee, Members of 
HPSCI TSP Subcommittee (Harman, Wilson, and Eshoo), Majority 


General ae Staff Ca and zi General Counsel at NSA 


11-May-06 NSA briefs Chair and Ranking Member House Appropriations Committee 
Defense Subcommittee 


16-May-06 39th Presidential Authorization signed 


17-May-06 Chair SSCI, Members, SSCI (Roberts, Hagel, Mikulski, Snowe, DeWine, 
Bayh, Chambliss, Lott, Bond, Levin, Feingold, Feinstein, Wyden, Warner), 
SSCI Staff Member, SSCI Majority Staff Director, and SSCI Counsel 


17-May-06 HPSCI Chair, HPSCI Members (Hoekstra, Harman, Wilson, Eshoo, 
Rogers, Thornberry, Holt, Boswell, Cramer, LaHood, Everett, Gallegly, 
Davis, Tiahrt, Reyes, Ruppersberger, and Tiemey), Majority General 


pE) m Staff i and Ee. General Counsel 


24-May-06 First Business Records Order approved by the FISC 
§-Jun-06 NSA briefs Ms. Feingold, SSCI Member at NSA 


7-Jun-06 NSA briefs Ranking Member, Senate Defense Apprapriations 
Subcommittee, and SSCI Staff Director 


7-Jun-06 NSA briefs President's Privacy and Civil Liberties Oversight Board 


9-Jun-06 NSA briefs Chair, SSCI, SSCI Members (Mikulski, Wyden, and Hagel), 
SSCI Minority Staff Director, SSCI Counsel, and SSC! Staff Director 


15-Jun-06 NSA briefs Chair, SSCI and SSCI Members (Roberts, Mikulski, Feingold, 
Bayh, Snowe, Hatch, Lott, and Bond), and Minority Staff Director 


26-Jun-06 NSA briefs Chair, Senate Defense Appropriations Subcommittee, and 
House Minority Leader 


30-Jun-06 NSA briefs Mr. Bayh, SSCI Member at NSA 
6-Jul-06 40th Presidential Authorization signed 


10-Jul-06 NSA briefs Ms. Snowe, SSC] Member and SSCI Counsel at NSA 
18-Jul-06 NSA briefs Mr. Chambliss, SSC] Member at NSA 


6-Sep-06 41st Presidential Authorization signed 
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24-Oct-06 42nd Presidential Authorization signed 


20-Nov-06 NSA briefs President's Privacy and Civil Liberties Oversight Board 
8-Dec-06 43rd and final Presidential Authorization signed 


2007 
10-Jan-07 Content orders approved by the FISC 
17-Jan-07 AG letter to Congress: Presidential program brought under the FISC 
1-Feb-07 NSA briefs President's Privacy and Civil Liberties Oversight Board 


1-Feb-07 Presidential Authorization expires 
+TS//STLW HSH /O GANS} 
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APPENDIX D 


(U) Cumulative Number of Clearances for the 
President’s Surveillance Program 
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APPENDIX E 


(U) NSA Office of the Inspector General Reports on the 
President’s Surveillance Program and Related Activities 
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(U) NSA Office of the Inspector General Reports on the 
President’s Surveillance Program and Related Activities 


—fES}SH- AH} This appendix lists and describes OIG investigation and review 
reports of activity conducted under the PSP, also referred to as the STELLARWIND 
Program, and related activities such as the Pen Register Trap and Trace (PR/TT) 
Order and the Business Records Order. These reports are limited to activity 
conducted between 4 October 2001 and 17 January 2007. 


(U) OIG Investigations 


De En (U) Report of Investigation of Two Violations 


| the OIG issued a report on 
what it believed to be the first two violations of Authorization, 
both of which were unintentional. 


PST TS Twit Sit oct The first incident occurred on 


NSA analyst misguidedly 
communications between 


communications were foreign wi 
uthorization, but they were not terrorist related. 


The second incident occurred on 
when NSA inappropriately performed 


ere a This query was as = an 


FBI official during the investigation o 


SHNS NSA OIG found that in neither incident had NSA 
personnel acted with intent to disregard their authority. 
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Both incidents occurred, at least in part, because early in the 
Program the terms of the Authorization were so closely held 
that few, if any, operational personnel working under the 
Authority were permitted to see the Authorization or its 
operative provisions. It was unreasonable to hold persons 
accountable for violating an order that they had not seen, 
when the order was too complex to be easily committed to 
memory. Accordingly, the OIG did not recommend 
disciplinary action, but did recommend that the NSA Director 
issue formal written delegations of authority to the Signals 
Intelligence Director and specified subordinates so that 
personnel working the Program would know the precise 
terms of the Authorization. Management concurred with the 
recommendations and made appropriate notifications. 


(U/ /F 6S) This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008. 


oreign intelligence Surveillance Cou 


e Order permitted NSA to 
couect internet metadata under the pen register/trap-and- 
trace provisions of the FISA (§§ 1841-1846). The authority to 


Material acquired under the Order 
continued to be protected in PSP channels. 


{FSH SELWH SH CEA On Se. OIG 
issued a report on an investigation of a management 


breakdown that had resulted in unintentional filtering 
violations of the FISC Order, The Order permitted NSA to 


However, no 
violations resulted from the collection of domestic 
communications. An NSA collection manager discovered the 
violations on . The following day, the 
questionable collection was stopped and reported to the OIG 
and the OGC. With the exception o the OIG 
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found no reason to believe that any violations resulted in the 


collection of information. The OIG reserved 
judgment on 
The OIG evaluation of responsibility for the incident 


led directly to the replacement of the Program Manager and 
to changes in Program management, leadership, and chain of 


command. 


(U/ /FEU8} This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 


Supplemental Report on Violations of Court 


Orders in 


A follow-up investigation of the 
questionable revealed no additional 
violations. On OIG issued a 


its examination o 
that the OIG suspected 
iginated or terminated outside the United 


collected, none had been analyzed, and none had been 
reported outside NSA. 


(U/ /FOUS} This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008. 


(U) OIG Reviews 


14 May 2004 (U) Need for Documentation and Development of Key 
Processes (ST-04-0024) 


{FSH SH7NF This OIG report concluded that a continuing 
deficiency in clear, written procedures governing the 
collection, processing, and dissemination of PSP material 
created undue risk of unintentional violations of the 
Authorization. The report noted that Program officials had 
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made progress in addressing some of these deficiencies, but 
found that processes had not been fully documented in the 
form of management directives, administrative policies, or 
operating manuals. The NSA OIG recommended that 
Program officials formally adopt rigorous, written operating 
procedures for the following key processes: 


o Approvals for content collection by the appropriate 
named officials 


e Reporting of violations of the Authority, similar to 


procedures for documenting violations of Legal 
Compliance and Minimization Procedures? 


a Evaluation of dual FISA and PSP content collection 


a Systematic identification and evaluation of telephone 
numbers and Internet identifiers for detasking.® 


(U/ H#FEVS} Corrective action was taken in response to the 
four recommendations. 


(U/ ÆƏ89) This report was sent to SSCI on 31 May 06 and 
HPSCI on 2 January 2008. 


-(S/NF} Need for increased Attention to Security-Related 


Aspects of the STELLARWIND Program (ST-04-0025) 


(U/ /FOUD) This OIG report disclosed weaknesses in Program 
security. The Program was particularly vulnerable to 
exposure because it involved numerous organizations inside 
and outside NSA. 


(U//#EU€) While the Program Manager placed a strong 
emphasis on personnel security, he did not take a proactive 
and strategic approach to physical and operational security, 
In particular, better use of the Program Security Officer 
would have helped to improve special security practices for 
handling Program material and strengthen operations 
security (OPSEC). 


(U/ / F966) The Program Manager and the Associate Director 
for Security and Counterintelligence concurred with the 
findings and implemented corrective measures. In particular, 
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the Staff Security Officer was freed from other responsibilities 
and took a more active and effective role in Program security. 
Management did not conduct a formal OPSEC survey as 
recommended; however, steps taken by management to 
implement OPSEC practices met the intent of the original 
recommendation. 


(U/ AF@U6) This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008. 


21 Nov 2005 -{FSASWNE) Review of the Tasking Process for 
STELLARWIND U.S. Content Collection (ST-04-0026) 


is report identified material 
weaknesses in the tasking and detasking process under the 
PSP. The process to task and detask telephone numbers for 
content collection under the Program was inherently fragile 
because it was based on e-mail exchanges and was not 
automated or monitored. 


The OIG examinedelepbone 
numbers and Internet identifiers approved for content 
collection on the date in November 2004 when the audit 
began and identified the following types of errors: 


è ee! involved under-collection; identifiers were 
not put on collection quickly enough or were not put 
on collection until the OIG discovered the errors. 


2 zai involved unauthorized collection caused by a 
typographical error. 


. BER vores over-collection; they were not 
removed from collection quickly enough. 


a ES} record-keeping errors in the Program’s tracking 
database 


r o £££ 
unauthorized collection caused by a typographical error, NSA 
personnel did not review the collected information before 
destroying it, nor did NSA issue any report based on, or 
pe i. any information from the 

of untimely detasking. However, without a 
robust and reliable collection and tracking process, NSA 


increased its risk of unintentionally violating the 
Authorization. NSA also increased the risk of missing 
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valuable foreign intelligence by failing to task telephone 
numbers and Internet identifiers in a timely manner. 


(U/ A#F6U8) NSA OIG recommended that all errors be swiftly 
resolved, that specific procedures be adopted to prevent 
recurrences, and that identifiers tasked for collection be 
promptly reconciled with identifiers approved for tasking, and 
repeated every 90 days. Management implemented the 
recommendations, 


(U/ /FƏY9) This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 


31 May 2006 —{FS/*SH/NF} Review of Compliance with Authorization 


Requirements for STELLARWIND U,S. Content Collection 
(ST-04-0027) 


his report determined that, based 
on a statistical sample, Program officials were adhering to the 
terms of the Authorization and the Director’s delegation 
thereunder; that tasking was appropriately approved and 
duly recorded under the Authorization; and that tasking was 
justified as linked to al-Qa'ida or affiliates of al-Qa'ida. The 
report recommended improvements in record-keeping 
practices. 


-+{5//Fy Due to a lack of sufficient and reliable data, the NSA 
OIG could not reach a conclusion on the tasking approval 
process for two PSP-related collection programs. The OIG 
recommended that management responsible for the affected 
programs, design and implement a tasking and tracking 
process to allow managers to audit, assess timeliness, and 
validate the sequencing of tasking activities. Management 
agreed to install automated tracking of tasking and 
detasking. 


—TSH/SH-+ AYE Although the collection architecture was 
designed to produce one-end-foreign communications, 
inadvertent collection of domestic communications occurred 
and was addressed. The OIG recommended changes in 
management reporting to improve the tracking and resolution 
of inadvertent collection issues. 


(U/ /#OU6) Corrective action has been completed for one of 
the two recommendations, 
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(U/ /F6U8) This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 


11 Jul 2006 —-(FSHSH/NF} Supplemental Report to Review of Compliance 
with Authorization Requirements for STELLARWIND U.S. 
Content Collection (ST-04-0027.01) 


FSH STEWS 7/6644} After issuing the original report, 
the NSA OIG conducted further research to determine 
whether Program officials were approving content tasking 
requests based solely on metadata analysis, Using the 
statistical sample in the original audit, the OIG found no 
instances of metadata analysis as the sole justification for 
content tasking. In all cases tested, there was corroborating 
evidence to support the tasking decision. 


(U/ /FOUG}This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008. 


5 Sep 2006 —_{FSASH44¥}-Report on the Assessment of Management 
Controls for Implementing the Foreign Intelligence 
Surveillance Court Order: Telephony Business Records 
(ST-06-0018) 


On 24 May 2006, the telephony 
metadata portion of the PSP was transferred to FISC Order 
BR-06-05, In re Application of the Federal Bureau of 
Investigation for an Order Requiring the Production of Ta 

i icati i Relating to 


retain telephony metadata to protect against international 


teak E : mg and disseminate this data ‘woe 


On 10 July 2006, in a memorandum with the 
subject FISA Court Order: Telephony Business Records (ST-06- 
0018), the NSA OIG issued “a report to the Director of NSA 
45 days after the initiation of the activity [permitted by the 
Order] assessing the adequacy of the management controls 
for the processing and dissemination of U.S. person 
information.” This report was issued with the Office of the 
General Counsel’s concurrence as mandated by the Order, 


The “Report on the Assessment of Management 
Controls for Implementing the Foreign Intelligence Surveillance 
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Court Order: Telephony Business Records (ST-06-0018),” 

5 September 2006, provided the details of the findings of the 
10 July memorandum and made formal recommendations to 
management. 


-(PS77Si7/7NFY Management controls governing the 
processing, dissemination, data security, and oversight of 


telephony metadata and U.S. person information obtained 
under the Order were adequate and in several aspects 
exceeded the terms of the Order. However, due to the risk 
associated with the collection and processing of telephony 
metadata involving U.S. person information, the NSA OIG 
recommended three additional controls regarding collection 
procedures, reconciliation of audit logs, and segregation of 
duties. 


—CPSHSH/NF} Collection Procedures 


{F577 SHA During an OIG review of collection procedu 
management discovered that NSA was obtaining 
data that might not have been in keeping with the 


data should have been suppressed from 
the incoming data flow. Immediately, management blocked 
the data from analysts’ view. Further, working with the 
providers, Program management completed suppression of 
the suspect data on 11 October 2006 and agreed to 
implement additional procedures to prevent the collection of 
unauthorized data. 


—FSHSHINF} Reconciliation of Audit Logs 


—ES//SH/N} Management controls were not in place to 
verify that telephone numbers approved for querying were the 
only numbers queried, Although audit logs documented the 
queries of the archived metadata, the logs were not ina 
usable format, and Program management did not routinely 
use them to audit telephone numbers queried. Management 
concurred with the recommendation to conduct periodic 
reconciliations; however, action was contingent on the 
approval of a Program management request for two additional 
computer Programmers. 


Wave Wel ad bal 7/0 me EP ose ee PYORCOALALOFOR 
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-+—CHNE}Lack of Segregation of Duties 


+7744 The seven individuals with the authority to approve 
queries also had the ability to conduct queries under the 
Order. Standard internal control practices require that key 
duties and responsibilities be divided among different people 
to reduce the risk of error and fraud. Although Program 
management concurred with the finding, it could not 
implement the recommendation due to staffing and 
operational needs. As an alternative, Program management 
agreed to develop a process to monitor independently the 
queries of the seven individuals, This action plan was 
contingent on the development of usable audit logs 
recommended above, 


(U/ AF6U8) Corrective action has been completed for one of 
the three recommendations, 


(U/ H¥@U6) This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008. 


~S/ANF} Summary of OIG Oversight 2001-2006 
STELLARWIND Program Activities (ST-07-0011) 


SHN) On 20 December 2006, the OIG issued a report 
summarizing OIG’s oversight of the STELLARWIND Program 
after five years of implementation, 


(U/ /#66) This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 


Assessment of Management Controls to 
Implement the FISC Order Authorizing NSA to Collect 
Information Using Pen Register and Trap and Trace 
Devices (ST-06-0020) 


FS} SHA) on fT... OIG reported that the 
management controls governing the collection, 


dissemination, and data security of electronic 
communications metadata and U.S. person information 
obtained under the FISC Order authorizing NSA to collect 
Internet metadata using PR/TT devices were adequate and in 
several aspects exceeded the terms of the Order. Due to the 
risk associated with the processing of electronic 
communications metadata involving U.S. person information, 
additional controls were needed for processing and 
monitoring queries made against PR/TT data, documenting 
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5 Jul 2007 


EF SHSHINFD 
(ST-07-0017) 


oversight activities, and providing annual refresher training 
on the terms of the Order. 


(U/ /¥6U8) Corrective action has been completed for two of 
the six recommendations. 


(U//FƏ89) Beery to SSCI | 


and HPSCI o 


Domestic Selector Tasking Justification Review 


(U//FGUS) The OIG conducted this review to determine 
whether tasking justification statements were supported with 
intelligence information consistent with sources cited in the 
justifications, The OIG identified some justifications 
containing errors, but there was no pattern of errors or 
exaggeration of facts or intentional misstatements. 


(U/ AF6U@) This report was sent to SSCI on 28 January 2008 
and HPSCI on 28 January 2008. 


30 June 2008 -{FS4SI/NF) Advisory Report on the Adequacy of 


STELLARWIND Decompartmentation Plans (ST-08-0018) 


At the request of the SID Program Manager for 
CT Special Projects, the OIG assessed the adequacy of NSA’s 
plans to remove data from the STELLARWIND compartment, 
as authorized by the Director of National Intelligence. On 
30 June 2008, the OIG reported that NSA management had a 
solid foundation of planning for decompartmentation. In 
particular, the content, communication, and assignment of 
supporting plans were adequate to provide reasonable 
assurance of successfully removing data from the 
STELLARWIND compartment, while complying with laws and 
authorities. Management was also diligent in assessing the 
scope and complexity of this undertaking. Although the OIG 
made no formal recommendations, it suggested 
improvements to develop more detailed plans, set firm 
milestones, and establish a feedback system to ensure that 
plans were successfully implemented. 


(U/ /686}This report was not sent to SSCI or HPSCI. 
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(U) Presidential Notifications 


Executive Orders 12333 and 12863 require intelligence 
agencies to report to the President, through the President's Intelligence Oversight 
Board, activities they have reason to believe may be unlawful or contrary to 
executive order or presidential directive. Knowing that Board members were not 
cleared, however, the NSA Director or Deputy Director reported the following 
violations of the Presidential Authorization and related authorities to the President 
through his Counsel, rather than through the Board. Each notification was 
approved if not actually drafted by OIG. Some of the notifications were not the 
subject of the OIG reviews or investigations discussed in Appendix E. 


(U) Summary of Notification 


-+E35}/+SH- A) Describes the investigation mentioned above 
regardiug metadata collection violations that occurred under 


he complete OIG report was issued 


instance, a report based on such data went out, but it was not 
canter berate the same information was available 
ports were issued. 


182 


2 Aug 2005 


APPROVED FOR PUBLIC RELEASE 


“FOP SECRET /STEW/COMENT/OREOAANOFORAT 


FES STEW SH-}+O CA Describes one instance of 
inadvertent collection of a call with both ends in the U.S. -a 
een known until it was listened to 
showed the call as having a foreig 


Describes three incidents: The first involyed a 
one-digit typo resulting in one incorrectly tasked number. The 
second involved a number improperly tasked for metadata 
analysis. The operator discovered it almost immediately and 
promptly removed it from tasking. The third involve 
numbers that were not detasked in a timely fashion. 


collection. efers to NSA’s work in developing 
more rigorous) 


The error was not discovered 


4FES//STEVAYSH /OGANF) Although most of ‘hares 
improperly collected was also properly acquire 

ET -uant to statute, the dataflow was 
terminated immediately upon discovery. Also, because the 
improperly collected metadata had been forwarded to non- 
STELLARWIND databases, the Agency removed non-compliant 
metadata from all affected databases, including those in which 
STELLARWIND data is normally stored. 


P 


FES} STEW SH OCHA) Describe instances in which 
authorized targeting of properly taske 
telephone numbers resulted in inadvertent collection of U.S.-to- 


No reporting was generated, and 
collection was deleted. 


SPSTSTEWT SEY OCA Describes an incident in which an 

This 
resulted of non-target data. e error was 
discovered within hours, when personnel responsible for 
noni O a 
was corrected, and all inadvertently collected records were 
deleted. 


(FSP {STEW SH OSH Describes ances in h 
authorized targeting of properly tasked 
telephone numbers resulted in inadvertent collection of U.S.-to- 


' shee 


No reporting was generated, and 
collection was deleted, 


Describeg instances in which 
authorized targeting of properly tasked 
telephone numbers res d in inadvertent collection of U.S.-to- 


n each case 


No reporting was generated, and 
collection was deleted. 


NE} Describes an instance where a 


Although no reports were generated, 
and there was no evidence that U.S.-to-U,S. communications 
were collected, we could not certify that the files were all one- 
end foreign without reviewing 
files were deleted, and procedures used b 


were being reviewed. 


FSHSTLWLYSY /OC/NE) A second incident was reported in 
which a typographical error res i ntact chaining ona 
U.S. telephone number with no iliation, The 
telephone number was rechecked, and the error was corrected. 
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CHAPTER ONE 
INTRODUCTION (U) 


On October 4, 2001, three weeks after the terrorist attacks of 
September 11, 2001, the President issued a Top Secret Presidential 
Authorization to the Secretary of Defense directing that the signals 
intelligence capabilities of the National Security Agency (NSA) be used to 
detect and prevent further attacks in the United States. The Presidential 
Authorization stated that an extraordinary emergency existed permitting the 
use of electronic surveillance within the United States for counterterrorism 
purposes, without a court order, under certain circumstances, For over 6 
years, this Presidential Authorization was renewed at approximately 30 to 
45 day intervals to authorize the highly classified NSA surveillance program, 


which was given the cover term “Stellar Wind.”! (f8//STLW//5t//ee AY 


Under these Presidential Authorizations and subsequently obtained 
Foreign Intelligence Surveillance Court (FISA Court) orders, the NSA 
intercepted the content of international telephone and e-mail 
communications of both U.S, and non-U.S. persons when certain criteria 
were met. In addition, the NSA collected vast amounts of telephony and 
e-mail meta data — that is, communications signaling information showing 
contacts between and among telephone numbers a 
not including the contents of the communications. 


{ES} /STEW/SH /OG HEY 


Within the Department of Justice (Department or Justice Department) 
and the Intelligence Community, the different types of information collected 
under the NSA program came to be referred to as three different “baskets” of 
information. The collection of the content of telephone and e-mail 


1 This program is also known as the President’s Surveillance Program (PSP). In 
Title III of the Foreign Intelligence Surveillance Act Amendments Act of 2008 (FISA 
Amendments Act), the President’s Surveillance Program is defined as 


the intelligence activity involving communications that was authorized by the 
President during the period beginning on September 11, 2001, and ending 
on January 17, 2007, including the program referred to by the President ina 
radio address on December 17, 2005 (commonly known as the Terrorist 
Suryeillance Program). 


FISA Amendments Act, Title ITI, Sec. 301(a)(3). (U) 
2 
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communications was referred to as basket 1. The collection of telephone 
meta data — including information on the date, time, and duration of the 
telephone call, the telephone number of the caller, and the number receiving 
the call — was referred to as basket 2. The collection of e-mail meta data — 
including the “to,” “from,” “cc,” “bec,” and “sent” lines of an e-mail, but not 
the “subject” line or content of the e-mail — was referred to as basket 3. 


FS} /STEWHSH POE TNE} — 


The content and meta data information was used by the NSA, working 
with other members of the Intelligence Community, to generate intelligence 


By March 2006, ove individual U.S, telephone numbers 
e-mail addresses had been “tipped” to the FBI as leads, the vast 
majority of which were disseminated to FBI field offices for investigation or 
other action. Some Stellar Wind-derived information also was disseminated 
to the larger Intelligence Community through traditional intelligence 


reporting channels.3 {TS//STLW//S!1//OcC/MNBE\ 


In addition to the FBI’s receipt of information from the program, the 
Justice Department was involved in the program in other ways. Most 
significantly, the Department’s Office of Legal Counsel (OLC) provided advice 
to the White House and the Attorney General on the overall legality of the 
Stellar Wind program. In addition, the Department’s Office of Intelligence 
Policy and Review (now called the Office of Intelligence in the Department’s 
National Security Division) worked with the FBI and NSA to justify the 
inclusion of Stellar Wind-derived information in applications seeking orders 
under the Foreign Intelligence Surveillance Act (FISA), and when unable to 
do so, to exclude such information from the applications. The Department’s 
National Security Division (NSD) also submitted classified ex parte legal 
filings in federal courts to address any Stellar Wind reporting concerning 
defendants during discovery in international terrorism prosecutions. 


Beginning in December 2005, aspects of the Stellar Wind program 
were publicly disclosed in media reports, originally in a series of articles by 
The New York Times. After these articles disclosed the telephone and e-mail 
content collection (basket 1), the President, Attorney General Alberto 
Gonzales, and other Administration officials publicly confirmed the 


3 The larger Intelligence Community also includes components within other 
Departments, such as the Departments of Homeland Security, Treasury, Defense, and 
State. (UJ) 
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existence of this part of the program. However, the other aspects of the 
program — the collection of telephone and e-mail meta data — have not been 


publicly confirmed, 4fS//STLYH SY joc ANS} — 


The President and other Administration officials labeled the NSA 
collection of information that was publicly disclosed as “the Terrorist 
Surveillance Program,” although this name was sometimes used within the 
Intelligence Community to refer to the entire Stellar Wind program. The 
program was also referred to by other names, such as the “Warrantless 
Wiretapping Program” or the “NSA Surveillance Program.” As discussed 
above, the technical name for the program, and the term we generally use 
throughout this report, is the Stellar Wind program.* 48//4¥}— 


This report describes the Office of the Inspector General’s (OIG) review 
of the Department’s role in the Stellar Wind program. Our review discusses 
the evolution of the Stellar Wind program, including the changes in the 
Department’s legal analyses of the program, the operational changes to the 
program, and the eventual transition of the program from presidential 
authority to statutory authority under FISA. The report also assesses the 
FBI’s use of information derived from the Stellar Wind program, including 
the impact of the information in FBI counterterrorism investigations. 


AES//STLW}/SH/OC/NE} 


I. Methodology of OIG Review (U) 


During the course of this review, the OIG conducted approximately 80 
interviews. Among the individuals we interviewed were former White House 
Counsel and Attorney General Gonzales; former Deputy Attorney General 
James Comey; former NSA Director Michael Hayden; FBI Director Robert 
Mueller, III; former Counsel for Intelligence Policy James Baker; former 
Assistant Attorneys General for OLC Jay Bybee and Jack Goldsmith; former 
Principal Deputy and Acting Assistant Attorney General for OLC Steven 
Bradbury; former Deputy Assistant Attorney General for OLC and Associate 
Deputy Attorney General Patrick Philbin; and former Assistant Attorneys 
General for the NSD Kenneth Wainstein and Patrick Rowan. We also 
interviewed senior FBI Counterterrorism Division officials, the FBI General 
Counsel and other FBI attorneys, FBI special agents and intelligence 
analysts, and senior officials in the Department’s Criminal and National 
Security Divisions." (U) 


4 Stellar Wind is classified as a Top Secret/Sensitive Compartmented Information 
program. ~S//NE} 
5 Although the FBI is a component of the Department of Justice, references in this 


report to Department officials generally mean non-FBI Department officials, This 
(Cont’d.) 
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We attempted to interview former Attorney General John Ashcroft, but 
he declined our request for an interview. (U) 


In addition, we attempted to interview former Deputy Assistant 
Attorney General for OLC John Yoo, who drafted the early legal memoranda 
supporting the legality of the Stellar Wind program. Yoo, through his 
counsel, declined our request for an interview. {FS//-SH//NF+- 


We also attempted to interview White House officials regarding the 
program, including Andrew Card, former Chief of Staff to President George 
W. Bush. We made our request for an interview of Card both directly to 
Card and through the Office of the Counsel to the President (White House 
Counsel’s Office). Card did not grant our request for an interview. 
Similarly, we attempted to interview David Addington, former Counsel to 
Vice President Richard B. Cheney. We contacted the Office of the Vice 
President, but that office did not respond to our request for an interview of 
Addington. (U) 


We believe that we were able to obtain a full picture of the evolution of 
the program and the theories supporting its legality. However, the refusal 
by White House officials, former Attorney General Ashcroft, and former 
Deputy Assistant Attorney General Yoo to be interviewed hampered our 
ability to fully investigate the process by which the White House and the 
Justice Department arrived at the initial legal rationale to support the 
program, In addition, because of our inability to interview Ashcroft, we 
could not fully determine what efforts the Department took to press the 
White House for additional Department attorneys to be read into Stellar 
Wind to work on the legal analysis of the program during its first two years 


of operation, —F8//87 Ae 


In our review, we also examined thousands of electronic and hard 
copy documents, including the Presidential Authorizations and threat 
assessments, OLC legal memoranda supporting the program, 
contemporaneous notes and e-mails of various senior Department and FBI 
officials, and FISA Court pleadings and orders. We also reviewed NSA 
materials, including NSA OIG reports on the Stellar Wind program and 
correspondence between the NSA Office of General Counsel and the 


Department. -—F87/SH- AAR} 


In addition, we received from the FBI an electronic database of its 
collection of Electronic Communications (EC) that were used to disseminate 


distinction is especially relevant to our discussion of the number of Department personnel 
read into the Stellar Wind program, as distinguished from the number of FBI personnel 


read into the program. (U//E9867 
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Stellar Wind-derived leads to FBI field offices. This database contained 
approximately ECs, including leads to the FBI’s 56 field offices, and 
responses from those field offices, among other documents. The OIG used 
this database to confirm information it obtained through interviews and to 
assist in our analysis of FBI investigations that were based on Stellar Wind 


information. +£S//STEW//SH7-0E/NF}— 


Il. Organization of this Report (U) 


Chapter Two of this report provides an overview of the primary legal 
authorities that are relevant to the Stellar Wind program. This chapter also 
discusses the Presidential Authorizations that were issued to approve the 


program. (U//#OU6}+ 


Chapter Three describes the inception and early implementation of 
the Stellar Wind program from September 2001 through April 2003. This 
chapter includes a description of the early OLC legal memoranda on the 
legality of Stellar Wind, how the program was technically implemented, the 
FBI’s early participation in the program, and the FISA Court’s first 
awareness of the program. 4TSHSHINFY 


Chapter Four covers the period from May 2003 through May 2004 
when the legal rationale for the program was substantially reconsidered by 
the Justice Department. This chapter details in particular the events of 
March 2004 when the White House decided to continue the program 
without the Department’s certification of a Presidential Authorization. 
During this time, Attorney General Ashcroft was hospitalized and Deputy 
Attorney General Comey temporarily exercised the powers of the Attorney 
General in his capacity as Deputy Attorney General. Comey declined to 
recertify the Presidential Authorization approving the program based on 
legal advice he received from OLC Assistant Attorney General Jack 
Goldsmith, who questioned the adequacy of the legal support for aspects of 
the program. Comey’s decision prompted a significant dispute between the 
White House and the Justice Department, which resulted in White House 
Counsel Gonzales and White House Chief of Staff Card visiting Ashcroft in 
his hospital room in an unsuccessful attempt to have Ashcroft recertify the 
program. This chapter also describes the background to the dispute, the 
events related to the hospital visit, the threat by Department officials to 
resign over the dispute, and the eventual resolution of the dispute. 


Chapter Five discusses the transition, in stages, from a program 
based on Presidential Authorizations to collection activities authorized 
under the FISA statute. This transition took place in stages between July 
2004 and January 2007. This chapter also summarizes legislation in 2007 
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and 2008 designed to modernize certain provisions of FISA. 


{ES} STEW} SH1OC/NE}— 


Chapter Six discusses the use of Stellar Wind information by the FBI. 
It describes the process by which the FBI dissergj Wind-derived 
leads to FBI field offices under a program —_— | as well as the 
impact and effectiveness of the Stellar Wind program to the FBI’s 


counterterrorism efforts. -TSHS EWH SHOSE} 


Chapter Seyen examines the Department’s handling of discovery 
issues related to Stellar Wind-derived information in international terrorism 


prosecutions. —?S//STLW//SI/ 9c / NE} 


Chapter Eight analyzes testimony and public statements about 
aspects of the Stellar Wind program by Attorney General Gonzales. We 
assess whether the Attorney General’s statements, particularly his 
testimony to the Senate Judiciary Committee in February 2006 and July 
2007, were false, inaccurate, or misleading. +5//N¥}-— 


Chapter Nine contains our conclusions and recommendations. (U) 
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CHAPTER TWO 
LEGAL AUTHORITIES (U) 


This chapter summarizes the primary legal authorities referred to 
throughout this report concerning the Stellar Wind program. These 
authorities include Article II, Section 2 of the Constitution; the Fourth 
Amendment to the Constitution; the Foreign Intelligence Surveillance Act; 
the Authorization for Use of Military Force Joint Resolution (AUMF) passed 
by Congress after the terrorist attacks of September 11, 2001; Executive 
Order 12333; and the Presidential Authorizations specifically authorizing 
the Stellar Wind program. Other authorities, including relevant criminal 
statutes and judicial opinions, are discussed throughout the report. 


I. Constitutional, Statutory, and Executive Order Authorities (U) 
A. Article II, Section 2 of the Constitution (U) 


Article II, Section 2 of the Constitution, which was one of the primary 
authorities cited in the Presidential Authorizations in support of the legality 
of the Stellar Wind program, provides in relevant part: 


The President shall be Commander in Chief of the Army and 
Navy of the United States, and of the Militia of the several 
States, when called into the actual Service of the United States; 
he may require the Opinion, in writing, of the principal Officer 
in each of the executive Departments, upon any Subject relating 
to the Duties of their respective Offices... . 


E. The Fourth Amendment (U) 


The Fourth Amendment to the Constitution, which also was raised as 
an important factor in the analysis of the legality of the Stellar Wind 
program, provides: 


The right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and 
seizures, shall not be violated, and no Warrants shall issue, but 
upon probable cause, supported by Oath or affirmation, and 
particularly describing the place to be searched, and the person 
or things to be seized. (487/81 444+ 
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C. The Foreign Intelligence Surveillance Act (FISA)}® (U) 


The Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et 
seq., was enacted in 1978 to “provide legislative authorization and 
regulation for all electronic surveillance conducted within the United States 
for foreign intelligence purposes.” S. Rep. No. 95-701, at 9 (1978), reprinted 
in 1978 U.S.C.C.A.N. 3973, 3977. Three major FISA issues are covered in 
this report. First, as discussed in Chapter Four, FISA was central to a 
controversy that arose in late 2003 and early 2004 when officials in the 
Office of Legal Counsel (OLC) and others viewed FISA as potentially in 
conflict with the legal rationale for at least one aspect of the Stellar Wind 
program. OLC officials reasoned that if courts viewed FISA in isolation, they 
might conclude that Congress intended to regulate the President’s power to 
conduct electronic surveillance during wartime, thereby raising questions 
about the legality of aspects of the program. 


Second, after the FISA Court was informed about the Stellar Wind 
program in January 2002, it required the government to carefully scrutinize 
each FISA application to ensure that no Stellar Wind-derived information 
was relied upon in support of a FISA application without the Court’s 
knowledge, and later without its consent. This process, known as 
“scrubbing,” is discussed in Chapters Three and Six. 


Third, beginning in July 2004, the Stellar Wind program was brought 
under FISA authority in stages, with the entire program brought under FISA 
authority by January 2007. In August 2007 and again in July 2008, FISA 
was amended, and 


from presidential authority to FISA authority, as well as legislation 
subsequently enacted to modernize FISA, is discussed in Chapter Five. 


In the following sections, we summarize relevant provisions of FISA as 
they related to the Stellar Wind program. {fS//SE//44}— 


1, Overview of FISA (U) 
FISA authorizes the federal government to engage in electronic 


surveillance and physical searches, to use pen register and trap and trace 


6 Unless otherwise indicated, all references to FISA are to the statute as it existed 
prior to the Protect America Act of 2007 and the FISA Amendments Act of 2008. (U) 
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devices, and to obtain business records to acquire inside the United States 
foreign intelligence information by, in some instances, targeting foreign 
powers and agents of foreign powers.’ FISA also permits the targeting of 
foreign powers and their agents who are located outside the United States. 
As a general rule, the FISA Court must first approve an application by the 
government before the government initiates electronic surveillance. FISA 
applications must identify or describe the “target” of the surveillance, and 
must establish probable cause to believe that the target is a “foreign power” 
or “agent of a foreign power” and that “each of the facilities or places at 
which the electronic surveillance is directed is being used, or is about to be 
used, by a foreign power or an agent of a foreign power.”8 50 U.S.C, 


§ 1804(a)(4)(A) & (B). {2S ¢ SEA NF}— 


FISA provides four exceptions to the requirement of obtaining judicial 
approval prior to conducting electronic surveillance: (1) for electronic 
surveillance directed at certain facilities where the Attorney General certifies 
that the electronic surveillance is solely directed at communications 
transmitted by means used exclusively between or among foreign powers or 
from property under the open and exclusive control of a foreign power, 50 
U.S.C. § 1802; (2) where the Attorney General determines an emergency 
exists and authorizes emergency surveillance until the information sought is 
obtained, the after-filed application for an order is denied, or the expiration 
of 72 hours from the time of Attorney General authorization, 50 U.S.C. 

§ 1805(f); (3) for training and testing purposes, 50 U.S.C. § 1805(g); and (4) 
for 15 days following a congressional declaration of war, 50 U.S.C. § 1811.9 


(U) 


The 15-day war declaration exception to FISA’s warrant requirement 
was particularly relevant to the events of 2004, when OLC reassessed its 
prior opinions concerning the legality of the Stellar Wind program. 


7 This report is primarily concerned with the provisions of FISA that authorize 
electronic surveillance, pen register and trap and trace devices, and access to certain 
business records. 


8 The terms “foreign power” and “agent of a foreign power” are defined in FISA at 50 
U.S.C. § 1801(a) & (b). “Foreign power” is defined, inter alia, as “a group engaged in 
international terrorism or activities in preparation therefor; ....” 50 U.S.C. § 1801(a)(4). 
An “agent of a foreign power” may be a U.S, person, defined at 50 U.S.C. § 1801(i) to mean, 
inter alia, a United States citizen or permanent resident alien. The term “facilities” is not 
defined in FISA. (U) 

9 The Attorney General's emergency surveillance authority under 50 U.S.C. 
§ 1805(f) was extended to 7 days under Section 105(a) of the FISA Amendments Act of 
2008. (U) 
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Another FISA provision prohibits persons from intentionally engaging 
in electronic surveillance “under color of law except as authorized by 
statute[.]” 50 U.S.C. § 1809(a)(1). As discussed in Chapter Eight, in 2006 
the Justice Department asserted in a publicly released legal analysis that 
this provision did not preclude certain warrantless electronic surveillance 
activities because such surveillance was “authorized by” subsequent 
legislative enactments — principally the AUMF. The Department also 
asserted that the AUMF “confirms and supplements the President’s 
constitutional authority” to conduct warrantless electronic surveillance 
against the enemy during wartime. (U) 


2. FISA Applications and Orders (U) 


FISA applications were presented to the FISA Court by the 
Department’s Office of Intelligence Policy and Review (OIPR).!9 Department 
and FBI officials familiar with the preparation and presentation of FISA 
applications described this process as extremely time-consuming and labor 
intensive. (U) 


Each application must be approved and signed by the Attorney 
General (or Acting Attorney General) or Deputy Attorney General and must 
include the certification of a federal officer identifying or describing the 
target of the electronic surveillance; a “statement of the facts and 
circumstances relied upon by the applicant to justify his belief’ that the 
target is a foreign power or agent of a foreign power and that the electronic 
surveillance is directed at the facilities or places used or to be used by the 
target; a statement of proposed minimization procedures; and a detailed 
description of the nature of the information sought and the type of 
communication or activities to be subjected to the surveillance. 50 U.S.C. 
§ 1804(a)(1)-(6).1! The application must also include the certification of a 


10 The Office of Intelligence Policy and Review became a part of the Department’s 
National Security Division, which was created in September 2006. As of April 2008, the 
Office of Intelligence Policy and Review was renamed the Office of Intelligence. This 
organizational change did not affect the FISA application process, (U) 


n FISA defines minimization procedures as 


{s]pecific procedures, which shall be adopted by the Attorney General, that 


are reasonably designed in light of the purpose and technique of the 
(Cont’d.) 
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high-ranking executive branch official or officials designated by the 
President from among those executive officers employed in the area of 
national security or defense that the information sought is deemed to be 
foreign intelligence information, that such information “cannot reasonably 
be obtained by normal investigative techniques,” and that a “significant 
purpose” of the surveillance is to obtain foreign intelligence information. !? 


Id. at § 1804(a)(7). (U) 


FISA orders authorize electronic surveillance of U.S. persons for 90 
days. FISA orders may be renewed upon the same basis as the underlying 
order. 50 U.S.C. § 1805(e). As noted, FISA also provides for the emergency 
use of electronic surveillance. When the Attorney General reasonably 
determines that an emergency situation exists, the use of electronic 
surveillance may be approved for a period of up to 72 hours (and under the 
FISA Amendments Act of 2008, up to 7 days) without a FISA order. 50 
U.S.C. § 1805(f). (U) 


3. FISA Court (U) 


The FISA statute established the FISA Court to review applications 
and issue orders. The FISA Court initially was composed of seven U.S. 
District Court judges designated by the Chief Justice of the U.S. Supreme 
Court to serve staggered, non-renewable 7-year terms.!3 50 U.S.C. 


particular surveillance, to minimize the acquisition and retention, and 
prohibit the dissemination, of nonpublicly available information concerning 
unconsenting United States persons consistent with the need of the United 
States to obtain, produce, and disseminate foreign intelligence 

information .... 


50 U.S.C. § 1801(h)(1). (U) 


12 As initially enacted, FISA required officials to certify that “the purpose” of the 
surveillance was to obtain “foreign intelligence information.” However, the Uniting and 
Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism Act (the USA PATRIOT Act) was enacted in October 2001 and amended this 
language in FISA to require only that officials certify that “a significant purpose” of the 
surveillance was to obtain foreign intelligence information. 50 U.S.C. § 1804(a)(7)(B). This 
amendment, along with post-September 11 changes to Attorney General guidelines on 
intelligence sharing procedures and a ruling by the FISA Court of Review, removed the 
so-called “wall” that had existed between intelligence-gathering activities and criminal 
investigations. See Memorandum from the Attorney General to Director of the FBI, et al., 
entitled “Intelligence Sharing Procedures for Foreign Intelligence and Foreign 
Counterintelligence Investigations Conducted by the FBI” (March 6, 2002); In re Sealed 
Case, 310 F.3d 717, 727 (For. Int. Sury. Ct. Rev. 2002)(FISA did not “preclude or limit the 
government’s use or proposed use of foreign intelligence information, which included 
evidence of certain kinds of criminal activity, in a criminal prosecution.”}. (U) 


13 To achieve staggered terms, the initial appointments ranged from one to seven 
years. 50 U.S.C. § 1803(d). (U) 


§ 1803(a) & (d). The number of judges serving on the FISA Court was 
increased to 11 by the USA PATRIOT Act of 2001. (U) 


D. Authorization for Use of Military Force (U) 


On September 18, 2001, in response to the terrorist attacks of 
September 11, Congress approved an Authorization for Use of Military Force 
Joint Resolution (AUMF). In conjunction with the President’s 
Commander-in-Chief authority under Article II of the Constitution, this 
legislation has been cited in support of the President’s authority to conduct 
electronic surveillance without judicial approval. See, e.g., Legal Authorities 
Supporting the Activities of the National Security Agency Described by the 
President, January 19, 2006 (Justice Department White Paper), at 6-17. 
The AUMF states, in pertinent part: 


To authorize the use of the United States Armed Forces against 
those responsible for the recent attacks launched against the 
United States. 


Whereas, on September 11, 2001, acts of treacherous violence 
were committed against the United States and its citizens; and 


Whereas, such acts render it both necessary and appropriate 
that the United States exercise its rights to self-defense and to 
protect United States citizens both at home and abroad; and 


Whereas, in light of the threat to the national security and 
foreign policy of the United States posed by these grave acts of 
violence; and 


Whereas, such acts continue to pose an unusual and 
extraordinary threat to the national security and foreign policy 
of the United States; and 


Whereas, the President has authority under the Constitution to 
take action to deter and prevent acts of international terrorism 
against the United States: Now, therefore, be it 


Resolved by the Senate and House of Representatives of the 
United States of America in Congress assembled, 


SEC. 2. AUTHORIZATION FOR USE OF UNITED STATES 
ARMED FORCES 


(a) IN GENERAL - That the President is authorized to use all 
necessary and appropriate force against those nations, 
organizations, or persons he determines planned, authorized, 
committed, or aided the terrorist attacks that occurred on 
September 11, 2001, or harbored such organizations or 
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persons, in order to prevent any future acts of international 
terrorism against the United States by such nations, 
organizations or persons. (U) 


Pursuant to this authority, the President ordered the U.S. armed 
forces to invade Afghanistan to combat al Qaeda terrorists and overthrow 
the Taliban government that had given them refuge. (U) 


In 2004, OLC took the position that the AUMF was “expressly 
designed to authorize whatever military actions the Executive deems 
appropriate to safeguard the United Statesj,]” including the use of electronic 
surveillance to detect and prevent further attacks, See Office of Legal 
Counsel Memorandum, May 6, 2004, at 31, citing 50 U.S.C, § 1811. In 
addition, the Justice Department asserted in the 2006 White Paper that in 
enacting FISA Congress contemplated that a later legislative enactment 
could authorize electronic surveillance outside the procedures set forth in 
FISA itself, and cited the AUMF as such a legislative enactment. See Justice 
Department White Paper at 20-28, citing 50 U.S.C. § 1809(a)(1). 
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E. Executive Order 12333 (U) 


On December 4, 1981, President Reagan signed Executive Order 
12333 as part of a series of legal reforms that followed abuses of 
intelligence-gathering authority documented by the Church Commission in 
the 1970s.!4 Executive Order 12333 placed restrictions on intelligence 
collection activities engaged in by Executive Branch agencies, including the 
NSA, while also seeking to foster “full and free exchange of information” 
among these agencies.'5 Executive Order 12333 at 1.1. (U) 


Executive Order 12333 provides that the Attorney General is 
authorized “to approve the use for intelligence purposes, within the United 
States or against a United States person abroad, of any technique for which 
a warrant would be required if undertaken for law enforcement purposes, 
provided that such techniques shall not be undertaken unless the Attorney 
General has determined in each case that there is probable cause to believe 
that the technique is directed against a foreign power or an agent ofa 
foreign power.” Id. at 2.5. Executive Order 12333 also provides that 


4 See http://www.aarclibrary.org/publib/church/reports/contents.htm. Volumes 
5 and 6 of the Church Commission report address abuses of intelligence-gathering 
authority by the NSA and the FBI, (U) 


15 Executive Order 12333 was amended on July 30, 2008, by Executive Order 
13470. This report refers to Executive Order 12333 as it existed prior to that amendment. 


(U) 
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electronic surveillance, as defined under FISA, must be conducted in 
accordance with FISA.!6 (U) 


Executive Order 12333 prohibits the collection of foreign intelligence 
information by “authorized [agencies] of the Intelligence Community . . . for 
the purpose of acquiring information concerning the domestic activities of 
United States persons.” Id. at 2.3(b). (U) 


However, in authorizing the Stellar Wind program 


As discussed 
previously, the legal rationale advanced for this exemption was that the 


Authorization for Use of Military Force and the President’s 
Commander-in-Chief powers gave the President the authority to collect such 


information, notwithstanding the FISA statute. {FSHSTEWHSHTOE48F}H 


II. Presidential Authorizations (U) 


The Stellar Wind program was first authorized by the President on 
October 4, 2001, and periodically reauthorized by the President through a 
series of documents issued to the Secretary of Defense entitled “Presidential 
Authorization for Specified Electronic Surveillance Activities During a 
Limited Period to Detect and Prevent Acts of Terrorism Within the United 
States” (Presidential Authorization or Authorization). A total of 43 
Presidential Authorizations, not including modifications and related 
presidential memoranda, were issued over the duration of the program from 
October 2001 through February 2007.17 Each Authorization directed the 


16 Prior to September 11, 2001, Executive Order 12333 and FISA were generally 
viewed as the principal governing authorities for conducting electronic surveillance. For 
example, in 2000 the NSA reported to Congress that 


(U) The applicable legal standards for the collection, retention, or 
dissemination of information concerning U.S. persons reflect a careful 
balancing between the needs of the government for such intelligence and the 
protection of the rights of U.S. persons, consistent with the reasonableness 
standard of the Fourth Amendment, as determined by factual 
circumstances. 


(U) In the Foreign Intelligence Surveillance Act (FISA) and Executive Order 
(E.O.) 12333, Congress and the Executive have codified this balancing. 
(Citations omitted.) 


NSA Report to Congress, Legal Standards for the Intelligence Community in Conducting 
Electronic Surveillance (2000). (U) 


I? The Presidential Authorizations were issued on the following dates: October 4, 
2001; November 2, 2001; November 30, 2001; January 9, 2002; March 14, 2002; April 18, 
2002; May 22, 2002; June 24, 2002; July 30, 2002; September 10, 2002; October 15, 
2002; November 18, 2002; January 8, 2003; February 7, 2003; March 17, 2003; April 22, 
(Cont’d,} 
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criteria are described in detail in Chapters Three and Four of this report, 


HESH SPEW HSH Ce HEY 
A. Types of Collection Authorized +S//NF}— 


The scope of collection permitted under the Presidential 
Authorizations varied over time, but generally involved intercepting the 
content of certain telephone calls and e-mails, and the collection of bulk 
telephone and e-mail meta data. The term “meta data” has been described 
as “information about information.” As used in the Stellar Wind program, 
for telephone calls, meta data generally refers to “dialing-type information” 
(the originating and terminating telephone numbers, and the date, time, and 
duration of the call), but not the content of the call. For e-mails, meta data 
generally refers to the “to,” “from,” “cc,” “bec,” and “sent” lines of an e-mail, 


but not the “subject” line or content. —F8//STLW//S}I//oc/NB). 


The information collected through the Stellar Wind program fell into 
three categories, often referred to as “baskets”: 


e Basket 1 (content of telephone and e-mail communications); 


e Basket 2 (telephony meta data); and 


e Basket 3 (e-mail meta data). {FSHSFEWH SHONE} 


2003; June 11, 2003; July 14, 2003; September 10, 2003; October 15, 2003; December 9, 
2003; January 14, 2004; March 11, 2004; May 5, 2004; June 23, 2004; August 9, 2004; 
September 17, 2004; November 17, 2004; January 11, 2005; March 1, 2005; April 19, 
2005; June 14, 2005; July 26, 2005; September 10, 2005; October 26, 2005; December 13, 
2005; January 27, 2006; March 21, 2006; May 16, 2006; July 6, 2006; September 6, 2006; 
October 24, 2006; and December 8, 2006. The last Presidential Authorization expired 
February 1, 2007. There were also two modifications of a Presidential Authorization and 
one Presidential memorandum to the Secretary of Defense issued in connection with the 
Stellar Wind program. 
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B. Findings and Primary Authorities (U) 


In this section, we describe certain features common to all the 
Presidential Authorizations. Each of the Presidential Authorizations 
included a finding to the effect that terrorist groups of global reach 
possessed the intent and capability to attack the United States, that an 
extraordinary emergency continued to exist, and that these circumstances 
“constitute an urgent and compellin 


The primary authorities cited for the legality of these electronic 
surveillance and relate activities were e Article I of the Cop ] 3 


intention tO iniorin appropriate members of the Senate and the House of 
Representatives of the program “as soon as I judge that it can be done 
consistently with national defense needs.” Some Presidential Authorizations 
described briefings given to members of Congress and FISA Court judges. 


C. The Reauthorization Process (U) 


The Presidential Authorizations were issued at intervals of 
approximately 30 to 45 days. Department officials told the OIG that the 
intervals were designed to be somewhat flexible to assure the availability of 
the principals that had to sign the Authorizations and to reassess the 
reasonableness of the collection.!8 Steven Bradbury, former Principal 
Deputy and Acting Assistant Attorney General for the Office of Legal 
Counsel (OLC), said that the main reason for periodically reauthorizing the 
program was to ensure that the Presidential Authorizations were reviewed 
frequently to assess the continued need for the program and the program’s 


I8 The officials who signed the Authorizations included the Attorney General, the 
President, and the Secretary of Defense (or other high-ranking Department of Defense 


official}. (U//FOYO} 
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value. As the period for each Presidential Authorization drew to a close, the 
Director of Central Intelligence (DCI), and as of June 3, 2005, the Director of 
National Intelligence (DNI) prepared a threat assessment memorandum for 
the President describing potential terrorist threats to the United States and 
outlining intelligence gathered through the Stellar Wind program and other 
means during the previous Authorization period. The DCI (and later the 
DNI) and the Secretary of Defense reviewed these memoranda and signed a 
recommendation that the program be reauthorized. 


EPSP SEG SHY OE FN 


Each recommendation was then reviewed by the OLC to assess 
whether, based on the threat assessment and information gathered from 
other sources, there was “a sufficient factual basis demonstrating a threat of 
terrorist attacks in the United States for it to continue to be reasonable 
under the standards of the Fourth Amendment for the President to 
[continue] to authorize the warrantless searches involved” in the program. 
The OLC then advised the Attorney General whether the constitutional 
standard of reasonableness had been met and whether the Presidential 
Authorization could be certified “as to form and legality.” 


TSHASTLWH SH HOC AY 


D. Approval “as to form and legality” (U) 


As noted above, the Presidential Authorizations were “[a]pproved as to 
form and legality” by the Attorney General or other senior Department 
official, typically after the review and concurrence of the OLC. The lone 
exception to this practice was the March 11, 2004, Authorization which we 


discuss in Chapter Four. +FS//8#}447-— 


However, there was no legal requirement that the Authorizations be 
certified by the Attorney General or other Department official. Former 


served as official confirmation that the Department had determined that the 
activities carried out under the program were lawful. 


{237 / STEW 7SH FCCP NF 


Former Attorney General Gonzales told us that certification of the 
program as to form and legality was not required as a matter of law, but he 
believed that it “added value” to the Authorization for three reasons. First, 
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he said that the NSA was being asked to do something it had not done 
before, and it was important to assure the NSA that the Attorney General 


had na the a of the oe 


Third, for “purely political considerations” the 
Attorney General’s approval of the program would have value “prospectively” 
in the event of congressional or Inspector General reviews of the program. 


FS} STEW} /SELIOC/NE} 
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CHAPTER THREE 
INCEPTION AND EARLY OPERATION OF STELLAR WIND 
(SEPTEMBER 2001 THROUGH APRIL 2003) 4S//NF}- 


This chapter describes the early operation of the Stellar Wind 
program. The five sections of the chapter cover the time period from 


September 2001 to April 2003. 4S//NF}— 


In Section I, we provide a brief overview of the National Security 
Agency (NSA) and the inception of the Stellar Wind program, including a 
description of the legal authorities relied upon to support the program and 
the scope of collection authorized under the Presidential Authorizations. In 
Section II, we describe key aspects of the NSA’s implementation of the 
Presidential Authorizations 


the technical 
operation of the program, and the initial process for analyzing and 
disseminating the information collected. In Sections III and IV, we describe 
the FBI’s and the Office of Intelligence Policy and Review’s early knowledge 
of and involvement in Stellar Wind. In Section V, we describe measures the 
FBI implemented to improve its management of information derived from 
the program that the FBI disseminated to its field offices. 


I, Inception of the Stellar Wind Program (U//FOU6) 
A. The National Security Agency (U) 


The NSA was established on October 24, 1952, by President Truman 
as a separate agency within the Department of Defense under the direction, 
authority, and control of the Secretary of Defense. See Presidential 
Memorandum to the Secretary of State and the Secretary of Defense, 
October 24, 1952. By Executive Order 12333 (December 4, 1981), the NSA 
was given responsibility within the U.S. Intelligence Community for all 
signals intelligence, including the “collection of signals intelligence for 
national foreign intelligence purposes” and the processing and 
dissemination of such intelligence for counterintelligence purposes.!9 (U) 


19 Signals intelligence is defined as: 


1. A category of intelligence comprising either individually or in combination 
all communications intelligence, electronic intelligence, and foreign 
instrumentation signals intelligence, however transmitted. (U) 


2. Intelligence derived from communications, electronic, and foreign 


instrumentation signals. (U) 
(Cont’d,) 
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The NSA’s two primary missions are to protect U.S. government 
information systems and to collect, process, and disseminate foreign signals 
intelligence information. This twofold mission is reflected in the NSA’s 
organizational structure, which consists of two operational directorates: 
The Information Assurance Directorate, which conducts defensive 
information operations to protect information infrastructures critical to the 
United States’ national security interests, and the Signals Intelligence 
Directorate (SID), which controls foreign intelligence collection and 
processing activities for the United States. (U) 


The SID is divided into three major components, two of which — 
Analysis and Production {and Data Acquisition - are relevant to the 
Stellar Wind program. The work of these components with respect to the 
Stellar Wind program is discussed in more detail in Section II below. 


4SH F} 


B. Implementation of the Program 
(September 2001 through November 2001) {S//NF}— 


Immediately following the September 11 terrorist attacks, the NSA 
modified how it conducted some of its traditional signals collection 
activities. 


George Tenet, the Director of Central Intelligence at the time, 
mentioned the modification of these NSA collection activities during a 
meeting with Vice President Cheney shortly after the September 11 attacks 
to discuss the intelligence community’s response. According to Hayden, 
who did not attend the meeting but was told about it by Tenet, Cheney 
asked Tenet to inquire from the NSA whether there were additional steps 
that could be taken with respect to enhancing signals intelligence 
capabilities. Tenet related this message to Hayden, who responded that 
there was nothing further the NSA could do without additional authority. 
According to Hayden, Tenet asked him a short time later what the NSA 
could do if additional authority was provided. (FS//SH/AF- 


Department of Defense Dictionary of Military and Associated Terms, Joint Publication 1-02, 
484, (U) 
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Hayden consulted with experts from the NSA’s SID and attorneys from 
the NSA’s Office of General Counsel about how the NSA could enhance its 
collection capabilities consistent with considerations of operational 
usefulness, technical feasibility, and legality. Hayden said he then attended 
a meeting at the White House to discuss how NSA signals intelligence 
collection capabilities could be modified to respond to the September 11 


attacks. {FSHSHHNF) 


Hayden told us he highlighted two issues at this meeting. First, 
Hayden stated at the meeting that the FISA statute’s applicability to evolving 


telecommunications technology ha the NSA’s 
o intercept communications 
According to Hayden, the NSA was authorized under Executive 


Order 12333 t 


Thus, the could not 

direct its traditional foreign intelligence collection a 

PARENT... having to first obtain FISA Court 
authorization.2! {FSHSIHNE} 


The second issue Hayden highlighted at the meeting concerned the 
meta data associated with telephonic and e-mail communications. Hayden 
said that obtaining access to the meta data of communications to and from 


20 The FISA statute defines “wire communication” as “any communication while it is 
being carried by a wire, cable, or other like connection furnished or operated by any person 
engaged as a common carrier in providing or operating such facilities for the transmission 
of interstate or foreign communications.” 50 U.S.C. § 1801(l). By its terms, FISA governs 
the acquisition of wire communications to or from persons in the United States if such 

uisition occurs in the United States, See 50 U.S.C. § 1801[#)(2). 
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the United States, as well as communications within the United States, 
would significantly enhance the NSA’s analytical capabilities. —FS//81//S4}— 


Hayden said he attended two additional meetings with Vice President 
Cheney to discuss further how NSA collection capabilities could be 
expanded along the lines described at the White House meeting. Vice 
President Cheney directed Hayden to meet with the Counsel to the Vice 
President, David Addington, to continue the discussion, which Hayden said 
he did. According to Hayden, Addington drafted the first Presidential 
Authorization for the Stellar Wind program based on these meetings.?? 


FSH STEWHSHF96/NF} 


The Stellar Wind program officially came into existence on October 4, 
2001, when President Bush signed the Presidential Authorization drafted by 
Addington. The Authorization directed the Secretary of Defense to employ 
the signals intelligence capabilities of the NSA to collect certain foreign 
intelligence by electronic surveillance in order to prevent acts of terrorism 
within the United States.2 The Presidential Authorization stated that an 
extraordinary emergency existed because of the September 11 attacks, 
constituting an urgent and compelling governmental interest permitting 
electronic surveillance within the United States for counterterrorism 
purposes without judicial warrants or court orders, 


Access to the Stellar Wind program was very tightly restricted. 
Former White House Counsel and Attorney General Alberto Gonzales told 
the OIG that it was the President’s decision to keep the program a “close 
hold.” Gonzales stated that the President made the decision on all requests 
to read in non-operational persons, including Justice Department officials, 
and that as far as he was aware this decision-making authority had not 
been delegated either within the White House or to other agencies 
concerning read-in decisions for operational personnel, such as NSA and 


22 Hayden told us he could not recall the Justice Department having any 
involvement in or presence at meetings he attended to discuss enhancing NSA collection 
capabilities. Hayden said this mildly surprised him but that he assumed someone was 
keeping the Department briefed on these discussions. Gonzales, who was the White House 
Counsel at the time, also told the OIG that he would be “shocked” if the Department was 
not represented at the White House meetings, and further stated that in the immediate 
aftermath of September 11, he met often with lawyers from the NSA, CIA, DOD, and the 
Justice Department with the objective of “coordinating the legal thinking” concerning the 
United States’ response to the attacks, Because we were unable to interview Addington, 
former Attorney General Ashcroft, and John Yoo, we do not know what role if any the 
Department played in drafting or reviewing the first Presidential Authorization. 


23 The program was given the cover te at 
which time the cover term was changed to “Stellar Wind.” {S//4#}+ 
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FBI employees.24 However, as indicated in the NSA Office of the Inspector 
General’s report on the President’s Surveillance Program (NSA OIG Report), 
decisions to read in NSA, CIA, and FBI operational personnel were made by 
the NSA. According to the NSA OIG Report, NSA Director Hayden needed 
White House approval to read in members of Congress, FISA Court judges, 
the NSA Inspector General, and others. See NSA OIG Report at V, —S//4H5- 


l, Pre-Stellar Wind Office of Legal Counsel Legal 
Memoranda (U) 


In this section, we summarize the initial legal memoranda from the 
Justice Department supporting the legal basis for the Stellar Wind program, 
and we describe the key aspects of the first Presidential Authorization for 


the program. —FS//STEW/SH// CEA 


a. Hiring of John Yoo (U) 


OLC Deputy Assistant Attorney General John Yoo was responsible for 
drafting the first series of legal memoranda supporting the program.?5 As 
noted above, Yoo was the only OLC official “read into” the Stellar Wind 
program from the program's inception until he left the Department in May 
2003.26 The only other non-FBI Department officials read into the program 
until after Yoo’s departure were Attorney General Ashcroft, who was read in 
on October 4, 2001, and Counsel for Intelligence Policy James Baker, who 


was read in on January 11, 2002.2? -—f8//STEW7 SH 7 CETNFT 


24 Gonzales testified before the Senate Judiciary Committee on July 18, 2006, that 
“lajs with all decisions that are non-operational in terms of who has access to the program, 
the President of the United States makes the decisions, because this is such an important 
program|,}” (U) 

28 The Office of Legal Counsel typically drafts memoranda for the Attorney General 
and the Counsel to the President, usually on matters involving significant legal issues or 
constitutional questions, and in response to legal questions raised by Executive Branch 
agencies, In addition, all Executive Orders proposed to be issued by the President are 
reviewed by the Office of Legal Counsel as to form and legality, as are other matters that 
require the President’s formal approval. (U) 


26 The process of being “read into” a compartmented program generally entails 
being approved for access to particularly sensitive and restricted information about a 
classified program, receiving a briefing about the program, and formally acknowledging the 
briefing, usually by signing a nondisclosure agreement describing restrictions on the 
handling and use of information concerning the program. (U) 


27 Daniel Levin, who served as both Chief of Staff to FBI Director Robert Mueller 
and briefly as Ashcroft’s national security counselor, also was read into the program along 
with Mueller in late September 2001 at the FBI. According to Levin, White House Counsel 
Gonzales controlled who was read into the program, but Gonzales told him that the 
President had to personally approve each request. 
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Jay Bybee, the Assistant Attorney General for the Office of Legal 
Counsel from November 2001 through March 2003, provided the OIG with 
background information on how Yoo came to be involved in national 
security issues on behalf of the OLC. Bybee’s nomination to be the OLC 
Assistant Attorney General was announced by the White House in July 
2001. Bybee was not confirmed by the Senate as the Assistant Attorney 
General until late October 2001.28 For several weeks after the 
September 11, 2001, terrorist attacks, Bybee remained a law professor at 
the University of Nevada-Las Vegas, and was sworn in as OLC Assistant 
Attorney General in late November 2001. 4FSHSHHNF} 


Bybee told us that he traveled to Washington, D.C., sometime in July 
2001 to interview applicants for Deputy Assistant Attorney General slots in 
OLC. In early July 2001, Kyle Sampson, at the time a Special Assistant to 
the President and Associate Director for Presidential Personnel assigned to 
handle presidential appointments to the Department of Justice, told Bybee 
that John Yoo was already under consideration for one of the OLC Deputy 
Assistant Attorney General slots. Bybee said Sampson asked him whether 
he would agree to have Yoo be one of his deputies. Bybee said that he knew 
Yoo only by reputation but was “enthusiastic” about the prospect of having 
Yoo as a Deputy. Bybee told the OIG that he regarded Yoo asa 
“distinguished hire.” Bybee said that after speaking with Sampson he called 
Yoo and asked him to work at OLC as a Deputy Assistant Attorney General. 
(U) 


In addition to speaking with Yoo, Bybee interviewed other prospective 
OLC Deputies, and hired several individuals, including Patrick Philbin and 
Ed Whelan, for those positions.?? The White House recommended, and 
Bybee agreed, that Whelan be designated Principal Deputy. Bybee stated 
that he knew Yoo would be disappointed because Yoo had wanted that 
position, and Bybee said that Yoo “didn’t hide his disappointment.” Bybee 
told us that Yoo asked him whether since he was not selected for the 
Principal Deputy slot he could be guaranteed the “national security 
portfolio.” Bybee agreed to Yoo’s request. Bybee told the OIG that this was 
an easy decision because Yoo had more national security experience than 
any of the other deputies. (U) 


28 Bybee told us that Daniel Koffsky was the Acting Assistant Attorney General at 
this time. (U) 

29 Bybee told us that all Deputy candidates were also interviewed by the White 
House. As described in Chapter Four of this report, Philbin played a central role in the 
Department’s reassessment of the legal basis for the Stellar Wind program after John Yoo 
left the Department in May 2003. -FS//SH 44} 


APPROVED FOR PUBLIC RELEASE 


-TOP SECRET//STEW//HES/SHfOREON/NOFORI- 


Bybee said that Yoo began working in OLC in July 2001 and that all 
of the Deputies were in place before Bybee began serving as head of the OLC 
that November. (U) 


Bybee told us he was never read into the Stellar Wind program and 
could shed no further light on how Yoo came to draft the OLC opinions on 
the program, However, he said that Yoo had responsibility for supervising 
the drafting of opinions related to national security issues by the time the 
attacks of September 11 occurred.3° Bybee described Yoo as “articulate and 
brilliant,” and also said he had a “golden resume” and was “very well 
connected” with officials in the White House. He said that from these 
connections, in addition to Yoo’s scholarship in the area of executive 
authority during wartime, it was not surprising that Yoo “became the White 
House’s guy” on national security matters. (U) 


b, Yoo’s Legal Analysis of a Warrantless Domestic 
Electronic Surveillance Program +FS//81/- 24} 


Before the start of the Stellar Wind program under the October 4, 
2001, Presidential Authorization, Yoo drafted a memorandum evaluating the 
legality of a “hypothetical” electronic surveillance program within the United 
States to monitor communications of potential terrorists. His 
memorandum, dated September 17, 2001, was addressed to Timothy 
Flanigan, Deputy White House Counsel, and was entitled “Constitutional 
Standards on Random Electronic Surveillance for Counter-Terrorism 


Purposes.” {FS//SFLW++/S1/+/0c Ae 


Yoo drafted a more extensive version of this m 
October 4, 2001, for White House Counsel Gonzales. 


(ES 7/SELANE} 


39 As noted above, Yoo, Ashcroft, Card, and Addington declined or did not respond 
to our request for interviews, and we do not know how Yoo came to deal directly with the 
White House on legal issues surrounding the Stellar Wind program. In his book “War by 
Other Means,” Yoo wrote that “[a]s a deputy to the assistant attorney general in charge of 
the office, I was a Bush Administration appointee who shared its general constitutional 
philosophy. ... I had been hired specifically to supervise OLC’s work on [foreign affairs 
and national security].”. John Yoo, War by Other Means, (Atlantic Monthly Press, 2006), 


19-20. +f} StH NE}H 


APPROVED FOR PUBLIC RELEASE 


-TOP SECRET//STEW77/HCS/SI/7CRCON/NOFORN- 


31 As discussed below, however, his description of how communications would be 
collected and used under the program differed in key respects from the actual operation of 
the Stellar Wind program. In fact, in a January 23, 2006, address to the National Press 
Club, former NSA Director Hayden stated: {PSH SHHNF} 

Let me talk for a few minutes also about what this program is not, Itis nota 

drift net over Dearborn or Lackawanna or Freemont grabbing conversations 

that we then sort out by these alleged keyword searches or data-mining tools 

or other devices that so-called rt i 
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Yoo’s September 17 and October 4 memoranda were not addressed 
specifically to the Stellar Wind program, but rather to a “hypothetical” 
randomized or broadly scoped domestic warrantless surveillance program. 
As discussed below, the first Office of Legal Counsel opinion explicitly 
addressing the legality of the Stellar Wind program was not drafted until 
after the program had been formally authorized by President Bush on 


October 4, 2001, {787/81} CE, NF}— 


Gonzales told the OIG that he did not believe these first two 
memoranda fully addressed the White House’s understanding of the Stellar 
Wind program. Rather, as described above, these memoranda addressed the 
legality of a “hypothetical” domestic surveillance program rather than the 
Stellar Wind program as authorized by the President and carried out by the 
NSA.35 However, Gonzales also told us that he believed these first two 
memoranda described as lawful activities that were broader than those 
carried out under Stellar Wind, and that therefore these opinions “covered” 


the Stellar Wind program. -—fS8//Si/44-+ 


2. Presidential Authorization of October 4, 2001 
+TS//SI//NF) _ 


On October 4, 2001, President Bush issued the first of 43 Presidential 
Authorizations for the Stellar Wind program. The October 4 Authorization 


35 Gonzales noted that Deputy White House Counsel Timothy Flanigan, the 
recipient of the first Yoo memorandum, was not read into Stellar Wind, (U//FE¥6} 
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In short, this first Authorization allowed NSA to intercept the content of any 
communication, including those to, from, or exclusively within the United 
States, where probable cause existed to the communicants 
was engaged in international terrorism, 


The Authorization also allowed 
the NSA to “acquire” telephony and e-mau meta data where one end of the 
communication was foreign or neither communicant was known to be a U.S. 


citizen.36 87 /STLW//SH/OC/NF} 


The Authorization stated that it relied primarily on Article II of the 
Constitution and on the recently passed Authorization for the Use of 
Military Force (AUMF) to support the intelligence-gathering activities. The 
Authorization also stated that the President’s directive was based on threat 
assessments indicating that terrorist groups remained determined to attack 
in the United States. The Authorization stated that it was to terminate I 
from the date of its execution. 


As several Office of Legal Counsel and other Department and NSA 
officials acknowledged, in addition to allowing the interception of the 
content of communications into or out of the United States, the literal terms 
of paragraph 4(a)(ii) of this first Authorization would have allowed NSA to 
intercept the content of purely domestic communications. NSA Director 
Hayden told us he did not realize this until Addington specifically raised the 
subject during a meeting the two had to discuss renewing the first 
Authorization. According to Hayden, he told Addington that he did not want 
the NSA conducting such domestic interceptions and cited three reasons for 
this. First, he said the NSA was a foreign intelligence agency. Second, the 
NSA’s collection infrastructure would not support the collection of purely 
domestic communications. Third, Hayden said he would require such a 
high evidentiary standard to justify intercepting purely domestic 
communication that such cases might just as well go to the FISA Court.37 


37 Hayden said Addington did not pressure him on the subject and simply modified 
the next Authorization to provide that the NSA may only intercept the content of 
communications that originated or terminated in the United States. We discuss the 
modifications to the Authorization in the next part of this chapter, 
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As a result, Hayden said the NSA did not exercise the apparent 
authority in the first Authorization to intercept domestic-to-domestic 
communications. Goldsmith stated that Hayden’s position that the NSA not 
involve itself in domestic spying related back to NSA’s “getting in a lot of 
trouble” for its abuses during the 1970s. In addition, former Deputy 
Attorney General Comey told us that Hayden had said he was willing to 
“walk up to the line” but would be careful “not to get chalk on [his] shoes,” 


TISTTSTEWT TSH TOCA — 


As discussed above, subsection (b) of paragraph 4 of the Authorization 
covered the acquisition of both e- ceed coe nee ae meta data. The e- -mail 
meta data included the “to,” “from,” 


Telephony meta data acquisition 
included the dialing information from telephone billing data, such as the 
originating and terminating telephone number and the date, time, and 
duration of the telephone calls, but not the content of telephone calls. 
Under the Presidential Authorization, collection of both e-mail and 
telephony meta data was limited to circumstances in which one party to the 
communication was outside the United States or no party to the 


communication was known to be a U.S. citizen. {fF8//SFEW}SH// eC AY 


Attorney General Ashcroft approved the first Presidential 
Authorization as to “form and legality” on October 4, 2001. According to 
NSA records, this was the same day that Ashcroft was verbally read into the 
Stellar Wind program. Daniel Levin, who in October 2001 was both a 
national security counselor to Attorney General Ashcroft and FBI Director 
Mueller’s Chief of Staff, told us that, according to Ashcroft, the Presidential 
Authorization was “pushed in front of’ Ashcroft and he was told to sign it.38 
Levin stated that he was not with Ashcroft when this occurred and therefore 
he did not have an opportunity to advise Ashcroft about the Authorization 


before Ashcroft signed it, {FS//STLW//SI//OC/NE) 


James Baker, Counsel for Intelligence Policy, told us that Levin had 
given him the same account of how Ashcroft came to approve the October 4, 
2001, Presidential Authorization. According to Baker, Ashcroft was told 
that the program was “critically important” and that it must be approved as 
to form and legality. Baker said that Levin told him Ashcroft approved the 


38 According to Hayden, Addington typed the Presidential Authorizations and 
personally couriered them around for signatures. However, the OIG was unable to 
determine whether Addington presented the first Authorization to Ashcroft for signature, 
because both Ashcroft and Addington declined or did not respond to our requests to 


interview them. -{S/}/Nt}— 
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Authorization on the spot. According to Baker, Levin also told Baker that 
when he learned there was no memorandum from the Office of Legal 
Counsel concerning the program, Levin told Yoo to draft one. 


Levin’s account to us of the instruction that Yoo draft a memorandum 
concerning the legality of the program differed slightly from Baker’s account. 
Levin told us that he said to Ashcroft that it “wasn’t fair” that Ashcroft was 
the only Justice official read into the program, and that for Ashcroft’s 
protection Levin advised Ashcroft to have another Department official read 
into the program for the purpose of providing advice on the legality of the 
program. Levin said he learned that Ashcroft was able to get permission 
from the White House to have one other person read into the program to 
advise Ashcroft, although Levin was not certain how Yoo came to be selected 
as that person.3? As discussed below, Gonzales told us that it was the 
President’s decision to read John Yoo into the program. 


ES //STLWY/ST//0C/NB) 


Cc. Presidential Authorization is Revised and the Office of 
Legal Counsel Issues Legal Memoranda in Support of the 
Program (November 2001 through January 2002) 


e AA Presidential Authorization of November 2, 2001 
4FS}/57 AY} 


On November 2, 2001, with the first Presidential Authorization set to 
expire, President Bush signed a second Presidential Authorization, The 
second Authorization relied upon the same authorities in support of the 
President’s actions, chiefly the Article II Commander-in-Chief powers and 
the AUMF. The second Authorization cited the same findings in a threat 
assessment as to the magnitude threats and the likelihood 
of their occurrence in the future. 


33 By October 4, 2001, Yoo had already drafted two legal analyses on a hypothetical 
warrantless surveillance program and therefore already had done some work related to the 
program prior to October 4 when Ashcroft was read in. +FS//SH{ 7 NF- 
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In addition, former OLC Principal Deputy and Acting Assistant 
Attorney General Steven Bradbury described this 


fESPISTEWHSTHHOG TNF 


2. Yoo Drafts Office of Legal Counsel Memorandum 
Addressing Legality of Stellar Wind 
TESHSTEWHSH19€78F} 


The Stellar Wind program was first authorized by President Bush and 
certified as to form and legality by Attorney General Ashcroft on October 4, 
2001, without the support of any formal legal opinion from the Office of 
Legal Counsel expressly addressing Stellar Wind. {FSHSHHNE} 


The first OLC opinion directly supporting the legality of the Stellar 
Wind program was dated November 2, 2001, and was drafted by Yoo. His 
opinion also analyzed the legality of the first Presidential Authorization and 


a draft version of the second Authorization.^0 {FS HSH} 


In his November 2 memorand ey General Ashcroft, Yoo 


opined that the Stellar Wind erase; 
iitans array As discussed in Chapter Four of this report, 


however, perceived deficiencies in Yoo’s memorandum later became critical 
to the Office of Legal Counsel’s decision to reassess the Stellar Wind 
program in 2003. We therefore describe Yoo’s legal analysis in his 


November 2 memorandum. {f87//St/ NF, 


Yoo acknowledged at the outset of his November 2 memorandum that 
“(blecause of the highly sensitive nature of this subject and the time 
pressures involved, this memorandum has not undergone the usual editing 
and review process for opinions that issue from our Office [OLC].” The 
memorandum then reviewed the changes to NSA’s collection authori 

and second Presidential Authorizations. 


40 The second Authorization was issued on November 2, 2001. In developing his 
legal memorandum, Yoo analyzed a draft of the second Authorization dated October 31, 
2001. The OIG was not provided the October 31 draft Presidential Authorization, but based 
on Yoo’s description in his November 2 memorandum, it appears that the draft that Yoo 
analyzed tracked the language of the final November 2, 2001, Authorization signed by the 


President. fFS//SH7+NF- 
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Yoo did acknowledge in his memorandum that the first Presidential 
Authorization was “in tension with FISA.” Yoo stated that FISA “purports to 
be the exclusive statutory means for conducting electronic surveillance for 
foreign intelligence,” but Yoo then opined that “[s]uch a reading of FISA 
would be an unconstitutional infringement on the President’s Article II 
authorities.”*! Citing advice of the OLC and the position of the Department 
as presented to Congress during passage of the USA PATRIOT Act several 
weeks earlier, Yoo characterized FISA as merely providing a “safe harbor for 
electronic surveillance,” adding that it “cannot restrict the President’s ability 
to engage in warrantless searches that protect the national security.” 


{PST /STEWTTSH POET NF 


1 As discussed in Chapter Four, Goldsmith criticized this statement as conclusory 
and unsupported by any separation of powers analysis. (U//FOC6} 
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Regarding whether the activities conducted under the Stellar Wind 
program could be conducted under FISA, Yoo wrote that it was pro 
that FISA required an application to the FISA Court to describe a 
or “facilities” to be used by the target of the surveillance. Yoo also iii 
that it was unlikely that a FISA Court would grant a warrant to cover 
as contemplated in the Presidential 
Authorization. Noting that the Authorization could be viewed as a violation 
of FISA’s civil and criminal sanctions in 50 U.S.C. §§ 1809-10, Yoo opined 
that in this regard FISA represented an unconstitutional infringement on 
the President’s Article II powers. According to Yoo, the ultimate test of 
whether the government may engage in warrantless electronic surveillance 
activities is whether such conduct is consistent with the Fourth 
Amendment, not whether it meets the standards of FISA. 


AESHSTEWHSHAOE4NF} 


Citing cases applying the doctrine of constitutional avoidance, Yoo 
reasoned that reading FISA to restrict the President’s inherent authority to 
conduct foreign intelligence surveillance would raise grave constitutional 
questions,.*? Yoo wrote that “unless Congress made a clear statement in 
FISA that it sought to restrict presidential authority to conduct warrantless 
searches in the national security area — which it has not — then the statute 


must be construed to avoid such a reading.”43 {FSH STEWH SHOE A+ 


42 Yoo’s memorandum cited the doctrine of constitutional avoidance, which holds 
that “where an otherwise acceptable construction of a statute would raise serious 
constitutional problems, the Court will construe the statute to avoid such problems unless 
such construction is plainly contrary to the intent of Congress.” Edward J, DeBartolo Corp. 
v. Florida Gulf Coast Building & Construction Trades Council, 485 U.S. 568, 575 (1988). Yoo 
cited cases supporting the application of this doctrine in a manner that preserves the 
President’s “inherent constitutional power, so as to avoid potential constitutional 
problems.” See, e.g., Public Citizen v, Department of Justice, 491 U.S, 440, 466 (1989). 


43 On March 2, 2009, the Justice Department released nine opinions written by the 
OLC from 2001 through 2003 regarding “the allocation of authorities between the President 
and Congress in matters of war and national security” containing certain propositions that 
no longer reflect the views of the OLC and “should not be treated as authoritative for any 
purpose,” Steven G. Bradbury, Principal Deputy Assistant Attorney General, Office of Legal 
Counsel, Department of Justice, Memorandum for the Files, “Re: Status of Certain OLC 
Opinions Issued in the Aftermath of the Terrorist Attacks of September 11, 2001,” 
January 15, 2009, 1, 11. Among these opinions was a February 2002 classified 
memorandum written by Yoo which asserted that Congress had not included a clear 
statement in FISA that it sought to restrict presidential authority to conduct warrantless 
surveillance activities in the national security area and that the FISA statute therefore does 
not apply to the president’s exercise of his Commander-in-Chief authority. Ina 
January 15, 2009, memorandum (included among those released in March), Bradbury 
stated that this proposition “is problematic and questionable, given FISA’s express 
references to the President's authority” and is “not supported by convincing reasoning.” 
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Yoo’s analysis of this point would later raise serious concerns for 
other officials in the Office of Legal Counsel and the Office of the Deputy 
Attorney General (ODAG) in late 2003 and early 2004.44 Among other 
concerns, Yoo did not address the 15-day warrant requirement exception in 
FISA following a congressional declaration of war. See 50 U.S.C. § 1811. 
Yoo’s successors in the Office of Legal Counsel criticized this omission in 
Yoo’s memorandum because they believed that by including this provision 
in FISA, Congress arguably had demonstrated an intention to “occupy the 
field” on the matter of electronic surveillance during wartime.*5 


AFSHSFEWHSHFO64NF} 


Yoo’s memorandum next analyzed Fourth Amendment issues raised 
by the Presidential Authorizations. Yoo dismissed Fourth Amendment 
concerns regarding the NSA surveillance program to the extent that the 
Authorizations applied to non-U.S. persons outside the United States. 
Regarding those aspects of the program that involved interception of the 
international communications of U.S. persons in the United States, Yoo 
asserted that Fourth Amendment jurisprudence allowed for searches of 
persons crossing the border and that interceptions of communications in or 
out of the United States fell within the “border crossing exception.” Yoo 
further opined that electronic surveillance in “direct support of military 
operations” did not trigger constitutional rights against illegal searches and 
seizures, in part because the Fourth Amendment is primarily aimed at 


curbing law enforcement abuses. {FSHSTEWH SHOSE 


Finally, Yoo wrote that the electronic surveillance described in the 
Presidential Authorizations was “reasonable” under the Fourth Amendment 
and therefore did not require a warrant. In support of this position, Yoo 
cited Supreme Court opinions upholding warrantless searches in a variety 
of contexts, such as drug testing of employees and sobriety checkpoints to 
detect drunk drivers, and in other circumstances “when special needs, 
beyond the normal need for law enforcement, make the warrant and 
probable cause requirement impracticable,” Veronia School Dist. 47J v. 
Acton, 515 U.S. 464, 652 (1995) (as quoted in November 2, 2001, 
Memorandum at 20). Yoo wrote that in these situations the government’s 
interest was found to have outweighed the individual’s privacy interest, and 
that in this regard “no governmental interest is more compelling than the 
security of the Nation.” Haig v. Agee, 435 U.S. 280, 307 (1981). According 


44 One of these officials was Patrick Philbin, who following Yoo’s departure was 
“dual-hatted” as both an Associate Deputy Attorney General and a Deputy Assistant 
Attorney General in the Office of Legal Counsel. (U) 


45 We discuss the OLC’s reassessment and criticism of Yoo’s analysis in Chapter 
Four. (U) 
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to Yoo, the surveillance authorized by the Presidential Authorizations 


advanced this governmental security interest. {FS//STLW//SI//0C/NE)— 


Yoo’s m ost exclusively on content 


interceptions. 


Yoo also omitted from his November 2 memorandum - as well as from 
his earlier September 17 and October 4, 2001, memoranda — any discussion 
of Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952), a leading 
case on the distribution of government powers between the Executive and 
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Legislative branches.*? As discussed in Chapter Four, Justice Jackson’s 
analysis of President Truman’s Article II Commander-in-Chief authority 
during wartime in the Youngstown case was an important factor in the 
Office of Legal Counsel’s reevaluation in 2004 of Yoo’s opinion on the 


legality of the Stellar Wind program. (FS//SH//44 
3. Additional Presidential Authorizations (U) 


On November 30, 2001, the President signed a third Authorization 
authorizing the Stellar Wind program. The third Authorization was virtually 
identical to the second Authorization of November 2, 2001, in finding that 
the threat of terrorist attacks in the United States continued to exist, the 
legal authorities cited for continuing the electronic surveillance, and the 


scope of collection. {FS//SFEW7/S1H/7 CE NFY 


OLC Principal Depu 
Bradbury told the OIG tha 


= - Accordingly, the fourth 
Presidential Authorization, signed on January 9, 2002, modified the scope of 
collection to provide: 


7 In Youngstown, the Supreme Court held that President Truman’s Executive 
Order directing the Secretary of Commerce to seize and operate steel plants during a labor 
dispute to produce steel needed for American troops during the Korean War was an 
unconstitutional exercise of the President’s Article II Commander-in-Chief authority. Ina 
concurring opinion, Justice Jackson listed three categories of Presidential actions against 
which to judge the Presidential powers. First, “[w]hen the President acts pursuant to an 
express or implied authorization of Congress, his authority is at its maximum].]” Id. at 
635. Second, Justice Jackson described a category of concurrent authority between the 
President and Congress as a “zone of twilight” in which the distribution of power is 
uncertain and dependant on “the imperatives of events and contemporary imponderables 
rather than on abstract theories of law.” Id. at 637 (footnote omitted), Third, “[wJhen the 
President takes measures incompatible with the express or implied will of Congress, his 
power is at its lowest ebb, for then he can rely only upon his own constitutional powers 
minus any constitutional powers of Congress over the matter.” Id. Justice Jackson 
concluded that President Truman’s actions fell within this third category, and thus “under 
circumstances which leave Presidential power most vulnerable to attack and in the least 
favorable of possible constitutional postures.” Id. at 640. (U) 
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Presidential Authorization, January 9, 2002. FSHSTFEWHSHIOS8F} 


The language of the Authorization as modified 
in January 2002 remained the collection standard in subsequent 


Presidential Authorizations extending the Stellar Wind Program, until the 
disputed Presidential Authorization in March 2004, which we discuss in 
Chapter Four. FSH STFEWHSHT96E48F}- 


4. Subsequent Yoo Opinions (U) 


In a 2-page memorandum to Attorney General Ashcroft dated 
did not affect the 
legality of the Authorization. —f8//STLW+//S}//eCc A+ 


Several identical Presidential Authorizations recertifying the Stellar 
Wind program were signed in 2002. (U/ ®@U6} 


In October 2002, at Attorney General Ashcroft’s request, Yoo drafted 
another opinion for Ashcroft concerning the Stellar Wind program. This 
memorandum, dated October 11, 2002, reiterated the same basic analysis 


ort of the legality of the 


48 As in the November 2, 2001, memorandum, Yoo’s October 11, 2002, 
memorandum included the following caveat: “Because of the highly sensitive nature of this 
subject and its level of classification, this memorandum has not undergone the usual 
editing and review process for opinions that issue from our Office [OLC].” 
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5. Yoo’s Communications with the White House (U) 


As the only Office of Legal Counsel official who had been read into the 
Stellar Wind program through early 2003, Yoo consulted directly with White 
House officials about the program during this period. Because we were 
unable to interview Yoo, we could not determine the exact nature and extent 
of these consultations. We were also unable to determine whether Ashcroft 
was fully aware of the advice Yoo was providing directly to the White House 


about the program. -S//NF}—- 


Gonzales told the OIG that Yoo was among those with whom the 
White House consulted to develop advice for the President on the program, 
but he asserted that Yoo was not sought out to provide approval of the 
program for the Department. However, Gonzales told us that he did not 
know how Yoo came to be the primary Justice Department official that the 
White House consulted during this period about the program. 487} NF 


In fact, Jay Bybee, who served as the OLC Assistant Attorney General 
for most of this period and was Yoo’s supervisor, was never read into the 
Stellar Wind program. Bybee told the OIG that during his tenure as 
Assistant Attorney General he did not know that Yoo was working alone on 
a sensitive compartmented program and he had no knowledge of how Yoo 
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came to be selected for this responsibility. Bybee told us that he was 
“surprised” and “a little disappointed” to learn in media accounts that he 
was not privy to Yoo’s work on what Bybee had later learned to be a 
compartmented counterterrorism program involving warrantless electronic 
surveillance. Bybee said that it would not be unusual for a Deputy 
Assistant Attorney General such as Yoo to have direct contact with the 
White House for the purpose of rendering legal advice, but that the OLC 
Assistant Attorney General must be aware of all opinions that issue from 
the OLC. Bybee said that the Assistant Attorney General has an obligation 
to “see the whole picture” and is the person in the office who knows the full 
range of issues that are being addressed by the OLC and who can assure 


that OLC opinions remain consistent. {ESHS} 


6. Gonzales’s View of the Department’s Role in 
Authorizing the Stellar Wind Program +4S//NFY 


The OIG asked Gonzales about how he, as White House Counsel, 
viewed the role of the Justice Department during the early phase of the 
Stellar Wind program. Gonzales stated that he and others at the White 
House tried to be very careful to understand what could be done legally, and 
they wanted to have “constant communications with the Department” in the 
first few months following the September 11, 2001, terrorist attacks. 
Gonzales also stated that it was the President, and not the Attorney General 
or the White House Counsel, who authorized the warrantless surveillance 
activity under the Stellar Wind program. However, Gonzales acknowledged 
that the President’s decision was based on advice from the Attorney General 
and White House Counsel, among others. {f87/SH//NFY}— 


The OIG also asked whether Gonzales had a personal belief about the 
justification for having a single attorney — Yoo — speak on behalf of the 
Department regarding the legality of the program. Gonzales stated that it 
was up to the Attorney General to make that determination or calculation. 
Gonzales stated that he understood the Department’s position was that the 
program was legal and that Yoo would sit down with Attorney General 
Ashcroft to answer any legal questions when the Presidential Authorizations 
were presented to Ashcroft for his signature. Gonzales said he understood 
that the Yoo opinions represented the legal opinion of the Department. 
However, as noted previously, for the first year and a half of the program the 
Department read-ins included only Yoo, Ashcroft, and Baker. —{F8//51//44- 


Gonzales also stated that it was Ashcroft’s decision as to how to 
satisfy his legal obligations as Attorney General. However, when the OIG 
asked whether Gonzales was aware if Ashcroft ever requested to have 
additional people read into Stellar Wind, Gonzales stated that he recalled 
Ashcroft wanted Deputy Attorney General Larry Thompson and his Chief of 
Staff, David Ayres, read in. Gonzales acknowledged that neither official was 
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ever read into the program. Gonzales said that Ashcroft complained that it 
was “inconvenient” not to have Thompson and Ayres read in, but Gonzales 
also stated that he never got the sense from Ashcroft that it affected the 
quality of the legal advice the Department provided to the White House. 
Gonzales stated that other than Ashcroft’s request that Thompson and 
Ayres be read in, he did not recall Ashcroft requesting to have additional 
Department officials read in.49 4S//44}+ 


II. NSA’s Implementation of the Stellar Wind Program (U//FOUQ} 


In this section, we describe the NSA’s initial implementation of the 
Stellar Wind program. We first describe how the NSA acquired the 
communications data authorized for collection under the program. We also 
discuss the process the NSA used to analyze the information received from 
the Stellar Wind program and how this information was provided to the FBI, 


(U/ /FEevey 
A. Implementation of Stellar Wind (U//FOUG} 
Our description of the implementation of the Stellar Wind program is 


based on NSA and Justice Department documents we obtained during our 
review, as well as interviews of NSA and Department personnel with 


knowledge of Stellar Wind’s technical o a 
basic overview of how the NSA obtained 
GEE the information authorized for collection under Stellar Wind, This 


information is also important for later sections of this report that describe 
significant modifications to the Authorizations regarding the manner and 
scope of collection, the Department’s re-assessment of the legal rationale 
supporting the Stellar Wind program during late 2003 and early 2004, and 
compliance issues that arose when the Department d 

collection o 


49 Gonzales stated that Ashcroft, as the Attorney General, would be well-positioned 
to request the President to allow additional attorneys to be read into the program. Drawing 
on his own experience as Attorney General, Gonzales cited his request to the President in 
2006 that the then head of the Office of Professional Responsibility (OPR) and several 
attorneys within OPR be granted security clearances in order to conduct an inquiry into the 
professional conduct of Department lawyers with respect to the Stellar Wind program. 
Gonzales said he made his request both through White House Counsel Harriet Miers and 
directly to the President. However, the President initially declined the request, and the 
request was not granted until October 2007. (U//FO88) 
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As discussed 
previously, the NSA collected three categories of information under Stellar 
Wind that came to be commonly referred to as the three “baskets.” Basket 1 
referred to collection of the content of telephone and e-mail 
communications; basket 2 referred to collection of meta data associated 
with telephone communications; and basket 3 referred to collection of meta 
data associated with e-mail and other Internet communications. 


51 We describe in Chapter Four changes made in March and 2004 
nder Presidential Authorization following a dispute between th 
and Justice Department concerning the legality of the Stellar Wind program. 


disclosure of wire, oral, or electronic communications, and provi alties 
. See 18 U.S.C. § 2511. 
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The meta data collected 


under Stellar Wind (baskets 2 s x as = as the meta data associated 


with communications targeted for content collection under the program, 
was placed into an NSA database system called which according 
to NSA officials is a configuration of databases and analytical tools. 
databases are segregated into “realms” organized by the specific 
authority allowing the particular data to be collected.53 The content data 
collected under the Stellar Wind program was placed in a separate NSA 


repository,5+ (FS//SFEwW7/8t7/ eet hFr 
1. Basket 1 - Telephone and E-Mail Content Collection 


PSH SEEWH TSH OC AF} 


a. Telephone Communications (U) 


In this section we describe briefly the technical means used by the 
NSA to access the international telephone system to accomplish the 
collection of international calls under the Stellar Wind program.5> 


FS} {STEW} SH OCA} 


53 NSA officials said the realms also establish a system of access control to ensure 
that only authorized users access certain data. 4S}}44}— 


5+ As discussed in Chapter Five of this report, the NSA created an additional realm 
in July 2004 when the government obtained FISA authority to collect e-mail meta data, and 
another realm in May 2006 when it obtained authority under FISA to collect telephony 
meta data, These realms were separate from the realms that contained information 


collected under Stellar Wind.-(fS//STLW//s}+/66 4+ 


553 The NSA’s interception of international telephone communications under Stellar 
Wind highlighted the dramatic change in telecommunications technology that had been 
taking place for nearly 20 years. In 1978, when FISA was enacted, telephone calls placed 
by and to individuals within the United States (domestic calls) were carried mostly on 
copper wires, while telephone calls placed to or from individuals outside the United States 
(international calls) generally were transmitted by satellites. FISA reflected the state of 
technology then by defining the term “electronic surveillance” to be the acquisition of the 


contents of certain wire and radio (satellite) communications. FISA stated that as to radio 
(Cont’d.) 
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communications specifically, and thus as to most international communications, the 
interception of calls constituted “electronic surveillance” only if the acquisition intentionally 
targeted a particular known U.S. person in the United States, or if all participants to the 
communication were located in the United States. See 50 U.S.C, §§ 1801(f)(1) and (3). 
Accordingly, government surveillance that targeted foreign persons outside the United 
States generally was not considered electronic surveillance under FISA, and the 


government was not required to obtain a FISA Court order authorizing the surveillance 
even if one of the parties to the communication was in the United States. 


ESP PSTEW HSH OC/NE) — 
| eee 
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b. E-Mail Communications 
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However, under 
the October 4, 2001, Presidential Authorization, the NSA for the first time 


was authorized to intercept international e-mails originating or terminatin 
inside the United States. 


D AENEON 
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2. Basket 2 - IDEO AOIRA Meta Data Collection 


Eo 


The NSA informed the FISA Court of ak issue in the government's December 2006 
FISA application that sought to bring Stellar 
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? 


routing information that includes the originating and terminating telephone 
number of each call, and the date, time, and duration of each call. The call 
detail records do not include the substantive content of any communication 
or the name, address, or financial information of a subscriber or customer. 


{ES} }SEEW SH OCA’ 


pertaining to communications where at least one party was outside the 
United States, where no party was known to be a United States citizen, or 
where there was reasonable articulable suspicion to believe the 
communication related to international terrorism. As noted in Chapter One, 
the NSA interpreted this authority to also permit it to collect telephony and 
e-mail meta data in bulk so that it would have a database from which to 
acquire the targeted meta data. 
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The NSA personnel also organized the data 
into a format that could be used by NSA analysts responsible for analyzing 
the information under the Stellar Wind program. The data was archived 
into an NSA analytical database that contained exclusively Stellar Wind 


information and that was accessible only by specially authorized NSA 
personnel read into the program. 


63 While the magnitude of the bulk collection was enormous, the 
NSA did not retrieve or review most of this data because access was 
authorized only with respect to telephone communications that satisfied the 
Presidential Authorizations “acquisition” standard. In fact, the NSA 
reported that by the end of 2006, .001% of the data collected had actually 


been retrieved from its database for analysis. {FS//SPEW ASH /CCANF+ 


^3 We describe these techniques in part B of this section. (U) 
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3. Basket 3 — E-Mail Meta Data Collection 


FSH STLWHHISH fOC/NF}- 


The meta data the NSA obtained from e-mail communications 
included the information that appeared on the “to,” “from,” “cc,” “bec,” and 
“sent” lines of a standard e-mail. Thus, the NSA collected the e-mail 
address of the sender, the e-mail addresses of any recipients, and the 
information concerning the date and time when the e-mail was sent. 


FE} ASTEWH PSH FOETREL 


The meta data collection did not include information 
from the “subject” or “re” lines of the e-mails or the body of the e-mails.6* 
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B, NSA Process for Analyzing Information Collected Under 
Stellar Wind {S//NF}-— 


The NSA conducted two functionally distinct types of review of the 
massive amount of data it collected under the Stellar Wind program. First, 
the NSA conducted procedures intended to ensure that it only reviewed or 
“acquired” the information that was within the scope of the Presidential 
Authorizations. Second, the NSA conducted substantive analysis of the 
acquired information to determine whether it had intelligence value that 
should be disseminated to customer agencies such as the FBI and the CIA. 


ES HSLAB TE 


The NSA procedures to ensure that the acquisition and dissemination 
standards were satisfied became more formalized over time, We describe 
below how the NSA handled the enormous volume of data it was collecting 


with the Stellar Wind program. (F8//51//44+- 
1. Basket 1: Content tasking, Analysis, and 


Dissemination {TSHSTEWHSHO64NF} 


Stellar Wind’s “basket 1” content database contains telephone and 
e-mail communications of individuals. The NSA refers to the telephone 
numbers and e-mail addresses tasked for interception as “selectors.” To 
task a selector under the Presidential Authorizations, the NSA was required 
to establish probable cause to believe the intercepted communications 
originated or terminated outside the United States and probable cause to 
believe a party to the communications was a group engaged in international 
terrorism, or activities in preparation therefor, or any agent of such a 


group.® {FSH STEW st /oc ANE) 


The NSA had two processes for tasking selectors under Stellar Wind. 
One process applied to tasking foreign selectors, or selectors believed to be 
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used by non-U.S. persons outside the United States. The other process 
applied to tasking domestic selectors, or selectors believed to be used by 
persons inside the United States or by U.S. persons abroad. A foreign 
selector could be tasked for collection under Stellar Wind based upon an 
NSA analyst’s determination, following some amount of documented 
research and analysis about the selector, that the terms of the 
Authorizations were satisfied. The NSA did not require any additional levels 
of approval before a foreign selector could be tasked.® 


A domestic selector could be tasked only after the NSA analyst 
obtained specific approvals. The rigor of the process to task a domestic 
selector evolved over time, but essentially it required an analyst to drafta 
formal tasking package that demonstrated, through analysis and 
documentation, that the selector satisfied the terms of the Authorizations. 
This package was reviewed by a designated senior official who could approve 
or reject the package, or request that additional information be provided. 


In emergency situations, NSA could commence content 
interception on a selector —_ | of identifying a number or address 
that satisfied the criteria in the Presidential Authorizations. In other cases, 
interception commenced withi for urgent or priority taskings 
and within a week for routine taskings, 


The NSA conducted 15-, 30-, and 90-day reviews of tasked foreign 
and domestic selectors to assess whether the interception should continue. 
The NSA stated that the selectors were “de-tasked” if the user was arrested, 
if probable cause could no longer be established, or if other targets took 


priority. {TS//STEW}/SH FOE TNFT 


The content intercepted under taskings was sent to the NSA and 
placed in a database accessible by NSA analysts cleared into the Stellar 
Wind program, The analysts were responsible for reviewing the 
communications and assessing whether a Stellar Wind report should be 
generated for the FBI and the CIA. 
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2. Baskets 2 and 3: Telephony and E-Mail Meta Data 
Queries, Analysis, and Dissemination 
ATS//STLWHSH fCEfNF}— 


The NSA received a massive amount of telephony and 
e-mail meta data (basket 2 and 3 information) that was stored in a realm 
accessible only by NSA analysts assigned to the Stellar Wind program. The 
urpose of the collection was to facilitate the identification of connections 

among particular telephone numbers and e-mail addresses b 
sophisticated analytical techniques called “contact chaining a 


As described by the NSA in declarations filed with the FISA Court, 
contact chaining is used to determine the contacts made by a particular 
telephone number or e-mail address (tier one contacts), as well as contacts 
made by subsequent contacts (tier two and tier three contacts). The NSA 
uses computer algorithms to identify the first two tiers of contacts an e-mail 
address makes and the first three tiers of contacts a telephone number 
makes. According to the NSA, multi-tiered contact analysis is particularly 
useful with telephony meta data because a telephone does not lend itself to 
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As previously noted, the NSA interpreted the Presidential 
Authorizations to permit it to collect telephony and e-mail meta data in 
bulk.67 The NSA “queried” the databases that held this data to identify meta 
data for communications to or from a particular telephone or e-mail address 
(the “selector,” also known as the “seed number” or “seed account”). NSA 
analysts queried the database using a selector for which there was a 
reasonable articulable suspicion to believe that the number or account had 
been used for communications related to international terrorism.®§ 


As with proposals to task selectors, an NSA shift coordinator typically 
reviewed for approval proposals to query either the e-mail or telephony meta 
data bulk databases using particular selectors. If the shift coordinator 
agreed that the reasonable articulable suspicion standard was met, the 
selector was approved and the analyst was authorized to query the meta 
data bulk database to identify all of the other telephone numbers or e-mail 
addresses that had been in contact with the seed account. Each contact 
along the chain of contacts that originated with the selector was referred to 
as a “hop,” meaning that a telephone call from the seed account to 
telephone number A was considered “one hop out,” and a call from 
telephone number A to telephone number B was considered “two hops out” 
(relative to the seed account), and soon. NSA analysts used specialized 
software to chain and analyze the contacts identified by each query. The 


ee ary 
a ee 
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NSA told us that Stellar Wind analysts were permitted to chain the results 


of queries up to three hops out from the selector. {TS//STLW//SI//oc se) 


The results of each query were analyzed to determine whether any of 
the contacts should be reported, or “tipped,” to Stellar Wind customers — 
primarily the FBI, CIA, and the National Counterterrorism Center. In the 
first months of the Stellar Wind program, the NSA reported to the FBI most 
contacts identified between a U.S. telephone number or e-mail address and 
the selector used to query the meta data realm, as well as domestic contacts 
that were two and three hops out from a selector. As discussed in Chapter 
Six of this report, over time the NSA and FBI worked to improve the 
reporting process and the quality of the intelligence being disseminated 
under Stellar Wind. 


The domestic contacts from specified numbers or e-mail addresses, 
called “tippers,” were provided to the FBI by the NSA. These tippers were 
included in reports that contained two sections separated by a dashed line, 
commonly referred to as a “tearline,” made to appear as a perforation 
extending across the width of a page. The purpose of the tearline was to 
separate the compartmented information above the tearline, which could 
identify the specific sources and methods used to obtain the information, 
from the non-compartmented information that the FBI could further 
disserninate to its field offices. Only FBI personnel read into the Stellar 
Wind program could have access to the full Stellar Wind reports from NSA. 


The information that appeared above the tearline typically was 
classified Top Secret/SCI and identified Stellar Wind as the source of 
intelligence. The information included specific details 


pertinent comments by NSA intellugence analysts. 


{FS} /SFLWH/SH /OG AH} 


The information that appeared below the tearline of a report generally 
was classified Secret or Confidential and did not identify Stellar Wind as the 
source of the intelligence. The text typically included some version of the 
following statement: 
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d provided the date or dates of the contacts, 


or the period of time in which contact was made. {FS//STLW//SH//0G}ANF}+- 


During the first Seyeral geatitne OF the Stellar Wind pigra, nearly all 
3 v ra Act A alys 


TS HSTLILLSLLHOCHNEA 


As examples, the following Stellar Wind reports were among those 
disseminated to the FBI in November 2001. We have excerpted only the 
information below the tearline, which is often referred to simply as “tearline 
information.” In addition, we did not provide the actual telephone numbers 


provided by the NSA to the FBI. (FS//SE/NF}— 
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HI. FBI’s Early Participation in the Stellar Wind Program +{S//NF}— 


Stellar Wind was not an FBI program, nor was the FBI involved in the 
program’s creation. However, as the lead agency for counterterrorism in the 
United States, the FBI received much intelligence produced under Stellar 
Wind. In the following sections, we describe how the FBI became involved in 
the Stellar Wind program, the personnel resources allocated to handle 
Stellar Wind information, and the initial procedures the FBI established to 
receive, control, and disseminate the program information. 


4ES// STEW} {SH} (OC /NF]— 


69 In addition to the queries the NSA conducted on a case-by-case basis, the NSA 
also maintained a list of foreign and domestic telephone numbers and e-mail addresses for 
which, based on NSA analysts’ assessments, there was a reasonable basis to believe were 
associated with international terrorism, These selectors, called “alerts,” were queried 
against the incoming meta data automatically on a daily basis, and any contacts witha 
domestic telephone number or e-mail address were directed to NSA analysts for review and 
possible reporting to the FBI. The NSA regularly updated the alert list by adding or 
removing selectors, depending on the available intelligence. As we discuss in Chapter Five 
in connection with the transition of Stellar Wind’s bulk meta data collection from 
presidential authority to FISA authority, the FISA Court found that the NSA’s use of the 
alert list to query incoming telephone meta data did not comply with terms of the Court’s 
Order. 


58 
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A. FBI Director First Informed of Stellar Wind Program 
(U/ /FeUe} 


Director Mueller told us that his earliest recollection of the Stellar 
Wind program was a meeting he attended at the White House with Attorney 
General Ashcroft, which occurred either after the decision had been made to 
move forward with the presidentially authorized program or shortly after the 
October 4, 2001, Authorization was issued. Mueller told us the meeting was 
“more than a formal read-in” and that Director Hayden may have attended. 
Mueller said that at or around this time he also briefly reviewed the 
October 4, 2001, Presidential Authorization, which he characterized as 


“relatively complex.” {TS8//S}//OGAH}- 


Director Mueller said his impression at the time was that the terms of 
the Presidential Authorization might allow for collecting purely domestic 
telephone and e-mail communications. Mueller said he discussed the 
matter with Ashcroft and asked whether OLC had issued an opinion on the 
program. Mueller said that he recalled being told that OLC might have 
opined orally on the program and Mueller said he suggested to Ashcroft that 
OLC issue a formal written opinion. Mueller told us that he did not think 
the NSA ever exercised authority under the Authorization to collect purely 


domestic communications. —F8//STLW7/{/SH CEA) 


Mueller stated that based on the meeting he attended at the White 
House and his brief review of the October 4, 2001, Presidential 
Authorization, he understood the FBI’s role in the Stellar Wind program was 
to be a “recipient” of intelligence generated by the NSA, and to provide any 
technical support to the NSA as necessary to support the program. 


B. 
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70 Executive Order 12333 authorizes the FBI to provide operational support to the 
Intelligence Community. (U 
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Mueller said he therefore decided to request an order from the 


APPROVED FOR PUBLIC RELEASE 


-FOP SECRETHSTEWHHES7SH7ORCONNOFORN- 


Attorney General formally directing the FBI to support the NSA program. 
Mueller said that he also requested the order because he wanted a “record 


as to our participation.” FSJ STEWH SH (ec Ay 


In response, on October 20, 2001, Attorney General Ashcroft sent a 
memorandum to Director Mueller stating: 


As part of the Nation’s self defense activities, the National 
Security Agency (NSA) is engaged in certain additional collection 
activities, the details of which you are aware. Those activities 
are legal and have been appropriately authorized, and the 
Federal Bureau of Investigation should cooperate with NSA as 
necessary for it to conduct those activities. {f3//SH//N#} 


According to Mueller, the combination of this memorandum from the 
Attorney General and the November 2, 2001, memorandum prepared by the 
Department’s Office of Legal Counsel regarding the legality of Stellar Wind 
gave him comfort at that time with the FBI’s participation in the program. 


FPS} /SH- PREY 


Bowman also told us that the White House officials primarily 
responsible for Stellar Wind, who he identified as the Vice President and 
Addington, were “amateurs” when it came to intelligence work. Bowman 
stated that one of the potential consequences of severely limiting the 
number of individuals read into a program is that uncleared personnel who 


62 
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occupy positions placing them in close proximity to program-related 
activities might construe certain actions as questionable or illegal and 
report that activity, thereby potentially compromising the activities. 
Bowman said that this is what occurred with Stellar Wind. For this reason 
and others, Bowman did not agree with the decision to so severely limit 


access to the program. 4—fS//STEW//SH//eeC AFT 


C. FBI Begins to Receive and Disseminate Stellar Wind 
“Tippers” {S//NEF) 


In the immediate aftermath of the September 11 terrorist attacks, the 
FBI had created a task force of agents and analysts to analyze the flood of 
telephone numbers it received from multiple sources, including agencies 
within the U.S. Intelligence Community, foreign intelligence services, and 
concerned citizens. The task force, called the Telephone Analysis Unit 
(TAU), was located at FBI Headquarters and consisted of approximately 50 
FBI employees working on shift rotations 24 hours per day, 6 days per 
week. The operation was supervised by FBI supervisors working out of the 
FBI’s Strategic Information and Operations Center. As described below, 
personnel assigned to this task force were among the first at the FBI to 


handle Stellar Wind-derived information. {FS//STEW//S]}//ec N5 


1. FBI initiates ll (SA NF} 


In October or November 2001, several TAU analysts were assigned to 
what came to be called the O O N was the FBI’s effort 
to manage the Stellar Wind-derived information being received from the 
NSA. The information, referred to as Stellar Wind “tippers,” consisted of 
telephone numbers and e-mail accounts derived from NSA meta data 
analysis, and sometimes content intercepted from particular telephone and 
e-mail communications. The essential purpose of the 
was to receive Stellar Wind tippers from the NSA and disseminate the 
information to FBI field offices for investigation in a manner that did not 
reveal the source of the information or the methods by which it was 


collected. {4FSHS FEW SH OEINF} 


Working alternating shifts in the FBI’s Strategic Information and 
Operations Center, two FBI analysts were primarily responsible for 
managing Stellar Wind tippers in the initial months of the program. These 
analysts told the OJG that until December 2001, the Stellar Wind tippers 
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consisted nearly exclusively of telephone numbers. According to the 
analysts, the process for handling Stellar Wind tippers began when the NSA 
liaison co-located at FBI Headquarters provided one of the analysts the 
information below the tearline from a Stellar Wind report containing one or 
more tippers. The analyst then queried FBI databases for any information 
about each tipper, such as whether the tipper appeared in any pending or 
closed FBI investigations. The analyst also queried the tipper against the 
F5T's AE catabasc, which is the FBI’s central repository 
for telephone subscriber data acquired during the course of investigations. 
In addition, the analyst checked each tipper against public source 
databases for relevant information, such as the identity of a telephone 


number subscriber. {f8//STEW/SH//0CANS- 


After completing these database checks, the analyst drafted an 
Electronic Communication, or EC, from FBI Headquarters to the 
appropriate FBI field office. The EC described the tearline information 
about the tipper contained in the Stellar Wind report together with any 
additional information the analyst was able to locate, 


TESH STEWT HSH HOC LNF} 


Pe] ECs disseminated to field offices included 
several features concerning the nature of the information and how it could 
be used. First, the ECs advised the field offices that the information being 
provided was “derived from an established_and reliable source” and that it 
was “being addressed by the TAU as the i” {S//NB) 


Second, the ECs included a caveat about the use of the information 
being provided, stating that the information “is for lead purposes only and is 
intended solely for the background information of recipients in developing 
their own collateral leads. It cannot be used in affidavits, court proceedings, 
subpoenas, or for other legal or judicial purposes.” The FBI said this 
language was included in each EC to protect the source of the information 
and the methods by which it was collected. +S//¥} 


Third, the ECs provided an explanation about the qualitative rankings 
assigned to th i 


(Cont’d.} 
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Fourth, the ECs instructed the field offices how the tippers should be 
addressed. These instructions were provided as “leads,” for which the FBI 
had three categories: Action, Discretionary, and For Information. An Action 
lead instructed a field office to take a particular action in response to the 
EC. An Action lead was “covered” when the field office took the specified 
action or conducted appropriate investigation to address the information in 
the EC. A Discretionary lead allowed the field office to take whatever action 
it deemed appropriate. A field office that receives a “For Information” lead 
was not expected to take any specific action in response to the EC other 
than possibly route the communication to the office personnel whose 
investigations or duties the information concerned. 4878F} 


After the FBI analyst completed this process and drafted the EC, an 
FBI Supervisory Special Agent read into the Stellar Wind program reviewed 
the EC, in part to ensure that it did not reveal the source of the information 
or the method by which the information was obtained. Once approved, the 
analyst entered the EC into the FBI’s Automated Case Management System 
and the receiving field offices were notified electronically to review the 


communication. {TS//SI//NE)- 


r. A aal) EC typically contained multiple tippers and 
therefore was distributed to multiple field offices. The receiving field offices 
were responsible for handling the leads that concerned tippers falling in 
their respective geographic jurisdictions. {S//N} 


Most of the N- that disseminated Stellar Wind 


tippers were designated Action leads. As noted, during this period the 
tippers were almost exclusively telephone numbers, According! 
lead instructed the field office to 


office to report the investigative results to the Telephone Analysis Unit. 


St} SH ANF} 


The two analysts told us that the focus of their 
work in the first months after the September 11 attacks was to detect what 
many believed was an imminent second attack. During this period, nearly 
all of the Stellar Wind tippers the FBI received were disseminated to a field 
office for investigation as quickly as possible. 4S//N#}- 


In addition to tippers containing the content of intercepted telephone 
and e-mail communications (content tippers), in approximately December 
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2001 the NSA began providing the FBI tippers derived from the NSA’s e-mail 
meta data analysis (e-mail tippers). These e-mail tippers initially were 
routed to the same two analysts who were managing the telephone tippers. 
The analysts told us that the e-mail tippers were processed and 
disseminated in the same manner as the telephone tippers. Content 
tippers, which according to the analysts were received very infrequently - 
during this early period, generally were also disseminated by EC to the 
appropriate field offices, but little if any research regarding the information 
was conducted. The analysts said they considered the content tippers 
particularly time-sensitive and for that reason occasionally transmitted the 
ECs directly to the appropriate field offices or called the offices to advise that 
the information was being loaded into the FBI’s Automated Case 
Management System, In 2002, responsibility for e-mail tippers was 
reassigned to the Electronic Communications Analysis Unit. 


ATSLSTEWH ASE TOCT NET 


February 2002, one of the two FBI analysts left » si 
el being selected for a management position in a different 

analytical section within the FBI’s Counterterrorism Division. The 
remaining analyst became sol nsible for managing the Stellar Wind 
tippers under the a situation that continued for 
approximately the next 12 months. The analyst told us that while her work 
hours during this period were “ridiculous,” she did not feel there was any 
pressure to add analysts to the project because “the process was working 
well.” 


In early 2002, FBI management instructed the lone 
analyst to conduct some of her work while physically located in the 

NSA Headquarters at Fort Meade, Maryland. This created an unusual 
arrangement for the analyst. The analyst continued to receive the NSA’s 
daily Stellar Wind reports at FBI Headquarters, and she would then drive to 
the NSA with the reports to draft the ECs (the analyst had remote access to 
FBI databases from an NSA workstation). The analyst told us that 
interaction with NSA counterparts during these daily visits was minimal. 
After the ECs were drafted, the analyst returned to FBI Headquarters to 
obtain approval to disseminate the communications to the FBI’s field offices. 
The analyst’s impression was that FBI management created this unusual 
arrangement “for show” and that its purpose was to establish an FBI 
“presence” at the NSA in connection with Stellar Wind. 


The analyst continued working on Stellar Wind matters until 
approximately February 2003, when a small team of FBI personnel were 
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assigned permanently to the NSA to manage the FBI’s participation in the 
Stellar Wind program.?4* {SHNA 


2. FBI Field Offices’ Response of Sa 


Leads {S//NE}_ 


According to the two FBI analysts responsible for managing Stellar 
Wind information under the from approximately 
October 2001 to February 2003, some agents in FBI field offices grew 
frustrated with the information they were receiving under the program, 
Because the ECs that disseminated the tippers to the 
field offices assigned most of them as Action leads, this required that the 
leads be covered expeditiously. (S//N¥F} 


Under ordinary operating procedures, investigative leads for 
international terrorism matters are set by FBI Headquarters’ International 
Terrorism Operations Section. In addition, the ECs assigning international 
terrorism leads typically identified a Supervisory Special Agent within ITOS 
as the point-of-contact for any questions field offices might have. Because 
the Stellar Wind program was so tightly compartmented, the leads sent 
during this early period by aa | were not coordinated 
with ITOS, and the FBI Headquarters point-of-contact identified in the ECs 
for any questions generally was one of the - =a analysts. 


According to one of the analysts, agents 


responsible for covering the Action leads complained that the lack of 
background information provided in the ECs about the tippers made it 
difficult to determine what investigative steps could or should be taken. 


5 Consequently, the analyst 


74 This co-location of FBI personnel at the NSA is discussed below. +5//8#}— 


75 To open a full investigation, the FBI was required to 


See Attorney General 


The FBI's practice of issuing national security letters based on Stellar Wind-derived 
information is discussed in Chapter Six of this report. -3//8¥}- 
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received calls from agents requesting additional information about the 
source of the intelligence provided in the ECs to help the agents decide 
whether there was sufficient predication to open an investigation on the 
telephone number or to issue a national security letter for subscriber 


information. FSSA} 


The analyst stated that in response to these calls he could only 
reiterate to the agents that the information was provided by a reliable, 
sensitive source. The analyst said this situation produced a “dichotomy” 
with the tippers. On the one hand, there was a demand in the International 
Terrorism Operations Section and field offices for the telephone numbers 
because of their priority status and the prevailing concern 
that there would be a second terrorist attack; on the other hand, the limited 
and vague information contained in the ECs caused 
some confusion and frustration among agents investigating the lead. 


48} ANE 


Agents also complained that many tippers were already known to the 
FBI from past or pending investigations and that th 
ECs were providing “circular reporting.””© However, according to one 


analyst, this generally did not occur. The analyst explained 
that an agent in the field assigned to cover a lead on a telephone number 
did not know the NSA was the source of the intelligence. Consequently, 
when the agent discovered that the number was identical to a number the 
agent was already investigating or was aware of, it appeared to the agent 
that ee aA) simply had identified a previously known 
number, conducted some additional research that the field office likely had 
already done, and disseminated the information back to the field as new 
reporting. Because the analysts could not fully explain the source of the 
intelligence, the agent did not realize the ek we reporting in 
fact reflected a new foreign connection to the telephone number. 


FS} /STEWHSH//OC/NE) 


Another frustration voiced by agents to »), eT 


analysts was that leads disseminated under the project that were 
designated “Action leads” frequently did not yield significant investigative 
results, such as identifyi e i ibuti 

active investigation. 


76 For example, circular reporting might have occurred when the FBI passed a 
Stellar Wind-derived telephone number or e-mail address to another agency within the U.S. 
Intelligence Community, that agency in turn requested the NSA to analyze the information, 
and the NSA subsequently disseminated the results back to the FBI in a Stellar Wind 


report. {SHS EWH SHOE" 
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e NSA responded to this frustration by implementing "naj 
ETS S Aa described earlier to provide the agents some 
guidance on prioritizing the tippers. In addition, the FBI analysts told us 
that they became more adept at telep i t better at their 
game” by eliminating low value epar a o being 
disseminated to field offices. According to FBI documents, the F 
sought additional information from the NSA about tippers —_ 


before the FBI disseminated these tippers to the field for investigation. 
TSH STEWH SH POETNFP 


3.  FBI’s Efforts to Track Stellar Wind Tippers and Update 
Executive Management on Status of rea 
Leads {SHNF} 


Typically, FBI ECs originate from a specific investigative or 
administrative case file number. A file number is also required for an EC to 
be loaded into the FBI’s Automated Case Management System and to enable 
the sending office to assign a lead to the receiving office. How 
Headquarters did not initially open an investigative file for M a 
ECs that disseminated Stellar Wind tippers to field offices. One of 
the original analysts assigned to the project told the OIG that he was 
familiar with a telephone analysis project in the FBI’s drug program and 
that as a result he decided to issue the first Stellar Wind-related EC from 
that drug investigative file. This confused some field offices receiving the 
earliest ECs because counterterrorism leads were being disseminated under 
a drug investigation file number. {fF8//STEW//S1-/eCc Ae 


In mid-October 2001, the FBI created a subfile under the FBI’s 
investigation of the September 11 terrorist attacks to disseminate Stellar 
information. The FBI used this subfile, referred to as the 


until September 2002, when a more fi ram for 
disseminating Stellar Wind information, called was created.77 
{TSHS FLH SOCAN A 


The N.. also told us that they created a 
database to attempt to track the status of leads disseminated to the field 
offices. The database identified each tipper by field office and the status of 
the lead that was assigned. One analyst stated that the response rate from 


77? We describe this more formal program in Chapter Six of this report, (U) 
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field offices was uneven during these early months, and their supervisors 
instructed the analysts at one point to contact the head of each field office 
to determine the status of e leads for which each office was 


responsible. 4S4HNF} 


nig] analysts used the database they created to 
produce status reports for senior FBI officials who were read into the Stellar 
Wind program. These reports provided statistics regarding the quantity and 
ran inated tippers, as well as brief synopses of the status of 
the a A The Stellar Wind program was viewed as an 
emergency response to the September 11 attacks and these status reports 


were intended to provide FBI executives information about how the program 
was contributing to the FBI’s counterterrorism efforts. (FS//St/;NFT 


IV. Justice Department Office of Intelligence Policy and Review’s 
(OIPR) and FISA Court’s Early Role in Stellar Wind 


When the President signed the first Authorization for the program on 
October 4, 2001, only two Department officials outside the FBI were read 
into the Stellar Wind program: Attorney General John Ashcroft, who 
certified the Authorization as to form and legality; and John Yoo, the Deputy 
Assistant Attorney General in the Office of Legal Counsel responsible for 
advising the Attorney General on the matter and for drafting the 
Department’s first memorandum on the legality of the program.78 The 
Department’ s Office of Intelligence Policy and Review (OIPR), despite its 
expertise in FISA matters, was not asked to consider how FISA might affect 
the program’s legality or implementation, nor was OIPR asked to consider 
how the program might affect the Department’s FISA operations. 


In this section, we provide an overview of OIPR, how James Baker, the 
head of OIPR, inadvertently came to learn about Stellar Wind soon after it 
was initiated, and the subsequent role that OIPR played in the program’s 
operation. We also describe the circumstances surrounding the decision to 
have the FISA Court Presiding Judge and his successor read into the Stellar 
Wind program, and the Court’s response to the program. 


78 Levin told us that he did not believe Yoo was read into Stellar Wind before the 
October 4, 2001, Presidential Authorization was signed, and we were not able to determine 
precisely when Yoo’s read-in occurred, However, Yoo’s November 2, 2001, memorandum 
analyzes the legality of the October 4, 2001, Authorization and the draft of the November 2, 
2001, Authorization. Thus, it appears that Yoo was read into the program not later than 


November 2, 2001. +PS¢/STEWH}SHH HOG TNEE 
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A. Overview of OIPR (U) 


At the time of the implementation of the Stellar Wind program, OIPR 
was responsible for advising the Attorney General on matters relating to the 
national security activities of the United States.79 Created shortly after 
enactment of the Foreign Intelligence Surveillance Act of 1978, OIPR 
reviewed executive orders, directives, and procedures relating to the 
intelligence community, and approved certain intelligence-gathering 
activities. OIPR also provided formal and informal legal advice to the 
Attorney General and U.S. intelligence agencies regarding questions of law 
and procedure relating to U.S. intelligence activities. In addition, OIPR 
advised the Attorney General and agencies such as the CIA, FBI, and 
Defense and State Departments concerning questions of law relating to U.S. 
national security activities and the legality of domestic and overseas 
intelligence operations. (U//FEUS) 


OIPR also represented the United States before the FISA Court. OIPR 
was responsible for preparing and presenting applications to the FISA Court 
for orders authorizing electronic surveillance and physical searches by U.S. 
intelligence agencies for foreign intelligence purposes in investigations 
involving espionage and international terrorism. When evidence obtained 
under FISA was proposed to be used in criminal proceedings, OIPR sought 
the necessary authorization from the Attorney General, and in coordination 
with the Criminal Division and U.S. Attorney’s Office prepared the motions 
and briefs required by the federal court whenever surveillance under FISA 
was challenged. (U) 


The head of OIPR was referred to as the Counsel for Intelligence Policy 
and was supported by two Deputy Counsel and a staff of attorneys, 
paralegals, and administrative professionals. James Baker served as the 
Counsel for OIPR from May 2001 to January 2007.80 (U) 


B. OIPR Counsel Learns of Stellar Wind Program (U//FeUue) 


Baker told us that while standing outside the Department one evening 
several weeks after the September 11 attacks, he was approached by an FBI 
colleague who said, “There is something spooky going on,” that it appeared 


79 In September 2006, the Justice Department moved OIPR into the newly created 
National Security Division (NSD). In April 2008, NSD modified OIPR’s structure and name. 
The new organization is called the Office of Intelligence and includes operations, oversight, 
and litigation sections. For purposes of this report we use the term OIPR to reflect the time 
period our review encompasses, (U) 

80 Baker served as Acting Counsel for OIPR from May 2001 to January 2002, and 
as Counsel from February 2002 until January 2007. Baker officially resigned from the 
Justice Department in October 2007. (U) 
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foreign-to-domestic collection was being conducted without a FISA order, 
and that some FBI personnel “were getting nervous.” The FBI colleague 
asked Baker whether he knew anything about the activity, and Baker 
responded that he did not. 


Baker said that while reviewing a FISA application several weeks after 
this conversation, a particular passage regarding international 
communications “leapt out at” him. According to Baker, the passage 
contained “strange, unattributed language” and information that was “not 
attributed in the usual way.” Baker told the OIG that the information 
concerned connections between telephone numbers, but he could not recall 
if the information simply identified a link between individuals or also 
included the content of communications. -—FS//SE//=- + 


Baker asked the OIPR attorney responsible for the application about 
the information in the passage, and the attorney responded that nobody at 
the FBI would disclose where the information had come from, only that it 
was part of a “special collection.” Baker therefore contacted the FBI about 
the application. Unable to obtain any answers to his questions, Baker 
informed the FBI that he would not allow the application to be filed with the 
FISA Court. Baker said that, to the best of his recollection, he did not 
believe the application was filed with the Court. —f8//SH-/AF}- 


Soon thereafter, Baker spoke with Daniel Levin, who at that time was 
serving as both Counselor to the Attorney General and Chief of Staff to the 
FBI Director. Levin told Baker that approval from the White House was 
needed before he could tell Baker about the special collection. Levin told us 
that he successfully pressed the White House for Baker to be read into 
Stellar Wind, Baker stated that David Addington, counselor to Vice 
President Cheney, was the individual who approved his clearance into the 


program. -—fS//STEW7 7817/7 CET NF} — 


According to NSA records, Baker was read into Stellar Wind in 
January 2002.8! He said his read in essentially consisted of Levin providing 
him a short briefing and a copy of Yoo’s November 2, 2001, memorandum 
regarding the legality of the program. Baker told us that his initial reaction 
was that the program, and Yoo’s memorandum, were flawed legally. Baker 
said he did not consider himself a constitutional law scholar, but was 


81 Baker told us that he initially was read into the program in December 2001 by 
Levin, Baker said he later received a more formal briefing on the program at the NSA, 
where he was allowed to read the Presidential Authorizations and discuss the program with 
NSA attorneys. This formal briefing appears to be the event that the NSA considers Baker’s 
official read-in, which according ta NSA records occurred on January 11, 2002. We used 
this date for purposes of calculating the number of Justice Department employees read into 
the program. (U//FOUO) 
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nevertheless surprised that while Stellar Wind was in his view “overriding a 
criminal statute” on the basis of the President’s power as Commander in 
Chief, Yoo’s memorandum did not even cite an important U.S. Supreme 
Court opinion on presidential authority during wartime, Youngstown. Sheet 
& Tube Co. Baker said he believed that it is important to exercise some 
“humility” when dealing with national security matters because of the 
complexity and importance of the issues, and he therefore reserved final 
judgment on the memorandum until he researched the legal issues further. 
Yet, Baker said his initial opinion that the memorandum was flawed legally 


did not change over time. 4FSHSEEWH SHH OEF 


We asked Baker whether at the time he thought the collection 
authorized under Stellar Wind could have been accomplished under FISA. 
Baker said that his thinking on this issue has evolved over time, but that he 
staunchly believed that “FISA works in wartime.” He stated that although it 
is difficult to do, FISA can be made to work under the circumstances that 
existed following the September 11 attacks, but that it also was easy to 
“make FISA not work” under these circumstances. 


EES HSER SELLOC NB 


Baker cited a lack of resources as the primary impediment to using 
the FISA process, rather than Stellar Wind, to collect foreign intelligence 
following the September 11 attacks. Baker said that he did not believe 
OIPR, as staffed in October 2001, had sufficient resources to process the 
volume of telephone numbers the NSA was tasking for content collection 
under Stellar Wind at that time. However, Baker explained that in his view 
FISA is “scalable” and that to some degree the statute’s utility is limited by 


the resources allocated to OIPR.82 4FSHSFEWHSHTO€48F} 


Baker also observed that to bring Stellar Wind’s content and meta 
data collections fully under FISA authority would have required a different 
approach to the statute. Baker said that developing such an approach 
would have been possible only by convening a working group to examine 
constitutional and practical issues. Baker, one of only three people in the 
Justice Department read into Stellar Wind as of January 2002, said he did 
not have the ability or the authority to do this himself.83 Baker stated that 
his belief in this approach was informed by his own experience with and 
participation in a small, informal group composed of U.S, Intelligence 
Community officials that had worked periodically since shortly before the 


82 Baker also observed that OIPR could have been staffed with detailees from the 
Department of Defense and other components within the Justice Department. (U) 


83 Baker also said that he did not have the legal resources within OIPR to 
“challenge” Yoo’s November 2, 2001, legal analysis of the Stellar Wind program, although 
he believed it was flawed. AFSHSFEWH SHONE} 
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September 11 terrorist attacks to develop solutions to various foreign 


intelligence collection issues. {TS//STLW//SIT//O0C Aye 
C. FISA Court is Informed of Stellar Wind {ESHS5HNF} 


Baker told the OIG that sometime in the December 2001 to January 
2002 time period he concluded, based on his awareness that information 
derived from Stellar Wind had been used to support at least one request for 
a FISA application, that the FISA Court also needed to be made aware of the 
Stellar Wind program, Baker said that the Department’s counterterrorism 
efforts rely on good relations with the FISA Court and that candor and 
transparency are critical components of that relationship. According to 
Baker, OIPR had a policy of full disclosure with the Court that he said 
served the Department well when problematic issues arose. Baker also 
attributed the Department’s record of success with FISA applications and 
the improved coordination between intelligence agents and prosecutors to 
the strong relationship that the Department had built with the Court. 
Baker believed it would be detrimental to this relationship if the Court 
learned later that information from Stellar Wind was included in FISA 


applications without notice to the Court. {FS//STLW//S} ec A, 


Baker said he raised the issue of the FISA Court not being informed 
about Stellar Wind with Levin, who first responded by suggesting that the 
Attorney General order Baker not to disclose the program to the Court while 
the issue was being considered. Baker initially agreed to this approach and 
drafted a memorandum from Ashcroft to Baker to this effect. He said that 
Levin edited the document and presented it to Ashcroft, who signed it. The 
memorandum, dated January 17, 2002, stated that Ashcroft understood 
FISA Court applications would include information obtained or derived from 
Stellar Wind, and that these applications would seek authorizations to 
conduct surveillance of targets already subject to surveillance under Stellar 
Wind. Ashcroft’s memorandum also stated that he was considering Baker’s 
recommendation that the Department brief the FISA Court on the program. 
The memorandum stated further: 


In the interim, I am directing you to file applications with the 
Foreign Intelligence Surveillance Court without informing the 
court of the existence of the Stellar Wind program or any aspect 
thereof, I am also directing you not to brief any other 


8 This type of collaborative effort ultimately developed the legal theories used to 
transition Stellar Wind's collection activities to FISA authority. However, as we discuss in 
Chapter Five, while the transition was successful with respect to bulk meta data collection, 
the legal theory to transition Stellar Wind's content collection, while initially approved by 
one FISA Court judge, subsequently was rejected by a second judge. 
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individuals in the Department of Justice, including the FBI, 
regarding Stellar Wind without my prior authorization, 


Levin told us that he, as well as Ashcroft, soon came to agree with © 
Baker that the FISA Court should be made aware of the program, Levin 
said he told Ashcroft during this time that Baker had done a “remarkable 
job” building a relationship with the FISA Court that greatly benefited the 
Department’s counterintelligence and counterterrorism efforts. Levin said 
he advised Ashcroft, “We should do what Baker thinks is right.” According 


to Levin, Ashcroft agreed. +FS//SFLW//+SH/6CHEPE 


Levin said that he informed Gonzales and Addington at some point of 
Baker’s position that the FISA Court should be made aware of Stellar Wind, 
but said they initially rejected the idea of reading any judges into the 
program. Levin stated that he continued to press the issue without success. 


ATS//STLWH/SY/OC/NE) 


However, the issue came to a head on a weekend in January 2002 
when Baker reviewed a second FISA application that contained the “strange, 
unattributed language” Baker understood to indicate that the information 
referenced was obtained from the Stellar Wind program. This second FISA 
application sought emergency approval from the FISA Court to conduct 
electronic surveillance o 


Because this woul 
be the first application seeking FISA authority to monitor this particular 
subject’s telephone communications, Baker recognized that the NSA had 
already engaged in some level of electronic surveillance in the United States 
of a domestic telephone number without a FISA order. 


4PS//STLW//SY//OC/NE} 


Although Baker viewed the memorandum from Ashcroft directing him 
not to inform the FISA Court about Stellar Wind as “cover” for him not to 
inform the FISA Court about Stellar Wind, he remained uncomfortable 
about filing an application that contained Stellar Wind information without 
informing the FISA Court. Baker therefore approached the Chief of the 
Justice Department’s Professional Responsibility Advisory Office (PRAO) to 
discuss his ethical responsibilities to the FISA Court under circumstances 
where a FISA application contains certain information that is material to the 
Court’s decision, but Baker was not authgrized to disclose the source of the 
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information.85 Baker stated that the PRAO Chief told him that he had an 
affirmative duty of candor to the Court, and that this duty of candor was 
heightened due to the ex parte nature of the FISA proceedings.86 Baker 
concurred with this guidance, which Baker felt also was compelled by his 
position as a federal officer and officer of the Court. Baker said he therefore 
concluded, and informed Levin, that he would not sign the pending 
application or present to it to the FISA Court, nor would he allow any OIPR 
attorney do so. According to Baker, Levin spoke to David Addington about 
the situation, but Addington nevertheless declared that the Court would not 


be read into the program. {TS//STEW7/SH7 CEN 


According to Baker, the White House, the Attorney General, and Levin 
then decided that Levin, rather than Baker, would sign the FISA application 
and present it to Judge Claude M. Hilton, the FISA Court judge responsible 
for hearing FISA matters that weekend.87 Baker told us that he notified 
Judge Hilton in advance that the application was being handled in this 
manner. Levin said he brought the application to Judge Hilton’s residence 
and explained that he, instead of the OIPR Counsel, was presenting the case 
because it involved a “special classified program.” Levin told us that Judge 
Hilton approved the application without asking any questions. According to 
Levin, when he later told Addington how the matter was resolved, and that 
he agreed with Baker’s position that the Court should be briefed into the 
program, Addington responded that Baker should be fired for 


insubordination for not signing the application. +FS//STLW//SH//ec AS 


According to Baker, a consensus formed after this episode among the 
Attorney General, the FBI, and the White House that future FISA matters 
could not be handled in the same fashion, particularly in view of the 
anticipated increase in FISA applications resulting from the intelligence 
collected and disseminated under Stellar Wind.88 Baker said that the 


85 The Professional Responsibility Advisory Office provides advice to Department 
attorneys with respect to professional responsibility issues. (U) 


86 Baker cited Rule 3.3 of the American Bar Association’s Model Rules of 
Professional Conduct as the specific rule implicated by the situation. That rule provides, in 
relevant part, that “in an ex parte proceeding, a lawyer shall inform the tribunal of all 
material facts known to the lawyer which will enable the tribunal to make an informed 
decision, whether or not the facts are adverse.” Baker stated that he also consulted with 
two officials from the Office of the Deputy Attorney General on the matter and that they 
provided the same advice as PRAO. (U) 

8? Director Mueller and Attomey General Ashcroft already had signed the 
application. (U) 

88 We asked Baker whether he thought the FBI’s restrictions on the use of Stellar 
Wind-derived leads disseminated to field offices, as described above, were sufficient to 
guard against including Stellar Wind information in FISA applications. Baker stated that 
his experience with FBI record-keeping practices did not give him a high degree of 

(Cont’d.) 
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decision was therefore made to brief the FISA Court’s Presiding Judge, 


Royce Lamberth.89 +f8//SPLW//S}//oc/NE|— 


Judge Lamberth was read into Stellar Wind on January 31, 2002, 
The briefing was conducted in the Attorney General’s office at the 
Department, and was attended by Ashcroft, Hayden, Mueller, Levin, Yoo, 
and Baker. According to a memorandum of talking points prepared for the 
briefing, Ashcroft provided Judge Lamberth a brief summary of the 
program’s creation, explaining that the President had authorized a sensitive 
collection technique in response to the September 11 attacks in order to 
obtain foreign intelligence information necessary to protect the United 
States from future attacks and acts of international terrorism. Ashcroft said 
the NSA, at the instruction of the Secretary of Defense, implemented the 


collection, which was code named Stellar Wind. —fS//SThW7/S8t//6e 4+ 


According to the talking points, Ashcroft also discussed the factors 
the President considered in determining that an “extraordinary emergency 
exists” to support electronic surveillance without a warrant. The factors 
cited to Judge Lamberth paralleled those contained in the Presidential 
Authorizations, including “the magnitude and probability of death from 
terrorist attacks, the need to detect and prevent such attacks with secrecy, 
the possible intrusion into the privacy of American citizens, the absence of a 
more narrowly-tailored means to obtain the information, and the 
reasonableness of such intrusion in light of the magnitude of the potential 
threat of such terrorist acts and the probability of their occurrence.” 


AFS7 STEW SH FOCTNF) 


According to the talking points, Ashcroft stated that he determined, 
based upon the advice of the Office of Legal Counsel, that the President’s 
actions were lawful under the Constitution. Levin told us that Ashcroft 
emphasized to Judge Lamberth that the FISA Court was not being asked to 


approve the program, -(FS//STEW/SH/ jee HH} 


Following Ashcroft’s summary, the briefing continued in three parts. 
First, Hayden described how the program worked operationally. Second, 
Yoo discussed legal aspects of the program. Third, Baker discussed a 


confidence that such separation could be consistently maintained. In addition, Baker 
believed that the nature of FBI international terrorism investigations would make it difficult 
to track Stellar Wind-derived information. According the FB] OGC, Baker did not share 
with the FBI his concerns about whether its record-keeping practices would keep Stellar 


Wind information from being used in FISA applications. (FS//STLYW//SL//OC/NE| 


§9 The Presiding Judge for the FISA Court is appointed to a 7-year term by the Chief 
Justice of the Supreme Court of the United States. Judge Lamberth was appointed as 
Presiding Judge in 1995. (U) 
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proposal for handling FISA applications that contained program-derived 
information, 


Levin told us that when the briefing concluded, Lamberth 
acknowledged he was not being asked to approve the program and 
expressed his appreciation for being read in. According to Baker, Lamberth 
also remarked, “Well, it all depends on whether you can get five votes on the 
Supreme Court, but I’m comfortable with it.” For the next 4 months, until 
the end of his term in May 2002, Judge Lamberth was the only FISA Court 


judge read into Stellar Wind. —FS//SFEW//$7/06CAS- 


D. OIPR Implements “Scrubbing” Procedures for Stellar Wind 
Information in International Terrorism FISA Applications 


PSH STEWTTSHTOETNEY 


Following Judge Lamberth’s read-in to the Stellar Wind program, 
Baker implemented procedures in OIPR to address two scenarios in which 
Stellar Wind could affect international terrorism FISA applications.” First, 
information obtained or derived from Stellar Wind might be included in a 
FISA application to establish probable cause that the target of the 
application is a foreign power or an agent of a foreign power and that the 
target is using or is about to use a particular “facility” (a term used in FISA 
generally to refer to a specific telephone number or e-mail address) at which 
the electronic surveillance is directed. Second, a FISA application might 
target facilities that were also targeted by Stellar Wind, a situation referred 
to as “dual coverage” because the targeted communications were collected 
under two separate authorities. Baker’s procedures, referred to as 
“scrubbing” procedures, applied to initial FISA applications as well as to 
renewal applications seeking to continue existing coverage of targets 
(electronic surveillance under FISA generally is authorized for 90-day 


periods). {TS7/STEW/SH/ (CC AFY+ 


Judge Lamberth required that all applications that contained NSA 
information derived from Stellar Wind or that would produce dual coverage 
of a facility be filed with him only. Baker told the OIG that the scrubbing 
process was his idea, with Judge Lamberth’s full concurrence, and that it 
had as its core principle OIPR’s obligation to inform the Court of all material 
facts contained in a FISA application. According to Baker, the scrubbing 


90 The procedures implemented by Baker only applied to international terrorism 
FISA applications, not to counterintelligence FISA applications. As Baker later explained in 
a letter to Judge Lamberth’s successor as FISA Presiding Judge, this limitation was based 
on the understanding that the Stellar Wind program targeted only certain international 
terrorist communications “and there is no reason to believe that the fruits of Stellar Wind 
collection would appear in a counterintelligence FISA application,” 
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procedures were a means of implementing his ethical duty of candor to the 
Court without disclosing the existence of the Stellar Wind program to 
uncleared attorneys and judges. Baker also said that Judge Lamberth 
wanted to be informed of applications that contained Stellar Wind 
information and of dual coverage situations, and that Judge Lamberth 
believed that the procedures devised by Baker were an appropriate and 
acceptable means of accomplishing this. According to Baker, the scrubbing 
process made him and Judge Lamberth “comfortable the Court was being 
told what it needed to be told.”9! -—FS//SFLW//S1//e6 H+ 


We describe below the initial two scrubbing procedures implemented 
by Baker as well as the difficulties they created for the FISA application 


process. +8 //STEW L/S 06 Aw 
t Initial Scrubbing Procedures 4TSHSHINF} 


Each international terrorism FISA application was “scrubbed” for 
Stellar Wind information and dual coverage before it was filed. However, 
Baker, as the only person in OIPR read into Stellar Wind, was unable to 
explain to his staff why the scrubbing was being conducted. With the NSA’s 
cooperation, Baker initially scrubbed the applications without any 
assistance from OIPR staff, Baker said the time and effort he expended on 
this practice was not sustainable, and within weeks of beginning the 
scrubbing procedures Baker enlisted the assistance of OIPR’s Acting Deputy 
Counsel for Intelligence Operations, Peggy Skelly-Nolen. Skelly-Nolen stated 
to the OIG that Baker told her at that time that he “needed to tell me 
something that he couldn't tell me,” but was able to convey that he needed 
her and the office’s assistance to process international terrorism FISA 
applications because the supporting declarations contained information that 


required special handling. 4f8//STLW//SU/ OC /NEY 


The scrubbing process, or “the program check” as it came to be 
known within OIPR, had two purposes. The first purpose was to identify 
draft applications that contained Stellar Wind-derived information in 
support of probable cause to believe that the target of the application was a 
foreign power or an agent of a foreign power and was using or was about to 
use a particular facility. The second purpose was to identify applications 
that targeted facilities that were already actively targeted under the Stellar 


Wind program. (£S//-STEW//SH/OC ANE} 


91 The FBI OGC told us that Baker never disclosed to it that the FISA Court was 
concemed about risks presented by the inclusion of Stellar Wind information in FISA 
applications, nor did Baker inform the FBI that OIPR implemented procedures to address 


these concerns. {f8//STEW77St7/7/6 E744} 
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To accomplish the first purpose, OIPR attorneys were required to 
identify any information in applications attributed to the NSA, even if there 
was no suggestion the information was derived from a special program. The 
OIPR attorneys provided by e-mail the relevant excerpts from the 
applications to a designated OIPR legal assistant, who in turn compiled the 
information and transmitted it to the NSA by secure e-mail or facsimile. 
Upon receipt, the NSA conducted a check of the identified information 
against the Stellar Wind reports database, among others, to determine 
whether the information was derived or obtained from the program (as 
distinguished from being obtained by some other NSA signals collection 
activity). The NSA provided OIPR the results of its search by return e-mail 
or facsimile, writing next to each excerpt either “yes” or “no” to indicate 
whether the information was Stellar Wind-derived. Judge Lamberth did not 
require that Stellar Wind-derived information be removed from FISA 
applications, only that any such applications be filed with him exclusively 
and the Stellar Wind information identified to him orally.9? 


WHS OLS Ge he 


The second purpose of the scrub — to identify dual collection 
applications — followed similar steps. On approximately a weekly basis, an 
OIPR legal assistant requested that OIPR attorneys transmit to him all 
facilities targeted for electronic surveillance in applications scheduled to be 
filed with the FISA Court that week. The legal assistant created a single list 
of all targeted telephone numbers and e-mail accounts and e-mailed or 
faxed the information to the NSA. The NSA in turn checked the Stellar Wind 
database to determine whether any of the listed facilities were tasked for 
content collection under the program. The NSA provided OIPR the results of 
this check by return e-mail or facsimile, writing next to each facility either 
“yes” or “no” to indicate whether the facility was tasked under Stellar Wind. 


{ESHS TEW EH POSLNF} 


Baker proposed to Judge Lamberth that OIPR noti 


92 Baker said that onl international terrorism FISA applications 
presented to Judge Lamberth included Stellar Wind information to support the application. 


{PST STEW SH eC AS 


(Cont’d.) 
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Baker proposed to include this descriptive phrase 


in applications that, if approved, would result in dual coverage. 


Beginning in early 2002, any FISA applications that included the 
descriptive phrase 
resented to Judge Lamberth, 


also would inform Judge Lamberth directly that it was a 
“Lamberth only” case to indicate it was connected to Stellar Wind. 


ATS//STLW//ST//OCHNF} 


2. Complications with Scrubbing Procedures 


{ES} SH ANE) 


Skelly-Nolen told us that no one in OIPR, including her at that time, 
was aware that the checks Baker was requiring the office to make concerned 
a specific compartmented program. However, the scrubbing procedures 
generated questions from OIPR attorneys and FBI agents, particularly when 
Skelly-Nolen instructed an OIPR attorney to add to an application the 
descriptive hrs 
Skelly-Nolen told us that she was not able to provide a satisfactory response 

{FS}1SH ANE) 


to the questions because she did not have the answers. 


Skelly-Nolen also stated that it was stressful to comply with the 
procedures, due in large part to the fact that the attorneys and agents 
responsible for the contents of the international terrorism applications were 
asked to follow certain procedures for filings but were not being provided an 
explanation for these measures. She said this stress was compounded by 
the concurrent anthrax scare and the prevailing belief that there would be 
another terrorist attack. Skelly-Nolen stated that OIPR staff was acting 
based on Baker’s representations alone, and while Baker sought to assuage 
any concerns the OIPR attorneys had over these new procedures by 
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explaining to the office that he had spoken to the Attorney General and the 
FISA Court on the issue, some OJPR attorneys simply were not comfortable 
under these circumstances and Skelly-Nolen had to reassign the 
international terrorism cases these attorneys were handling. Baker stated 
that he regularly told attorneys that they did not have to sign applications 
that they were not comfortable with. ~FS//SH//44} 


The process for filing international terrorism FISA applications was 
further complicated by the fact that of the two Justice Department officials 
authorized to approve such applications — the Attorney General and the 
Deputy Attorney General — only Attorney General Ashcroft was read into 
Stellar Wind.9* As mentioned previously, Larry Thompson, who served as 
Deputy Attorney General from May 2001 to August 2003, was never read 
into the Stellar Wind program. Alberto Gonzales, who served as White 
House Counsel from January 2000 to February 2005, stated to the OIG that 
he recalled that Ashcroft wanted Thompson, as well as Ashcroft’s Chief of 
Staff, read into Stellar Wind, but that neither official ever was. Gonzales 
said Ashcroft complained that it was “inconvenient” not having these two 


officials read into the program.®> +FS//STLW//SI//OC/NF) _ 


The situation with Thompson caused Associate Deputy Attorney 
General David Kris, who oversaw national security matters in the Office of 
the Deputy Attorney General during Thompson’s tenure, to draft a 
memorandum on January 11, 2002, advising Baker that he should not send 
Kris any FISA applications that included information obtained or derived 
from the Stellar Wind program, and that Kris intended to advise Thompson 
not to review or approve any such applications.26 The memorandum stated 
that Kris was aware of the existence of a “highly classified 
information-collection program that has the unclassified code name ‘Stellar 
Wind’,” but that he was “wholly unaware of the nature and scope of the 


94 Each FISA application must be approved by the Attorney General, defined under 
§ 1801(g) to include the Deputy Attorney General or Acting Attorney General, based on the 
Attorney General's finding that the application “satisfies the criteria and requirements of 
such application as set forth in [subchapter I concerning electronic surveillance].” 50 
U.S.C, § 1804(a). (U) 


95 As noted above, Gonzales also told the OIG that he never got the sense from 
Ashcroft that the situation affected the quality of the legal advice the Department provided 
to the White House, However, as described in Chapter Four, others had a decidedly 
different impression of Ashcroft’s opinion of the legal advice he received on Stellar Wind 
during this period, We were unable to interview Ashcroft about this issue. (PS7/St/7NF- 


96 Baker told the OIG that he had informed Kris about the existence of a classified 
program that he could not discuss further, and that it impacted FISA applications. Baker 
said he and Kris agreed that, under the circumstances, it was not appropriate for 
Thompson to sign applications if he was not fully informed about all of the material facts 
related to them. 
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program.” Kris also stated in the memorandum that his request for a 
briefing on the program had been denied and that he was aware Deputy 
Attorney General Thompson also had not been briefed on the program.97 


TSHS TEWHSHHOGINA— 


E. Judge Kollar-Kotelly Succeeds Judge Lamberth as FISA 
Court Presiding Judge (U) 


Judge Lamberth’s 7-year term on the FISA Court ended in May 2002, 
On May 19, 2002, Judge Colleen Kollar-Kotelly was appointed to the Court 
to replace Lamberth as the Presiding Judge. In connection with this 
appointment, Judge Kollar-Kotelly was read into the Stellar Wind program 
and provided an opportunity to examine the Department’s analysis of the 
program’s legality. Judge Kollar-Kotelly also spoke with Baker on numerous 
occasions about the scrubbing procedures he implemented to account for 
Stellar Wind information in international terrorism FISA applications and to 
identify applications that would result in dual coverage. 


1. Judge Kollar-Kotelly Modifies OIPR Scrubbing 
Procedures -F5//SH//NF}— 


Judge Kollar-Kotelly received her first briefing on the Stellar Wind 
program in the Attorney General’s office on May 17, 2002, 2 days prior to 
being formally appointed Presiding Judge for the FISA Court. Baker, who 
attended the briefing, told us that the presentation was similar to the 
briefing initially provided to Judge Lamberth. Judge Kollar-Kotelly had 
several questions concerning the scope of the President’s authority to 
conduct warrantless surveillance, and the Department responded that same 
day with a letter signed by OLC Deputy Assistant Attorney General Yoo that 
outlined the legal basis for the activity. The letter essentially replicated 
Yoo’s November 2, 2001, memorandum regarding the legality of Stellar 


Wind. -{£S//SELW/SH}7-8E AR 


According to Baker, Judge Kollar-Kotelly met at the White House with 
Addington, Gonzales, and Yoo to read Yoo’s letter, but she was not 
permitted to retain a copy or take any notes. Judge Kollar-Kotelly later 
wrote in a letter to Baker that Yoo’s letter “set out a broad overview of the 
legal authority for conducting [Stellar Wind], but did not analyze the 
specifics of the [Stellar Wind] program.” TESHSHHNA— 


97 
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Judge Kollar-Kotelly also requested an opportunity to review the 
Presidential Authorization initiating Stellar Wind. On August 12, 2002, she 
reviewed the October 4, 2001, Authorization. {FSHSH4N®}— 


Baker said that he met with Judge Kollar-Kotelly on several occasions 
after her initial Stellar Wind briefing to discuss how OIPR had been 
handling Stellar Wind’s impact on FISA applications. Baker described for 
her the existing procedures to account for NSA information contained in 
FISA applications derived from Stellar Wind, and to identify applications 
that, if approved, would produce dual coverage of a facility, 


Judge Kollar-Kotelly also was interested in identifying whether a 
facility targeted in a FISA application had been tipped to the FBI as 
Stellar-Wind derived information. Baker told the OIG that at this time he 
did not believe the FBI and NSA had the ability to track Stellar Wind tips on 
a timely basis. Baker said he mistakenly believed that as tips passed from 
the NSA to FBI Headquarters, and from there to FBI field offices for 
investigation, it would be exceedingly difficult to trace the specific source of 
the information in a sufficiently timely manner for inclusion in a FISA 
application. Baker provided his understanding to Judge Kollar-Kotelly, 
likening the Stellar Wind information in tips to the FBI as “salt in soup” that 
is impossible to extract once added. Based on Baker’s representations, 
Judge Kollar-Kotelly did not require the Department to identify whether a 
facility targeted in a FISA application was ever provided to the FBI under 
Stellar Wind.% 


Judge Kollar-Kotelly decided that the scrubbing procedures 
implemented under Judge Lamberth should continue, but she directed 


iptive phrase 
as a means of 
notiuying her that facilities targeted by the applications were also targeted 


under Stellar Wind. Baker said that while Judge Kollar-Kotelly understood 
that instances of dual coverage would occur, she did not want to appear to 
judicially sanction Stellar Wind coverage. Baker told us his impression was 
that Judge Kollar-Kotelly “did not want to rule on the legality of the 
program” by appearing to “authorize” the NSA’s technique for collecting the 
same information the government was seeking to collect under FISA.99 


%8 Baker eventually learned that the FBI and the NSA in fact did have some ability 
to track Stellar Wind information, As discussed in Chapter Six, in March 2004 Judge 
Koliar-Kotelly added to the scrubbing process a check performed by the FBI to determine 
whether any telephone numbers or e-mail addresses contained in a FISA application had 


ever been provided to the FBI in a Stellar Wind report. {fS//STEW//St>/e6 44} 


99 Judge Kollar-Kotelly later wrote about the dual coverage issue, in a January 12, 
2005, letter to Baker that discussed the “Stellar Wind Program and Practice Before the 
(Cont’d.) 
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Baker said he believes Judge Kollar-Kotelly was trying to protect the FISA 
Court and did not want the legality of the Court’s orders called into 


question. _{FS//+STLWH/SH eS ANE) 


Judge Kollar-Kotelly also directed OIPR to excise from FISA 
applications any information obtained or derived from Stellar Wind. Baker 
told Judge Kollar-Kotelly that OIPR could implement this requirement using 
the scrubbing procedures already in place, and that where the FBI included 
NSA information in an application determined to be Stellar Wind-derived, 


OIPR would excise it. {fS//STLW//SI/ ec 


Judge Kollar-Kotelly also instructed Baker to alert her of any 
instances where an application’s basis for the requisite probable cause 
showing under FISA was weakened by excising the Stellar Wind 
information. In such cases, Judge Kollar-Kotelly would then decide whether 
to approve the application with the knowledge that additional relevant 


information had been excised. MFSHSFEWHSHHOE4NF}- 


Even though Judge Kollar-Kotelly’s scrubbing process was intended to 
eliminate all Stellar Wind information from international terrorism FISA 
applications, she still required that scrubbed applications be filed with her 
only. In time, Judge Kollar-Kotelly relaxed this requirement and permitted 
other judges on the Court to handle these applications, although only after 


first being filed with her.!°°-(FS//STLW7/S?7//0CAN=- 


2. OIPR implements Judge Kollar-Kotelly’s Scrubbing 
Procedure -{TS//St//NF}— 


According to Baker and Skelly-Nolen, the mechanics within OIPR for 
determining whether an application contained Stellar Wind information or 
targeted a facility also targeted under Stellar Wind remained essentially 
unchanged after the transition from Judge Lamberth to Judge 
Kollar-Kotelly. However, the scrubbing process became more complex. For 


FISC.” The letter memorialized the information Judge Kollar-Kotelly received from the 
government about the program and how she requested the government to proceed in 
prepating and presenting applications, On the subject of dual coverage, Judge 
Kollar-Kotelly wrote, “Without opining on [Stellar Wind]-related legal issues, I have sought 
to protect the proper functioning of the FISA process, under which separate court 
authorities are granted to conduct foreign intelligence collection against a set of targets that 
overlaps the set of [Stellar Wind] targets,” We discuss this letter in Chapter Four of this 
report. 
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example, because only the Attorney General could sign the applications and 
Judge Kollar-Kotelly required that only she receive the applications (even 
after being scrubbed), Skelly-Nolen had to regularly visit the Attorney 
General’s and Presiding Judge’s residences with stacks of what Skelly-Nolen 
came to refer to as “AG-KK only” FISA applications. 


The situation was further complicated when Ashcroft was on overseas 
travel and his signature was needed for a scrubbed application ready to be 
filed. When this occurred, the classification of the application’s signature 
page was “downgraded” and then sent to Ashcroft by secure fax. The actual 
application was not faxed; instead, Skelly-Nolen typically included a 
statement from her or Baker with the signature page indicating that the 
application was proper and complied with the requirements of the FISA 
statute. Skelly-Nolen observed that in these cases Ashcroft essentially 
relied on her and Baker’s assessments of the applications — even though 
Skelly-Nolen was not read into Stellar Wind at this time. Scrubbed 
applications were handled similarly when Ashcroft was traveling 
domestically, although in those instances the applications could be provided 
along with the signature page if requested.19! 


Judge Kollar-Kotelly also required that hearings for the “AG-KK only” 
FISA applications and renewals be scheduled for late in the day or on the 
weekend, either in her courtroom chambers at the District Court for the 
District of Columbia or at her residence. According to Skelly-Nolen, Judge 
Kollar-Kotelly insisted on this practice so that the “AG-KK only” docket did 
not interfere with her regular court docket. From Skeily-Nolen’s perspective, 
this practice proved to be an “enormous burden,” particularly in cases 
involving applications to continue FISA coverage on targets of emergency 
authorizations.!92 Skelly-Nolen explained that these authorizations were, 
for “no good operations reason” that she was aware of, routinely approved 
by the Attorney General on Fridays, meaning that a FISA application had to 
be filed with the Court within 72 hours - by Monday — to continue the 
emergency surveillance coverage. However, because Judge Kollar-Kotelly 
had a regular court docket on Mondays, she required that any scrubbed 
FISA application seeking authority to continue surveillance initiated under 


10) Baker and Skelly-Nolen told the OIG that in their experience it was not unusual 
for an Attorney General or Deputy Attorney General to rely on OIPR’s representations that 
the FISA applications presented for signature satisfied the statute’s requirements, instead 
of reviewing the full contents of each application. (U/ HEtOT 


102 As previously described, under FISA during this time period, when the Attorney 
General reasonably determines that an emergency situation exists prior to obtaining a FISA 
order, the Attorney General may approve the use of electronic surveillance for a period of 
up to 72 hours without an order. (U) 
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emergency authorization be scheduled with her for Sunday. Skelly-Nolen 
stated that these cases would be in addition to the renewal applications that 
also had to be heard on Sundays so the authority for the surveillance in 
those cases did not expire and the coverage lapse, 


ESTE STEW TSH OEA- 


Baker identified another issue that stemmed from Judge 
Kollar-Kotelly’s requirement that only she receive dual coverage 
applications. The problem arose when Judge Kollar-Kotelly was out of town 
and unavailable to hear a dual coverage application. Baker’s solution was 
either to fly the application to the place Judge Kollar-Kotelly was located, or 
to contact the NSA and request that it “de-task” the facilities that the FISA 
application was targeting. In this way, the application could be presented to 
an alternative FISA Court judge because it no longer targeted facilities that 
were also targeted under Stellar Wind. 


For example, Baker described a situation where the FBI was urgently 
interested in a particular individual whose telephone was currently tasked 
by the NSA under Stellar Wind. In this case, Baker instructed the NSA to 
de-task the telephone number so the FBI’s FISA application could be 
presented to a judge other than Judge Kollar-Kotelly. To prevent any gap in 
coverage between the time the NSA detasked the telephone number and the 
Court approved the FBI’s application, surveillance was initiated under 
FISA’s emergency authorization provision and then presented to a FISA 
Court judge within the requisite 72 hours. According to Baker, proceeding 
in this fashion “made everyone comfortable,” including the NSA. Baker told 
us that this situation occurred a couple of times each year. 


HES STEW HSH HOC INE)— 


According to Baker and Skelly-Nolen, these examples illustrate how 
having only the Attorney General and a single judge on the FISA Court read 
into Stellar Wind complicated the FISA process. Baker said that “fairly early 
on” after being read into the program, Judge Kollar-Kotelly made several 
requests for other FISA Court judges to be read into the program. Baker 
told the OIG that these requests were generally made through him, orally 
and in writing, but was aware that on at least one occasion Judge 
Kollar-Kotelly made the request directly to Attorney General Ashcroft. 
Baker said that sometime prior to March 2004 he personally advised 
Ashcroft of Judge Kollar-Kotelly’s concerns, and that Ashcroft responded 
with words to the effect that the White House would not allow more judges 


to be read into Stellar Wind. {FSHSTEW HSH CCA 


In a January 12, 2005, letter to Baker, Judge Kollar-Kotelly 
summarized the situation, stating, “I have repeatedly asked that the other 
members of the FISC be given access to the same information that I have 
received regarding the [Stellar Wind] program, To date, the executive 
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branch has declined to do so, citing a need to maintain the strictest secrecy 


regarding [Stellar Wind].” {FS//SFEWH SH OEN} 


As a consequence of only Judge Kollar-Kotelly being read into Stellar 
Wind and her insistence that she alone handle applications scrubbed of 
Stellar Wind information or that involved tasking telephone numbers or 
e-mail addresses already tasked under Stellar Wind (dual coverage), by 
November 2004 she was handling approximately percent of all FISA 
applications. Judge Kollar-Kotelly also tended to hear successive 
applications regarding the same targeted facilities. She discontinued this 
practice in November 2004 and permitted other judges to hear scrubbed 
applications, Judge Kollar-Kotelly later wrote that her decision was “based 
on the operational systems” OIPR had in place to scrub applications and 
that she assured her colleagues “that they could properly decide [the cases] 
based on the information in each application, without the additional 
information on which I have been briefed, but which, to date, the other 


judges have not received.” -—FS//STFEW//SH OCTET 


V. FBI Initiates Measures to Improve the Management of Stellar 
Wind Information Ț4S}HNE} 


Following the terrorist attacks of September 11, the FBI had 
reallocated personnel and resources to counterterrorism operations, and 
established the Telephone Analysis Unit (TAU) to exploit telephone 


communications data. We described above howas te nts and 
analysts from this unit was reassigned to the which 
was responsible for handling the Stellar Wind reports provided by the NSA. 
4S} NEP 


In approximately May 2002, the TAU was renamed the 
Communications Analysis Unit (CAU) and became one of the units within 
the newly created Communications Exploitation Section (CXS). According to 
the first Acting CAU Unit Chief, the FBI’s vision for the unit_was that it 


would s PETES O 
The Stellar Wind 
program was one source for obtaining this LHSR 


In this section, we describe changes the FBI implemented in late 2002 
and early 2003 to manage the intelligence it received under Stellar Wind. 
These changes included attempts to improve coordination with the NSA, 
implement a more formal program to receive intelligence from the NSA and 
disseminate it to FBI field offices, educate the FBI field offices about the 
value of the intelligence and FBI Headquarters’ expectations concerning its 
use, and assign a small team of FBI personnel to work full-time at the NSA 


on Stellar Wind. +S//44}- 
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A. CAU Acting Unit Chief Evaluates FBI Response to Stellar 
Wind -—S//NF}- 


When the first CAU Unit Chief arrived at FBI Headquarters in 
September 2002, CXS was newly established and most of the Section’s 
15-20 staff was there on temporary duty assignments. The CAU was staffed 
similarly at this time, but also contained some professional support 
employees from other divisions at FBI Headquarters. -—S//4¥} 


The CAU Unit Chief said that the CAU’s mission was to support FBI 
international terrorism investigations — al Qaeda investigations in particular 
~— by analyzing telephone calling activity and e-mail communications. He 
explained that prior to September 11, 2001, the FBI analyzed telephone 
numbers received by field offices or other sources by querying the numbers 
against the FBI’s database, the FBI’s central 
repository for telephone subscriber data. However, he said the FBI’s 
database at that time was relatively small and had limited analytical 
capability. In the wake of the September 11 attacks, the FBI gained access 
to additional tools and began to utilize more sophisticated analytical 
techniques. Stellar Wind was one of those new tools. 


{FETT STEW TSE FOCTREPE 


The CAU Unit Chief said that after he was read into Stellar Wind in 
late September 2002, it was clear to him based on conversations with the 
CXS Acting Section Chief that the FBI wanted to increase its participation in 
the Stellar Wind program. As a counterterrorism agent in the FBI’s Chicago 
field office, the Unit Chief had some exposure to Stellar Wind in the form of 

leads. He told us that he had recalled thinking the 
leads were “stupid” and “not sensible.” He also said that he had been 
critical of the leads because they did not provide any context to the 
information, such as j j tated that the leads did not 
adequately explain th rankings associated with the 
telephone numbers, and the leads were not sufficiently specific as to what 


action the field office ected e. In his view, the intelligence 
disseminated by the ECs was not “actionable.” The Unit 
Chief told us that he could not figure out why FBI Headquarters was 


“pushing this stuff out” after September 11, and that other agents in the 


field shared his views.103 47S//STLWH/ST/ 1/66 / NF 


103 As previously described, former NSA Director Hayden told us that immediatel 
following the September 11 terrorist attacks the NSA modified the agency’s collection 


and that this resulted in a flood of telephone numbers to the FBI. Thus, it is possible that 
(Cont’d.) 
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After becoming the acting Unit Chief for the CAU and reviewing how 
the FBI was handling the -pia he learned that there 
was no unit that oversaw th and no guidance for how 
the NSA information should be processed by FBI analysts. He also said that 
the process in place — essentially re-typing into ECs the tearline information 
contained in Stellar Wind reports — merely “regurgitated” information that, 
by itself, was not actionable. He was not critical of the FBI analysts 
responsible for drafting the ECs, who simply performed this task as 
directed. Rather, he believed the process suffered from a lack of leadership. 
He described the FBI’s involvement in Stellar Wind up to this point as 
“happenstance” and said the FBI did not have “a real good handle on it.” He 
said that the deficiencies he identified were attributable in part to the 
significant resource challenges the FBI encountered after September 11, but 
he nevertheless considered the FBI’s effort to respond to the Stellar Wind 
information as “half-baked.” He said he therefore set about implementing 
changes within the CAU to better organize this effort, which he believed 
would improve the quality of the intelligence disseminated to FBI field 
offices. 


B. FBI Increases Cooperation with NSA and Initiates nn 
Project to Manage Stellar Wind Information 


The CAU Unit Chief said that the first step he took to improve the 
FBI’s involvement in Stellar Wind was to detail to the NSA one of CAU’s 
temporary duty special agents. He instructed the agent to form a working 
group at the NSA to identify any problems and evaluate the quality of the 
information provided in the NSA’s Stellar Wind reports, as well as the 
information that the FBI reported back to the NSA about tips.1°* The CAU 
Unit Chief said he took this step so that the NSA gained a “case agent’s 
perspective” on the type of information useful to FBI field offices, and also to 
explain to the NSA that the information that could be disseminated about 
the tippers should include “context” and “clarity” sufficient to justify the FBI 
conducting an inquiry under the FBI’s investigative guidelines.!°5 He said 
he did not believe that the NSA’s interest in obscuring the “sources and 
methods” associated with the information had to compromise the quality of 
the information provided to the FBI. He also said that the NSA needed to 


FBI agents’ early frustration with leads that provided telephone numbers was attributable 
in part to the leads generated under this NSA collection activity. FSH STEW SH ees 
04° The CAU Unit Chief recalled that the NSA had expressed frustration that the FBI 
never provided the NSA any responses to the tipped information. 8HP} 
103 FBI international terrorism investigations at this time were governed by the 
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. (U) 
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understand how the FBI investigated intelligence that it received, and that 
FBI agents did not have to know the specific sources and methods used to 
acquire information in order to effectively investigate the information. 


HSHNF} 


The CAU Unit Chief said that this liaison effort occurred over a couple 
of weeks, with the temporary duty agent driving to the NSA daily. According 
to the Unit Chief, the agent explained to NSA personnel what the FBI was 
permitted to do with certain types of information and that the NSA would 
receive more feedback from the FBI if the quality of the disseminable 
information about the tippers improved, The Unit Chief told us that 
following this exchange the NSA improved the Stellar Wind reports by 
providing better information in both the compartmented and tearline 


portions of the reports, 48HNF} 


In addition, the CAU Unit Chief told us that he took steps to increase 
cooperation within the FBI between CAU, which was part of an analytical 
section that supported counterterrorism investigations, and FBI 
Headquarters’ International Terrorism Operations Section, which was 
responsible for overseeing FBI counterterrorism investigations. The Unit 
Chief said that based on his experience in the field working 
counterterrorism cases, he believed it was important that the CAU analysts 
consult with agents in the operational section about leads the CAU 
proposed to set in the ECs. While he was confident the CAU analysts could 
identify logical investigative steps, he thought they should nevertheless 
coordinate with the operational personnel to see if there was agreement and 
to determine whether a lead potentially could affect any ongoing operations 
that the CAU was not aware of. He also noted that his CAU Unit Chief 
successors discontinued this practice, a decision he disagreed with and 
complained about to the Section Chief for CXS because he believed the 
program risked losing a measure of effectiveness and efficiency as a 


consequence. ASHP} 


Another step the CAU Unit Chief took relating to the FBI’s 
management of Stellar Wind information was to open an administrative file, 
or “control file,” to serve as the repository for all communications that the 
CAU sent to the field offices containing Stellar Wind information, as well as 
all communications the CAU received from field offices reporting the results 


of the investigative activity taken in response to assigned leads,1° As 
explained previously, the communications had been 
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disseminated from a subfile associated with the FBI’s international 
terrorism investigation of the September 11 attacks. In the EC requesting 
that a control file be opened for Stellar Wind information, the CAU Unit 
Chief wrote that “a dedicated control file for this project will better serve the 
specific needs of the special project and will add an additional layer of 


security for the source.” —FS//STLW//S1/+/0C AR 

A control file for Stellar Wind information_was opened on 
September 30, 2002, and given the designation ca From that 
point forward, all ECs that disseminated Stellar Wind tips were sent in 
connection with the a file.107 The ECs were classified at 
the Secret level and, similar to the Cs, included a 
vague explanation about the source of the information and a caveat 


concerning its use.!98 {fS7/STEW77S8H/ CENT 


107 The Unit Chief told us that Director Mueller held a telephone conference call in 
October 2002 with the heads of all FBI field offices and advised the 
Headquarters was working to improve the process for disseminating 
information to the field offices by adding both context and clarity to the communications. 
Director Mueller expressed his expectation that the offices would act on the information. 
According to the Unit Chief, Director Mueller essentially was trying to sell the program and 
ensure the “tool” was being used. Director Mueller told the OIG that he did not recall 
having specific discussions with the heads of FBI field offices about Stellar Wind 
information, 
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Several months later, in January 2003, the CAU Unit Chief sent an 
EC to all FBI field offices seeking “to clarify the mission of [CAU]... as well 
as to describe this unit’s distinct role in the FBI’s participation in the global 
war on terror.” The EC emphasized CAU’s capabilities in examining 
telephone calling activity and its liaison function with members of the U.S. 
Intelligence Community that are “in a unique position to provide potentially 
actionable intelligence to the FBI.” lained that many of the leads 
from the CAU were sent under the file. On the subject of 
investigative responses to leads, the EC stated: 


C. FBI Assigns CAU Personnel to NSA on Full-Time Basis 
{SHINE} — 


The CAU Unit Chief also assigned a team of FBI personnel to the NSA 
on a full-time basis to manage Stellar Wind information. The Unit Chief told 
us that shortly before his temporary duty assignment to FBI Headquarters 
was set to expire, he and the CXS Acting Section Chief briefed Director 
Mueller’s assistant — and later Director Mueller — about the role they 
recommended that the FBI take in the Stellar Wind program. The CAU Unit 
Chief recommended co-locating at the NSA approximately four FBI agents 
and analysts with remote access to FBI information systems. He likened the 
suggestion to a “task force environment” that would introduce the FBI’s 
investigative skills at the beginning of the NSA’s analysis of Stellar Wind 
information. Director Mueller approved the recommendation and told the 
CAU Unit Chief to implement it. -(S//NE)|- 


For the 
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The Memorandum of Understanding 
e NSA to facilitate the co-location was finalized in 
December 2002, and in February 2003 a CAU team began its co-location at 
the NSA to manage the FBI’s involvement in Stellar Wind. This co-location 


continues today. {fS7/STEW77SH7CCTNEY- 


VI. OIG Analysis (U) 


In analyzing the Department’s and the FBI’s involvement in the NSA’s 
expanded signals intelligence collection activity after the September 11 
attacks, it is important to recognize the exceptional circumstances that 
existed at the time. Many Department and FBI officials emphasized to us 
the sense of crisis and alarm during this period, and noted the widely 
shared concern within the Intelligence Community that a second wave of 
attacks was imminent. The Stellar Wind program was conceived and 
implemented amid these challenging circumstances. (8//N¥} 


This chapter described the role of Justice Department and FBI 
officials in the inception and early implementation of the Stellar Wind 
program, including the Department’s initial reviews of the legality of the 


program. {FSHEH NF} 


We believe that a significant problem during this early phase of the 
Stellar Wind program was the lack of a sufficient number of Justice 
Department attorneys read into the program to conduct an analysis of the 
program’s legality. The White House — and according to Gonzales, the 
President — determined who within the Department was permitted access to 
the program. We believe that Attorney General Ashcroft, who met frequently 
with the President on national security matters, was in a position to 
personally advocate for the read-in of an adequate number of attorneys 
necessary for the Department to perform a thorough and factually accurate 
legal analysis of the program. We know that Ashcroft’s request that his 
chief of staff David Ayres and Deputy Attorney General Larry Thompson be 
read into the program was not granted. But because Ashcroft did not agree 
to be interviewed, we were unable to determine from him whether he sought 
additional Department read-ins to assist in the legal analysis of the 
program, how hard he may have pressed for these additional resources, or 
whether he believed he was receiving adequate legal advice about the 


program from Yoo alone. —F8//S#} AF} 


As described in this chapter, John Yoo was the only Department 
attorney read in to work on the legal analysis supporting the program from 
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September 2001 through May 2003.109 As described in Chapter Four, 
Department officials who succeeded Yoo concluded that the analysis Yoo 
produced was significantly flawed and found the legal basis for aspects of 
the program to be lacking. We believe that reading in only one Department 
attorney to analyze the legality of the program impeded the Department’s 
ability to conduct a thorough and factually accurate legal analysis, and 
undermined the Department’s early role in the program. In Chapter Four 
we discuss the harm that resulted in late 2003 and early 2004 from the 
Department’s highly restricted access to the program. -—FS//8H//*F) 


We also described in this chapter how the harm attributable to the 
Justice Department’s insufficient early involvement in the program extended 
beyond conducting an analysis of the program’s legality. The Justice 
Department’s relationship with the FISA Court was put at risk by not having 
officials from OIPR and members of the FISA Court read into Stellar Wind 
when program-derived information started being disseminated as 
investigative leads to FBI field offices. In our view, it was foreseeable that 
Stellar Wind-derived information would be included in FISA applications.!1° 
OIPR Counsel Baker told us that the Department’s counterterrorism and 
counterintelligence efforts rely on good relations with the FISA Court and 
that candor and transparency are critical components of the relationship. 
Baker attributed the Department’s record of success with FISA applications 
and the improved coordination between intelligence agents and prosecutors 
to the strong relationship that the Department built with the Court. Baker 
believed, and we agree, that it would have been detrimental to the 
relationship if the Court learned that information from Stellar Wind was 


109 As was the case with Ashcroft, because Yoo did not agree to be interviewed we 
were unable to learn from him what if any efforts he made either within the Department or 
at the White House to advocate for additional attorneys — including his supervisor in OLC — 
to be read into the program to assist in his legal analysis. However, in his book “War by 
Other Means,” Yoo wrote of his experience working on the Stellar Wind program: 


While meeting with Ashcroft alone reflected the importance of the issues, it 
also placed me in a difficult position. I could not discuss certain matters 
with my DOJ superiors, or rely on the collective resources of OLC, which 
usually assigned several attorneys to work on an opinion. Operational 
security demanded by the war on terrorism changed some of OLC's standard 
operating procedures. 


War by Other Means at 101. —8},444}- 


110 The restrictions the FBI imposed on the use of program-derived information — 
that it could be used for “lead purposes” only and not for “legal or judicial purposes” (such 
as affidavits) — reflected a good faith and reasonable effort. However, such restrictions 
could not ensure that program-derived information would not appear in FISA applications. 
Indeed, this eventuality led to Baker’s discovery of the program, 
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included in FISA applications without the Court being told so in advance. 


Yet we are not aware of any effort or consideration on the part of 
Attorney General Ashcroft or officials at the White House to account for 
Stellar Wind’s impact on Justice Department FISA operations by reading in 
any OIPR officials or members of the FISA Court. In fact, as we described in 
this chapter, Baker was read into Stellar Wind only after hearing from an 
FBI colleague that “there is something spooky going on” with the collection 
of foreign-to-U.S. communications and subsequently reviewing a FISA 
application that contained “strange, unattributed” language that the FBI 
would not explain to him. Baker was read in when Daniel Levin, then 
Counselor to Ashcroft and Chief of Staff to Mueller, pressed White House 


officials for the clearance. {FS STEW HSHH OSANA} 


Moreover, White House officials initially rejected the idea of reading in 
members of the FISA Court, and then took no action even as Levin, who 
together with Ashcroft agreed with Baker that the Court needed to be 
informed about the program, continued to press the issue. It was not until 
Levin was required to sign and file a FISA application that Baker refused to 
handle because it contained Stellar Wind-derived information that the 
decision was made to read in a single judge (Presiding Judge Lamberth, 
followed by Presiding Judge Kollar-Kotelly). 4TSHSTLEWHSHOC4NF} 


The decisions to read in Baker and a member of the FISA Court, 
which in our view were unnecessarily delayed, were important steps in 
preserving the relationship the Justice Department had built with the 
Court. However, we believe that once Stellar Wind’s impact on the Justice 
Department’s FISA operations became evident, limiting read-ins to a single 
OIPR official and a single FISA Court judge was unduly restrictive and 
short-sighted. This chapter described how the scrubbing procedures 
imposed by the FISA Court and implemented by OIPR to account for Stellar 
Wind-derived information created concerns among some OIPR attorneys 
about the unexplained changes being made to their FISA applications. The 
scrubbing procedures also substantially distorted the assignment of cases 
to FISA Court judges and by Novemb 04 resulted in Judge 
Kollar-Kotelly handling approximately percent of all FISA applications. 
In our view, once Stellar Wind began to affect the functioning of the FISA 
process, OIPR and the FISA Court effectively became part of the program’s 
operations and the number of OIPR staff and FISA Court judges read into 
Stellar Wind to manage the impact should have increased. 


This chapter also described the FBI’s handling of Stellar Wind-derived 
information in the initial weeks and months of the program. The FBI’s chief 
objective during this period was to expeditiously disseminate 
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program-derived information to FBI field offices for investigation while 
protecting the source of the information and the method by which it was 
obtained. We concluded that the FBI’s procedures to meet thi lect 
were reasonable. The FBI personnel assigned to Seay 
pe eae a straightforward process for receiving Stellar Wind 
reports, reproducing the information in a non-compartmented, Secret-level 
format, and disseminating the information in Electronic Communications 
or ECs, to the appropriate field offices for investigation. =z 
ECs disseminated to FBI field offices also placed appropriate 
restrictions on how the information could be used, instructing field offices 
that the information was “for lead purposes only” and could not be used for 
any legal or judicial purpose. FBI personnel at the field offices we visited as 
part of our review generally were familiar with the restrictions. {S//NE)-— 


However, we found that the exceptionally compartmented nature of 
Stellar Wind created deficiencies in the FBI’s initial process for handling 
program-derived information and understandably frustrated agents 
assigned to hand leads. The limited resources 
allocated to th ampered the analysts’ ability to 
enhance Stellar Wind information with relevant FBI or public source 


information before dis inating leads to field offices for investigation. 
More significantly, — -- prohibited from disclosing 
information that agents traditionally w ccustomed to receiving with 
leads that required investigation. T ee 
consequently suffered from vagueness about the source of the information 
being provided and lacked factual details about the individuals allegedly 


involved with international terrorism and with whom the domestic numbers 
being disseminated possibly were in contact. {SHN} 


We found that the FBI sought over time to address these deficiencies 
and improve the effectiveness of its participation in the Stellar Wind 
program. In April 2002, transmitting Stellar Wind-derived leads to FBI field 
offices became a priority of the Communications Exploitation Section, and 
within it, the Communications Analysis Unit (CAU). The first chief of the 
CAU assigned a team of FBI personnel to work full-time at the NSA on 
Stellar Wind and to initiate the roject to manage the FBI’s 
participation in Stellar Wind. As we discuss in this chapter and in Chapter 
Six, these measures enhanced the FBI’s knowledge about Stellar Wind 
operations and gave the NSA better insight about how FBI field offices 
investigated Stellar Wind information, which improved Stellar Wind reports 
and the leads that were disseminated to FBI field offices. 


ES} STEW HSH OG AE} — 
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CHAPTER FOUR 
LEGAL REASSESSMENT OF STELLAR WIND 


(MAY 2003 THROUGH MAY 2004) {F8//SH/NF} 


By early 2003, while the operation of the Stellar Wind program had 
evolved, particularly with respect to the means by which intelligence from 
the program was provided to the FBI, the program still remained legally 
premised on John Yoo’s November 2001 and October 2002 Office of Legal 


Counsel memoranda. -+f8//S}/- 4A} 


This chapter describes the pivotal period between May 2003 and May 
2004 during which Yoo’s departure from the Office of Legal Counsel and the 
arrival of new officials at the Justice Department resulted in a 
comprehensive reassessment of the Stellar Wind program’s legal basis. This 
legal reassessment led to a contentious dispute between the Justice 
Department and the White House on the legality of important aspects of the 
program. This dispute eventually resulted in modifications to the operation 
of the program, and also contributed to the decision to place at least one 
aspect of the program under FISA authority. 


Section I of this chapter discusses how personnel changes within the 
Office of Legal Counsel led to a re-examination of Yoo’s legal analysis, 
culminating in a Justice Department legal position against continuing to 
certify the program and the resulting dispute with the White House. Section 
II describes how, faced with the prospect that the Attorney General, Deputy 
Attorney General, FBI Director, and other senior Department officials would 
resign in March 2004 if the program continued unchanged, the White House 
agreed to modify the program to conform it to the Department’s revised legal 


analysis. 


I. Justice Department Reassesses Legality of Stellar Wind Program 


A. Overview of Office of Legal Counsel (U) 


One of the responsibilities of the Assistant Attorney General for the 
Office of Legal Counsel (OLC) is to assist the Attorney General in his 
function as legal advisor to the President and all Executive Branch agencies. 
OLC drafts legal opinions for the Attorney General and also provides its own 
opinions in response to requests from the Counsel to the President, various 
agencies of the Executive Branch, and offices within the Department of 
Justice. OLC often deals with complex legal issues on which two or more 
agencies are in disagreement, and provides legal advice to the Executive 
Branch on constitutional questions, including the review of pending 
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legislation for constitutionality. Executive Orders proposed to be issued by 
the President are reviewed by OLC as to form and legality, as are other 
matters that require the President’s formal approval. OLC also reviews 
proposed orders by the Attorney General and all regulations requiring the 
Attorney General’s approval. (U) 


B. Personnel Changes within Office of Legal Counsel (U) 


John Yoo advised Attorney General Ashcroft and White House officials 
on the Stellar Wind program from the program’s inception in October 2001 
through Yoo’s resignation from the Department in May 2003. Upon Yoo’s 
departure, Patrick Philbin told the OIG that he was selected by the White 
House to assume Yoo’s role as advisor to the Attorney General concerning 
the program.!!1 With this personnel change came a fresh review of the legal 
underpinnings of the Stellar Wind program. We describe in the following 
sections the circumstances leading to what one official described as “the 


great rethink” of the program. {TS//SH/ ANF} 


1. Yoo’s Role in the Program 
(October 2001 through May 2003) (U) 


On September 11, 2001, and through November 2001, Daniel Koffsky 
was the Acting Assistant Attorney General for OLC. Koffsky was not read 
into the Stellar Wind program. Jay Bybee served as Assistant Attorney 
General for OLC from November 2001 until March 2003, when he became a 
judge on the U.S. Court of Appeals for the Ninth Circuit.!!2. Bybee also was 
never read into the Stellar Wind program. As discussed in Chapter Three, 
John Yoo, a Deputy Assistant Attorney General in OLC, had sole 
responsibility within that office and within the Department of Justice for 
developing the legal analysis relating to the Stellar Wind program until May 
2003.113 Bybee told us he was not aware at the time that Yoo was drafting 
legal opinions in connection with a compartmented program. 4FSHSHHNF}— 


Bybee told us that the OLC normally adheres to a tradition called the 
“two Deputy rule,” so that OLC opinions are reviewed by two OLC Deputy 
Assistant Attorneys General before going to the OLC Assistant Attorney 
General for approval. Bybee said that the purpose of this rule is to ensure 


11 On June 1, 2003, Philbin became an Associate Deputy Attorney General. 
However, he told us that he still technically remained a Deputy Assistant Attorney General 
in OLC and was thus “dual-hatted.” (U) 

112 Bybee was nominated by President Bush to serve on the Ninth Circuit in May 
2002 but was not confirmed by the Senate until March 2003. (U) 


na Yoo’s major opinions about electronic surveillance and Stellar Wind are 


summarized in Chapter Three. -F8//St/7NF}— 
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the quality of the legal research and soundness of the legal analysis. In 
addition, Bybee stressed that the Assistant Attorney General must be aware 
of all opinions that issue from the OLC. Bybee said that the OLC Assistant 
Attorney General has an obligation to “see the whole picture” and is the only 
person in the office who knows the full range of issues that are being 
addressed by the OLC. Bybee also said the Assistant Attorney General is 
the only official in that office who can assure that OLC opinions remain 
consistent. Bybee stated that the Assistant Attorney General, as a 
Senate-confirmed official, has ultimate accountability for the work of the 
office. Bybee noted that, by contrast, the Deputy Assistant Attorney 

General position, though political, does not require Senate confirmation, (U) 


Bybee told the OIG that it would not be unusual for a Deputy 
Assistant Attorney General such as Yoo to have direct contact with the 
White House for the purpose of rendering legal advice. Bybee stated that it 
is “not clear” whether or to what extent the Attorney General needs to be 
kept informed of such contacts, However, Bybee said that the Attorney 
General may appropriately decide to ask a single OLC attorney to work on a 
particular project, but that it is “not the White House’s call” to make such 
assignments because the White House may not be aware of what advice the 
OLC is providing to other Executive Branch agencies. Bybee told us that 
during his tenure as Assistant Attorney General he did not know that Yoo 
was working alone on a sensitive compartmented program, and he had no 
knowledge of how Yoo came to be selected for this responsibility. (U) 


Philbin said he believed that White House Counsel Gonzales and Vice 
President Cheney’s Counsel David Addington had selected Yoo to draft the 
OLC’s opinions on Stellar Wind and other national security programs, and 
that Yoo was the “obvious choice” to assume this role because of his 
expertise in war powers issues and the authority of the 
Commander-in-Chief.!!4-{S,}/44- 


Gonzales told the OIG he understood that Yoo had asked others 
within OLC to help out with specific legal issues during this period without 
telling them what they were being asked to assist with, and Yoo then 
aggregated that work into his memoranda concerning electronic surveillance 
and the Stellar Wind program. Gonzales also stated that Yoo did not 
consult with any experts outside the Department in drafting his 


memoranda,!15 4FSHSHINFP}— 


114 As discussed in Chapter Three, Yoo had been given responsibility for working on 
national security issues prior to the inception of the Stellar Wind program, (U) 


118 When Gonzales testified before the Senate Judiciary Committee on February 6, 
2006, he stated that although he was not at the Department when the program 
commenced, “I suspect — in fact I’m fairly sure — that there were not discussions with 
(Cont’d.) 
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As noted above, neither Yoo nor Ashcroft agreed to be interviewed for 
the OIG’s investigation. Other witnesses gave the OIG various accounts of 
Yoo’s interactions with Attorney General Ashcroft and with the White House 
concerning the program. Gonzales told us that Yoo regularly advised 
Ashcroft on the legal aspects of the program so that Ashcroft could continue 
to certify it as to form and legality. Gonzales also said that it was 
incumbent on Ashcroft as Attorney General to satisfy the Department’s legal 
obligations regarding the program. Gonzales told us he thus understood 
Yoo’s opinions as representing the opinions of the Department. However, 
Gonzales acknowledged that White House officials consulted with Yoo and 
sought his advice without going through the Attorney General or Bybee — 
Yoo’s supervisor — although Gonzales also said they did not seek 
Department approval from Yoo concerning the Stellar Wind program. 


Other witnesses described their concerns regarding Yoo’s direct 
contacts with the White House, and with Addington and Gonzales in 
particular, Philbin said he told Addington that Yoo’s direct access to 
Addington on legal matters was “not a good way to run things,” referring to 
the lack of oversight of an OLC Deputy Assistant Attorney General by a 
supervisor. Philbin stated that there was nothing wrong with assigning a 
project to a subordinate, but not without the head of the office knowing 
what the subordinate was doing. (U) 


Jack Goldsmith told us that when he became the Assistant Attorney 
General for the Office of Legal Counsel in October 2003, he learned that 
Yoo’s contacts with the White House had had the effect of cutting the 
Attorney General “out of the loop,” a practice Goldsmith said he resolved not 
to continue with any OLC attorney. (U) 


Goldsmith also told us the White House had wanted Yoo to replace 
Bybee as the Assistant Attorney General for the Office of Legal Counsel 
following Bybee’s confirmation as a judge on the Ninth Circuit, but that 
Ashcroft blocked the move. Yoo resigned from the Department in May 
2003.116 (U) 


outside expertise at the Department, although I don’t know for sure.” An NSA Associate 
General Counsel for Operations told the OIG that Yoo visited the NSA for a briefing about 
the program at some point alter he had drafted his November 2, 2001, legal memorandum. 


116 Jn addition to working on the legal analysis for the Stellar Wind program while 
at the Justice Department, Yoo also worked on at least one other project involving a Top 
Secret compartmented detainee interrogation program. In contrast to the Stellar Wind 
program, the OIG determined that at least three OLC attorneys, including Bybee and 
Philbin, worked on the program’s legal analysis with Yoo or participated by supervising his 
work. In addition, attorneys from the Department's Criminal Division and from other 

(Cont’d.) 
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2. Philbin Replaces Yoo (U) 


Patrick Philbin joined the Department as a Deputy Assistant Attorney 
General in the Office of Legal Counsel on September 4, 2001.117 He was 
read into the Stellar Wind program in late May 2003, just before Yoo left the 
Department. Philbin said that he, accompanied by Yoo, was read into the 
program by Addington in Addington’s office in the Old Executive Office 
Building. Philbin told us that Addington provided an overview of the 
program, describing the two basic categories of collection as “content” and 
“meta data.” Philbin said that later, based on his legal analysis of the 
Stellar Wind program, he developed the “three baskets” terminology to 
describe more specifically the three types of collections. 


Philbin said he was told by Addington he was being read into the 
program because Yoo was leaving the Department and another attorney was 
needed to review the threat assessments that supported the Presidential 
Authorizations and to then advise the Attorney General on recertifying the 
program as to form and legality.1!8 Philbin said he also was told that he and 
the Attorney General were the only Justice Department officials who were 
supposed to be involved in this “review and recertification” process. Philbin 
told us he was aware that OIPR Counsel James Baker had also been read 
into the program; however, Philbin stated that Addington told him he should 
not discuss the program with Baker and should only advise the Attorney 
General on the program. Philbin said he believed Addington did not want 
Philbin speaking with Baker about the program because Addington had 
always taken the position that the program should be kept as 


compartmented as possible, !19 -—FS//SH-/NS- 


agencies were regularly consulted by Yoo in his drafting of the legal memoranda on the 
legality of this program. Yoo told the Department’s Office of Professional Responsibility that 
Attorney General Ashcroft determined who was allowed to work on the memoranda for the 
detainee interrogation program. Transcript of Interview of John Yoo by Office of 
Professional Responsibility, June 7, 2005, at 12. 


17 Prior to joining the Department Philbin had been at a private law firm and had 
specialized in telecommunications law. (U) 


118 When asked whether he had any knowledge of the program prior to being read 
in, Philbin said he did not, but he recalled that in the fall of 2001 he had a discussion with 
Yoo about some general electronic surveillance issues. Yoo told Philbin that Yoo was told to 
work alone on this particular matter. Yoo did not state who had given him this instruction. 


119 Baker told us he was not similarly advised to avoid discussions with Philbin 
about the program, nor was he aware that Addington had instructed Philbin not to discuss 
the program with him, In fact, according to Baker, Philbin initiated several conversations 
with Baker about the operational details of the program as Baker understood them at the 
time. (U) 
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The day after being read into the program, Philbin moved from the 
Office of Legal Counsel to the Office of the Deputy Attorney General to 
become an Associate Deputy Attorney General, although technically he still 
retained his OLC Deputy Assistant Attorney General position and was thus 
“dual-hatted.” Philbin took over the “national security portfolio” from David 
Kris, who had recently left the Department. Philbin stated he was 
“somewhat concerned” that he would be advising the Attorney General on 
the Stellar Wind program even though Deputy Attorney General Larry 
Thompson, Philbin’s supervisor, was not read into the program. However, 
Philbin said he anticipated at the outset that his work on the program 
would not require a lot of his time. {8//N¥}- 


3. Initial Concerns with Yoo’s Analysis (U) 


Philbin said that after he was read into the Stellar Wind program he 
believed he needed to do “due diligence” to learn about the program. He 
said he reviewed Yoo’s legal opinions about the program and realized that 
Yoo had omitted from his analysis any reference to the FISA provision 
allowing the interception of electronic communications without a warrant 
for a period of 15 days following a congressional declaration of war. See 50 
U.S.C. § 1811. Philbin also stated that Yoo’s OLC opinions were premised 
on the assumption that FISA did not expressly apply to wartime operations, 
an assumption that from Philbin’s perspective rendered the opinions 
“problematic.” Philbin said that this gap in Yoo’s analysis was his first 
indication that the legal reasoning underpinning the Presidential 


Authorizations would have to be revisited. (FS//SFEW//SH//0C/NE) 


Philbin said the second indication of problems with Yoo’s analysis 
came when he read a summ document Yoo had prepared concerning the 
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120 See Presidential Authorization of April 22, 2003 at para. 4(b)(i) & (ii). The 
April 22, 2003, Authorization was the only Authorization personally approved as to form 
and legality oys bie He sts dee the Authorization on April] 18, 2005; five days before the 
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Philbin said the errors in the Yoo’s talking points document 
represented “a significant step toward the realization that the whole legal 


analysis was screwed up.” Philbin told us he felt he could not rely on the 
existing analysis and that he needed to “build from the ground up.” 


4. Problems with 


4TSHSTLWHSIHOGFNF} 


In addition to the flaws Philbin identified in Yoo’s legal analysis 
Philbin told us he grew increasingly concerned tha 


122 Philbin told us he visited the NSA three times during the summer of 2003 in an 
effort to learn how the program operated. Several officials we interviewed told us that 
Philbin understood the program well, in part due to his background in telecommunications 


law. (U//FOUO} 
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Philbin said that he and later Goldsmith recognized that the existence 
of the Stellar Wind program would be disclosed at some point in the future. 
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5. Other Collection Concerns {S//NF} 


Philbin told us that during the summer of 2003 he identified other 
concerns about the Stellar Wind program. First, Philbin said he began to 
believe that the existing OLC memoranda failed to describe the 


Philbin said he also had concerns over 


(FSHSTFEWHSHTO67NF) 


6. Decision to Draft New OLC Memorandum (U) 


In August 2003, Philbin brought his concerns about the OLC legal 
opinions to Attorney General Ashcroft. Philbin told Ashcroft that there were 
problems with the legal analysis supporting the program but probably not 
with the conclusions reached. Philbin told us that he believed that since 
the conclusions would not change there would be no need to “pull the plug” 
on the analytically problematic aspects of the program. Philbin said he 


123 
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therefore advised that Ashcroft could continue to certify the program “as to 


form and legality.” {FSHSIH NA 


However, Philbin also recommended that a new OLC memorandum be 
drafted. According to Philbin, Ashcroft concurred, told him to continue 
working on his analysis, and asked to be kept updated on Philbin’s 
progress. After meeting with Ashcroft to discuss the issue, Philbin said he 
began to write a new memorandum on the legality of the entire Stellar Wind 


program. 125 _{TS//St/+ 7 NF] 


C. Reassessment of Legal Rationale for the Program 


428}/ST// NE} 
1. Goldsmith Becomes OLC Assistant Attorney 
General (U) 


Jack Goldsmith told the OIG that he was recommended for the 
Assistant Attorney General position by Yoo after Yoo was not selected for the 
position. Goldsmith stated that during his interview for the position, 
Attorney General Ashcroft and Ashcroft’s Chief of Staff David Ayres 
emphasized that the OLC Assistant Attorney General must keep the 
Attorney General informed of matters the Office of Legal Counsel was 
working on and stressed the importance of keeping the Attorney General “in 
the loop.” Goldsmith told the OIG that he believed Ashcroft and Ayres 
raised these issues as a result of their experience with Yoo. (U) 


Goldsmith was selected for the position, confirmed by the Senate, and 
on October 6, 2003, was sworn in as the OLC Assistant Attorney General. 


(U) 


According to Goldsmith, he was told by Department colleagues that 
the procedures OLC historically followed in drafting its opinions were 
changing and that the Attorney General was being circumvented in the new 


125 Philbi i he was not certain at the time that Ashcroft fully understood 
th ecause the subject matter was “difficult.” Philbin also stated 
that for “client management” purposes, he needed to first make sure that he too fully 
understood the issues before raising his concerns to others. He said he did not just want 
to be “a naysayer” identifying problems, but also wanted to propose solutions. He said that 
the program would be examined by Congress one day and that the legal analysis had to be 
“carefully done to protect the President.” Philbin said he therefore believed that the OLC 
legal memoranda had to be rewritten to achieve that objective. Philbin told us he also was 
concerned that the program not appear like a “rogue operation,” but rather as a responsible 
approach to collecting intelligence with adequate controls and oversight. In this regard, 
Philbin emphasized that it would be important to demonstrate that the program had 
appropriate restrictions based on the law, and that the restrictions guarded against abuses. 
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process. Goldsmith said that OLC Principal Deputy Assistant Attorney 
General Ed Whelan also told him that OLC’s procedures, built on custom 
and practice but still “hugely important,” had “broken down” prior to 
Goldsmith’s arrival as the Assistant Attorney General. (U) 


Goldsmith told us that he also became aware that Ashcroft sensed’ 
there was a White House-Office of Legal Counsel relationship over which 
Ashcroft did not have full control. Goldsmith said that when he became the 
OLC Assistant Attorney General he immediately moved to “bring things back 
to normalcy” by, for example, making sure all OLC memoranda were 
provided to client agencies for review and input and that all memoranda 
were reviewed by two OLC deputies, as was the traditional OLC practice, !26 
(U) 


With regard to the Stellar Wind program, Philbin told us he had 
always intended to request that Goldsmith be read into the program after 
Goldsmith was confirmed by the Senate. Philbin said that he went to the 
White House and asked Addington (and possibly Gonzales) to have 
Goldsmith read into the program. Philbin stated that Addington told him 
that he would have been “fine” with not allowing Goldsmith to be read in, 
and that Philbin would have to justify the request before Addington would 
convey the request to the President. Philbin told us he explained to 
Addington that he would need to have the head of OLC sign off on the new 
memorandum he was writing or the memorandum would lack credibility. 


(U/ /F949} 


On November 17, 2003, Goldsmith was read into the Stellar Wind 
program by Addington in Addington’s office.!27 Philbin was also present. 
On the way to the read-in, Philbin told Goldsmith to “prepare for your mind 
to be blown.” Goldsmith told us that the read-in took approximately 5 
minutes, and when it was over he remarked to Philbin, “That doesn’t seem 


126 Goldsmith’s view of how the OLC should operate was later echoed by a 
subsequent head of the office, Steven Bradbury. In a May 16, 2005, internal OLC guidance 
memorandum entitled “Best Practices for OLC Opinions,” Bradbury emphasized that OLC 
legal memoranda should reflect the positions and expertise of interested agencies, and he 
also stressed the importance of a rigorous peer review process within the office before 
finalizing OLC memoranda, (U) 


127 After Ashcroft, Yoo, Baker, and Philbin, Goldsmith was only the fifth non-FB1 
Justice Department official to be read into the Stellar Wind program since the program’s 
inception over 2 years earlier. Philbin stated that prior to Goldsmith’s arrival at the 
Department and subsequent read-in to the program, he had no one to help him draft a new 
legal memorandum and no one other than Ashcroft with whom to discuss the legal issues. 
He told the OIG that it was extremely beneficial to have another attorney working with him 
on the project. Philbin also told us he did not press the White House to read in additional 
attorneys during the summer 2003 period before Goldsmith arrived at the Department. 
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so bad.” Goldsmith said that 3 weeks later, after studying the matter, he 
would'come to a “different conclusion.” (U/ 


2. NSA Denied Access to OLC Memoranda (U/QUQ) 


One of the first Stellar Wind meetings Goldsmith and Philbin attended 
after Goldsmith’s read-in was held in the DOJ Command Center with 
Addington, NSA Deputy General Counsel Vito Potenza, and NSA Inspector 
General Joel Brenner, Goldsmith stated that the NSA Inspector General 
requested a copy of the OLC legal memoranda regarding the program as 
part of an audit the NSA Office of the Inspector General wanted to conduct 
of the program. According to Goldsmith, Addington “bit [the Inspector 
General’s] head off,” and made it clear that the memoranda would not be 


provided to the NSA OIG. (FSHSHHNF} 


Goldsmith said he learned either at that meeting or shortly thereafter 
that NSA’s Office of General Counsel also had been denied access to the 
OLC memoranda. Bob Deitz, the NSA General Counsel during this period, 
told the NSA OIG that he was never permitted to see Yoo’s legal memoranda, 
Dietz stated that he called Addington several weeks after the first 
Presidential Authorization was signed and asked if he could see a copy of 
Yoo’s memorandum (likely the November 2, 2001, memorandum), and that 
Addington responded “no.” Dietz said that Addington would only read “a 
paragraph or two” from the memorandum to him over a classified telephone 
line. Deitz stated that he never advised Yoo on his legal analysis, although 
he did advise NSA Director Hayden that he thought the program was legal 
and within the President’s authority. (FSHSH7NF} 


The OIG also interviewec ny the NSA’s Associate General 
Counsel for Operations during Yoo’s and Goldsmith’s tenure in OLC. 
told us that he was not troubled by the fact that other senior NSA 
officials had been denied access to Yoo’s legal memoranda, and that he felt 
no need to review them. stated that his primary concern with 
respect to the legality of the program was whether “Justice was comfortable 
with it.” also stated that he assumed that the Justice Department 
would find the program legal by resolving the tension between FISA and the 
President’s inherent Commander-in-Chief authority based upon the doctrine 
of constitutional avoidance. 


Goldsmith told us he found it “shocking” that the NSA was not 
provided access to Yoo’s legal memoranda. He stated that the decision to 
withhold the memoranda was one of the “most astonishing things” he 
learned about how the program was handled, and that he could not “draw a 
good inference” from that fact, Goldsmith emphasized that under the 
Stellar Wind program the NSA had been asked to do something contrary to 
its ordinary practices, and yet was not allowed to review the legal 
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justifications for being permitted to do it. Goldsmith told us he believed 
that the NSA might have identified problems or mistakes in Yoo’s analysis 
early in the program had it been given access to his memoranda. 


Goldsmith told us that upon becoming the Assistant Attorney General 
he intended to reverse the practice of keeping OLC memoranda closely held, 
and that he also decided he would seek client agency expertise in drafting 
these documents. (U) 


3. Goldsmith Joins Effort to Reassess Legal Basis for the 
Program (fS//SH/NF) 


In the two or three weeks following his read-in to the Stellar Wind 
program, Goldsmith reviewed several documents to educate himself about 
the program. These included the memorandum that Philbin had already 
begun to draft (which included a description of how the program worked 
operationally), Yoo’s memoranda, and older OLC memoranda concerning 
surveillance activities. After Goldsmith familiarized himself with the 
program, Goldsmith provided Philbin with additional research and helped 


supplement Philbin’s draft memorandum. {FS//STLW//SH 686A) 


Goldsmith stated that Philbin had done an “amazingly heroic job” in 
reviewing the program. Goldsmith believed “ninety-nine out of a hundred” 
attorneys in Philbin’s position, having been asked simply to opine as to form 
and legality, would have just relied on the previous Office of Legal Counsel 
memoranda. Goldsmith said that Philbin, however, was not convinced by 
those memoranda and therefore did not rely on them. In addition, 
Goldsmith noted that Philbin sought to understand the program as it was 
actually implemented at the NSA before advising the Attorney General on its 


legality. {ESHSHHNE 


(Cont’d.) 
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AUMF Bec i Legal Rationale 
Supportin of the Stellar Wind 


Goldsmith concluded the NSA’s interception o 
did not comply with FISA’s 
requirement to obtain judicial authorization, and did not fall within any of 
the exceptions to this requirement. Goldsmith later wrote in his legal 
memorandum reassessing the legality of the program that a proper analysis 


ee Goldsmith’s May 6, , memorandum enttied ~ 


gality O 
the Stellar Wind Program” (Goldsmith Memorandum, May 6, 2004). This memorandum is 
discussed in Section II C below, FS STEWH SH 7064F} 


113 
-TOP SECRET//STLW//HCS/SYH/ORCON/NOFORN 


APPROVED FOR PUBLIC RELEASE 


TOP SECRET//STLW//HCS/SI//ORCON/NOFORN 


of Stellar Wind “must not consider FISA in isolation” but rather must 
consider whether Congress, by authorizing the use of military force against 
al Qaeda, also “effectively exempts” such surveillance from FISA. Goldsmith 
concluded that this reading of the AUMF was correct because the AUMF 
authorized the President to use “all necessary and appropriate force” against 
the enemy that attacked the United States on September 11, 2001, and to 
“prevent any future acts of international terrorism against the United 
States” by such enemy — authority that has long been recognized to include 


the use of signals intelligence as a military tool. {F8//STEW//SH/ (ee) 


Alternatively, Goldsmith reasoned that even if the AUMF did not 
exempt surveillance under the program from the restrictions imposed by 
FISA, the question was sufficiently ambiguous to warrant the application of 
the doctrine of constitutional avoidance, and therefore should be construed 


not to prohibit the activity.!3! {TS//STLW//SI//6G AR} 


131 In his May 6, 2004, memorandum, Goldsmith concluded that if nA 
PN 22 1rents under the AUMF did not create 
sufficient ambiguity as to trigger the doctrine of constitutional avoidance, FISA as applied 
would represent an unconstitutional infringement on the President’s exclusive authority as 


Commander-in-Chief in wartime to protect the nation from attack. 
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5. Office of Legal Counsel Raises its Reassessment of the 
Stellar Wind Program (December 2003 through 


January 2004)183 -~FS//SH/NF) 


During late 2003, Goldsmith and Philbin continued their analysis of 
the legal bases for the Stellar Wind program, During this time Philbin and 
Goldsmith were the only two Department officials in a position to brief the 
Attorney General and White House officials on the status of their legal 
reassessment and its potential ramifications for the operation of the 


program.13+ {FS//SH/}/ NF} 


With the existing Presidential Authorization set to expire on 
December 11, 2003, Goldsmith and Philbin met with Ashcroft on 
December 8, 2003, to advise him on recertifying the program as to form and 
legality. Goldsmith wrote in notes that he maintained during this time 
period that at the meeting he and Philbin “note[d] problems gently” to 
Ashcroft. Goldsmith told us Ashcroft was “extraordinarily supportive” of his 
and Philbin’s efforts to reassess the legality of the program and made clear 
his view that the program had to be on solid legal footing. 


Goldsmith advised Ashcroft that, despite concerns about the program, 
Ashcroft should certify the December 9, 2003, Authorization. Goldsmith 


133 The narrative in this and the following sections is based on our interviews o 
Philbin, Goldsmith, Comey, Mueller, Gonzales, and others. We also relied on Philbin’s and 
Goldsmith’s contemporaneous notes, Goldsmith’s chronology of events that he wrote during 
this period, Mueller’s Program Log documenting events in March 2004, and Attorney 
General Ashcroft’s FBI security detail log of events that occurred while Ashcroft was 
hospitalized from March 4 through March 14, 2004, among other documents. (U) 


134 James Comey became the Deputy Attorney General on December 9, 2003, but 
was not read into the program until over 2 months later, (U) 
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later advised Ashcroft to certify the January 14, 2004, Authorization as well. 
Goldsmith told us he made these recommendations to Ashcroft with the 
caveat that although he believed Yoo’s memoranda to be flawed, Goldsmith 
had not yet concluded that the program itself was illegal. (FS/}/SH//NE}- 


Based on Goldsmith’s advice, Ashcroft certified the December 9, 2003, 
and January 14, 2004, Authorizations. {FSHSWHNĘ 


In December 2003 Philbin and Goldsmith informed Ashcroft that they 
believed Comey, who was sworn in as the new Deputy Attorney General in 
December 2003, also needed to be read into the program. Philbin said he 
justified this request by noting that he would be traveling abroad for 2 
weeks later that month on an unrelated Justice Department matter.!35 (U) 


In December 2003, Goldsmith and Philbin met with Addington and 
Gonzales at the White House to express their growing concerns about the 
legal underpinnings for program, Goldsmith said he told them that OLC 
was not sure the program could survive in its current form. According to 
Goldsmith’s notes, these discussions did not contemplate an interruption of 
the program, although the White House represented that it would “agree to 
pull the plug” if the problems with the program were found to be sufficiently 
serious. Goldsmith told us that the White House - typically through 
Addington — told him “several times” that it would halt the program if the 
Department found that it could not be legally supported. (F8//SH//N2) 


Philbin told u 
he © ’e preli 


Goldsmith to continue analyzing the program and that if serious problems 


were found, the program would be shut down. +F8//STEW//SH/eCANE) 


On December 18, 2003, while Philbin was abroad, Goldsmith met 
again with Addington and Gonzales. Goldsmith wrote in his chronology that 
this time he conveyed with “more force” his “serious doubts and the need to 
get more help to resolve the issue [as soon as possible].” Goldsmith also 
told Addington and Gonzales that he needed more resources to continue 
examining the legality of the program. They responded to this request by 
telling Goldsmith that Philbin should devote all of his time to the project. 


1353 As discussed in Chapter Three, Comey’s predecessor as Deputy Attorney 
General, Larry Thompson, was never read into the Stellar Wind program despite Ashcroft’s 
request to the White House on behalf of both Thompson and Ashcroft’s chief of staff. 


(U/ F969} 
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Goldsmith told us that he asked to have Comey read into the program. 
According to Goldsmith’s notes, Addington and Gonzales “bristle[d]” at that 
suggestion. Goldsmith told us he made the request for Comey to be read in 
because he believed he would need the Deputy Attorney General’s 
assistance to help “make the case” to the White House that the program was 
legally flawed. Goldsmith also stated that he wanted Comey read in 
because, as the Deputy Attorney General, Comey was Philbin’s direct 


supervisor. —FS7/61/ (44+ 


We asked Gonzales when he first became aware that the Department 
had concerns about the legality of the Stellar Wind program. Gonzales 
stated that he remembered that sometime after Philbin and Goldsmith 
joined the Department, they decided to conduct a programmatic review of 
the legal basis for Stellar Wind. Gonzales said that he welcomed this review, 
and that it was always important to reassess the value of or need for the 
program, as well as its legality. Gonzales told us he thought that Goldsmith 
and Philbin’s review arose out of concerns about Yoo’s November 2, 2001, 
opinion and that their review was limited to that document. Gonzales said 
that Goldsmith periodically told him that Philbin was reviewing the program 
and that some questions had been raised or that some changes to the 
program might be needed as a result of their reassessment. Gonzales said 
that he told Goldsmith to let him know how the review was progressing. 
Gonzales also told us he did not recall getting into any specific discussions 
with Goldsmith about OLC’s concerns until early March 2004. 


In contrast, Goldsmith told us he had been “crystal clear” with 
Gonzales and Addington that the Office of Legal Counsel had concerns 
about the legality of aspects of the program as early as December 2003, 
although Goldsmith also acknowledged that his discussions with Gonzales 
and Addington became more detailed in March 2004. Goldsmith told us 
that he gave the two White House officials the same caveats he gave 
Ashcroft when advising him on the legality of the program — that there were 
flaws in Yoo’s analysis, but that OLC had not yet concluded that the 


program itself was illegal. +fS//Si//NFY 


Goldsmith's efforts to gain the White House’s permission to have 
others (including Comey) read into the program continued through January 
2004, According to Goldsmith’s notes, both Addington and Gonzales 
pressed Goldsmith on his reason for the request and continued to express 
doubt that additional resources were needed. However, in late January the 
White House agreed to allow Comey to be read in, provided that Philbin 
devoted all of his time to his analysis of the program and, according to 
Goldsmith, that the Department’s legal analysis be completed by March 
2004 when the Presidential Authorization was due to be renewed. (U) 
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6. Deputy Attorney General Comey is Read into the 
Program (U) 


Comey became the Deputy Attorney General on December 9, 2003, 
and was read into the Stellar Wind program on February 17, 2004. Comey 
told us that he had no awareness of the program prior to being readin. He 
said he learned after his read-in that Addington had resisted Goldsmith and 
Philbin’s efforts to have him read in earlier, Comey said Addington was the 
“gatekeeper” for Stellar Wind and wanted to keep the program a “close hold,” 
(U) 


Comey told us that NSA Director Hayden personally wanted to 
conduct Comey’s read-in to the program. Hayden read in Comey at the 
Justice Command Center in a briefing that took approximately 20 to 30 
minutes. Comey said that, at the read in, Hayden explained the “three 
baskets” to him. 


Comey told us that after Hayden left the Command Center, Comey 
and Philbin continued discussing the program. Philbin told Comey that 
there were problems with the legality of the program and that there were 
“operational issues” as well. Comey told us that his initial reaction to the 
program was “unprintable.” He said he thought that the NSA could not 
collect the content of certain communications covered by the program 
outside of FISA authority. Hayden told the OIG that Comey raised no 
objections to him about the program upon being read in. (U) 


Within the first month after being read in, Comey discussed the 
program with Ashcroft, Goldsmith, Philbin, and other Department officials 
who had been read in by this time, including James Baker, Counsel for 
Intelligence Policy; Chuck Rosenberg, Comey’s Chief of Staff, and Daniel 
Levin, Counsel to the Attorney General.!36 Comey said he did not recall 
having any discussions about the program with FBI Director Mueller during 
this period. (U) 


Comey also recalled meeting with Scott Muller, the CIA General 
Counsel, shortly after being read into the program. Comey said that he told 
Muller about the legal concerns Philbin and Goldsmith had raised regarding 
Yoo’s analysis and that Muller agreed that the concerns were well founded. 
(U) 


Comey also told us that Goldsmith had identified for Comey as a 
particular concern the notion that Yoo’s legal analysis entailed ignoring an 


36 Levin had just returned to the Department after working in private practice and 
serving as a Bush Administration liaison to the September 11 Commission, Rosenberg was 
read into Stellar Wind in 2003 while serving as Counsel to FBI Director Mueller. (U) 
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act of Congress, and doing so in secret. Comey stated that Goldsmith 
described such action as “breathtaking,” Comey agreed, describing the 
action as “unprecedented.” (U) 


D. Office of Legal Counsel Presents its Conclusions to the 
White House (U) 


On March 1, 2004, Philbin completed a first draft of a revised OLC 
opinion on the Stellar Wind program. According to Goldsmith’s notes, at 
this time Goldsmith and Philbin had not yet concluded “definitively” that 


there was “anything — sui with the ral with the possible 
exception of the scope of 
FS} STEWHSH OCA} — 


In explaining the rationale for the revised opinion, Comey described to 
the OIG his view of two approaches or standards that could be used to 
undertake legal analysis of government action. If the government is 
contemplating taking a particular action, OLC’s legal analysis will be based 
on a “best view of the law” standard. However, if the government already is 
taking the action, the analysis should instead focus on whether reasonable 
legal arguments can be made to support the continuation of the conduct. 137 
Comey said that because Stellar Wind was an ongoing program, Goldsmith 
and Philbin’s analysis proceeded under the second approach. Under this 


approach, at this point they concluded that there were reasonable legal 

ar ents to be made to continue the collection ass 
but they still had not identified a legal 

argument to support 

{E57} STLW}/SI//OC/NE} 


Comey said that during early March 2004 the sense was that “we can 
get there” as MS frees j j essive legal is. 


However, he said that collection o 


(FSHSTEWHSH796F8F} 


137 Goldsmith emphasized to us that this second situation almost never presents 
itself, and that OLC rarely is asked to furnish legal advice on an ongoing program because 
the pressure “to say ‘yes’ to the President” invariably would result in applying a lower 
standard of review. Goldsmith stated that OLC’s involvement in Stellar Wind was 
“unprecedented” because OLC is always asked to review the facts and formulate its advice 


“up front.” SHE} 
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On March 1, 2004, Comey met with FBI Director Mueller to inform 


him that the OLC had found problems wi 
Wind program, particularly with the 
According to a log Mueller kept documenting events in March 2004 


concerning the program, Comey said he was trying to work out these 
problems with the OLC and “other interested parties.”45° Mueller told us 
that March 1, 2004, was when he first became aware of the Department’s 
concerns about the legal support for the program. Mueller described the 
FBI as “recipients of information from the program,” and that the dialogue 
as to the program’s legality was between the Department and the White 
House. 


1. March 4, 2004: Comey Meets with Ashcroft to 
Discuss Problems with the Program (U) 


Comey told us he met with Attorney General Ashcroft for lunch on 
March 4, 2004, to discuss the Stellar Wind program. Comey reminded 
Ashcroft of the details of the program and said he used salt and pepper 
shakers and a knife to represent the three baskets during the discussion. 
According to Comey, Ashcroft agreed with Comey and OLC’s assessment of 
the potential legal problems, and he instructed Comey to “just fix it” and 
“tell them to make the changes that need to be done.” 


{PS} STEW} 1ST HOC/NE}— 


Comey said he assumed Ashcroft meant that Comey should reach out 
to the NSA and the White House for the necessary changes. The 
Presidential Authorization in effect at the time was due to expire on 
March 11, 2004. Comey said Ashcroft did not discuss with him whether he 
would recertify the program as it was currently being authorized by the 
President. 


Comey also described Ashcroft as being frustrated, and said he was 
“beating himself up” because he was “in a box” with Yoo, yet was learning 
from Philbin, Goldsmith, and now Comey that parts of the program were not 
in their view legally supportable. !39_4{TS//SI//NBE)V- 


After the lunch meeting on March 4, Comey traveled to Phoenix, 
Arizona, to make a speech. Three hours after their lunch meeting, Ashcroft 
was struck with severe gallstone pancreatitis and was admitted to the 


38 Mueller told us he maintained the program log because “[t]hese were 
extraordinary circumstances about which I would one day be questioned.” Mueller said the 
program log was drafted “relatively contemporaneously” with the events described in it. (U) 


139 By the time Ashcroft received OLC’s preliminary findings concerning the legality 
of the program in December 2003, he had already certified the program as to form and 
legality approximately 20 times. 
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George Washington University Hospital, After being informed that Ashcroft 
was hospitalized, Comey returned to Washington the next morning on an 


FBI jet. (U) 


2. March 5, 2004: Comey Determines Ashcroft is 
“Absent or Disabled” (U) 


On March 5, 2004, Goldsmith advised Comey by memorandum that 
under the circumstances of Ashcroft’s medical condition and 
hospitalization, a “clear basis” existed for Comey to determine that “this is a 
case of ‘absence or disability’ of the Attorney General” within the meaning of 
28 U.S.C, § 508(a). This statute provides: 


In case of a vacancy in the office of Attorney General, or of his 
absence or disability, the Deputy Attorney General may exercise 
all the duties of that office, and for purposes of section 3345 of 
title 5 the Deputy Attorney General is the first assistant to the 
Attorney General. (U) 


Goldsmith’s memorandum further advised Comey that he could serve 
as Acting Attorney General until Ashcroft’s absence or disability no longer 
existed, and that Comey could exercise “all the power and authority of the 
Attorney General, unless such power or authority is required by law to be 
exercised by the Attorney General personally.” See 28 C.F.R. § 0.15(a). 
Goldsmith noted in the memorandum that there are “very few duties” that 
can be exercised only by the Attorney General. Goldsmith wrote that, 
except for these duties, Comey could opt to exercise the duties of the 
Attorney General as Deputy Attorney General rather than as Acting Attorney 
General, noting, “Your office has informed us that this is your intention.”!49 


(U) 


Goldsmith’s memorandum to Comey referenced an attached draft 
memorandum for Comey’s review, which would memorialize Comey’s 
decision to invoke 28 U.S.C. § 508(a) in writing, although Goldsmith advised 
that it was not necessary to do so. The “cc” line of Goldsmith’s 
memorandum to Comey indicated that a copy of the memorandum was also 


140 According to an e-mail sent on March 5, 2004, at 9:15 a.m. from OLC Special 
Counsel Daniel Koffsky to OLC Principal Deputy Assistant Attorney General Edward 
Whelan and other Department officials, among the duties that can only be exercised by the 
Attorney General or his designee is the authority ta approve FISA applications to engage in 
electronic surveillance of a specific type of agent of a foreign power based on requests of 
certain high level officials. 50 U.S.C. § 1804(e)(2)(A). This section represents an exception 
to FISA’s general conferral of authority on the Attorney General, a term that is defined to 
include the Acting Attorney General and the Deputy Attorney General. See 50 U.S,C. 

§ 1801(g). (U) 
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sent to White House Counsel Gonzales.!4! As discussed below, a significant 
dispute between White House and Department officials later arose over 
whether the White House in fact received notice of Comey’s decision to 
assume the powers of the Attorney General, whether as Deputy Attorney 
General or otherwise. (U) 


3. March 5, 2004: Goldsmith and Philbin Seek 
Clarification from White House on Presidential 
Authorizations (U) 


On the afternoon of Friday, March 5, 2004 - 6 days before the 
Presidential Authorization then in effect was set to expire — Goldsmith and 
Philbin met with Addington and Gonzales at the White House to seek 
clarification on two key issues related to the Authorizations. (U//#6U6) 


cy exp 
briefing the President on this new legal approach to justifying the program, 


4TS//STLYY SH OG ANF} 


141 A March 12, 2004, e-mail from Ashcroft’s Chief of Staff David Ayres to Deputy 
White House Counsel David Leitch detailing the Department's efforts to inform the White 
House Counsel’s Office of Ashcroft’s hospitalization and Comey’s assumption of Ashcroft’s 
duties shows that Ayres confirmed the White House's receipt of a facsimile from OLC 
advising the White House of Comey’s decision to exercise “all the power and authority of the 
Attorney General... in [his] capacity as Deputy Attorney General.” Ayres also wrote in the 
e-mail that a copy of OLC’s “legal memorandum” was sent to White House Counsel 
Gonzales. Ayres also wrote in the e-mail that he personally called Harriet Miers, a White 
House Deputy Chief of Staff, and informed her that Comey “had assumed the Attorney 
General's responsibilities[.]” Ayres wrote in the e-mail that he also informed others at the 
White House of Comey’s status, including another White House Deputy Chief of Staff [Joe 
Hagin] and the White House Cabinet Secretary [Brian Montgomery]. (U) 
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created a serious issue. Gonzales stated 
that Goldsmith’s argument on this point was that Congress had spoken on 
the matter by enacting FISA, but Yoo previously had opined that FISA was 
unconstitutional to the extent it infringed on the President’s 
Commander-in-Chief authority to conduct electronic surveillance without a 


judicial warrant.142 (FS//STLW//ST Oe AY 


Gonzales also told us that the March 5, 2004, meeting with Goldsmith 
and Philbin represented the first substantively detailed discussion he had 
with the OLC officials regarding their concerns with the existing legal 
analysis and their reservations about continuing the program as it had been 
operating. As noted above, Goldsmith said that he had informed Gonzales 
and Addington about his general concerns with Yoo’s legal analysis of the 


program as early as December 2003. FSHSHNF}- 


Later that day on March 5, Gonzales called Goldsmith to request a 
letter from the OLC stating that Yoo’s prior OLC opinions “covered the 
program.” Philbin told the OIG that Gonzales was not requesting a new 
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opinion that the program itself was legal, but only that the prior opinions 


had concluded that it was. +F8//S_} AA 


4. March 6 to 8, 2004: The Department Concludes That 
Yoo’s Legal Memoranda Did Not Cover the Program 
(U) 


As a result of Gonzales’s request on March 5, Goldsmith re-examined 
Yoo’s memoranda with a view toward determining whether they adequately 
described the actual collection activities of the NSA under the 
Authorizations. Goldsmith told us that after a brief review, he called Philbin 
to tell him he agreed with Philbin’s assessment that Yoo’s memoranda were 
problematic from a factual standpoint. Philbin said that through this 


Tre-e€xamin 


Goldsmith’s account of the response to Gonzales’s request was 
similar. Goldsmith also stated that his and Philbin’s conclusion that Yoo’s 
memoranda failed to adequately describe the 
meant that OLC could not tell the White House that the program could 
continue under the authority of those legal memoranda. Goldsmith stated 
that he and Philbin realized at this point that the program had been 
conducted for 2 years without a proper OLC review. Specifically, both 
Goldsmith and Philbin stated that they had always viewed Yoo’s legal 
analysis as poorly reasoned; however, they were now realizing that Yoo’s 
factual description of the program was inaccurate and incomplete as well, 
and thus did not “cover” aspects of the program. Goldsmith said Gonzales’s 
request for ratification of Yoo’s memoranda “forced [the Office of Legal 
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Counsel's] hand” and was the point at which the “presumption in favor of 


legality flipped.”!44 {FSHSFEWHSHHOCANF} 


On Saturday, ae ss o> ae = ats e aiii 
that they believed the 
n aa Goldsmith also told Comey that the White House would 


have to be notified of this development. Comey agreed with this 


recommendation. -—FS//SFEW 81/7 CEs NF} 


Later on March 6, Goldsmith and Philbin went to the White House to 
meet with Addington and Gonzales to convey their conclusions that the 


According to Goldsmith’s chronology of these events, Addington and 
Gonzales “reacted calmly and said they would get back with us.” Goldsmith 
told us that the White House was now worried that it was “out there,” 
meaning that it was implementing a program without legal support. 


On Sunday afternoon, March 7, 2004, Goldsmith and Philbin met 
again with Addington and Gonzales at the White House.!*5 According to 
Goldsmith, the White House officials informed Goldsmith and Philbin that 
they disagreed with Goldsmith and Philbin’s interpretation of Yoo’s 
memoranda and on the need to change the scope of the NSA’s collection.146 
Gonzales told us he recalled the meetings of March 6 and 7, 2004, but did 
not recall the specifics of the discussions. He said he remembered that the 
overall tenor of the meetings with Goldsmith was one of trying to “find a way 


forward.”147 {FS//+5H}/NF}— 


14 As noted in Chapter Three, Gonzales told us that he believed Yoo’s memoranda 
described as lawful activities that were broader than those carried out under Stellar Wind, 
and that therefore these opinions “covered” the Stellar Wind program. ~FS//S1//83)— 


145 Gonzales told us that White House Chief of Staff Card may also have been 
present for this meeting. Goldsmith’s chronology indicates that only Addington and 


Gonzales were present. (U) 


146 In discussing these early March meetings with the OIG, Goldsmith told us that 
Addington had stated on more than one occasion that Goldsmith was the head of OLC and 
if he determined that the program needed to be shut down, it would be shut down. 
Goldsmith told us he believed that the White House officials’ references to “shutting down 
the program” extended only to those aspects of the program for which no legal support 
could be found. Goldsmith also told us that he did not know whether Addington and 
Gonzales were keeping the President informed of OLC’s concerns.-{fS7/SH /AF}- 


17 As noted above, Gonzales was represented by counsel during his interview with 
the OIG, Also present during the interview because of the issue of executive privilege was a 
Special Counsel to the President, Emmitt Flood. We asked Gonzales whether the President 


had been informed by this point in time of the OLC position regarding the lack of legal 
(Cont'd.) 
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On the evening of Sunday, March 7, 2004, Goldsmith and Philbin met 
with Comey in Comey’s office to again review Yoo’s opinions and make sure 
all three agreed with the conclusion that the opinions failed to support the 
Stellar Wind program as it was being implemented. Philbin said that until 
Gonzales’s March 5 request for a letter from the OLC stating that Yoo’s prior 
OLC opinions “covered the program,” he and Goldsmith had intended to 
recommend that the program be recertified 

C 


According to Goldsmith’s chronology, there was no interaction with 
the White House on the issue on the following day, Monday, March 8, 2004. 
Goldsmith wrote in his chronology of events for this day: “Monday, 
March 8: Silence.” (U) 


5. March 9, 2004: White House Seeks to Persuade 
Department and FBI to Support Continuation of the 


Program +S//N¥} 


On Tuesday, March 9, 2004, Gonzales called Goldsmith to attend an 
early morning meeting (at 6:00 or 6:30 a.m.) at the White House to discuss 
the issues regarding Yoo’s memoranda and the Stellar Wind program.!49 
Goldsmith called Philbin and told him to meet Goldsmith at the White 
House. According to Goldsmith, Philbin was allowed into the White House, 
but Gonzales excluded Philbin from the meeting despite Goldsmith’s 
requests that Philbin be allowed to participate. —8//44+- 


support for the program and . Flood 
objected to the question on relevancy grounds and advised Gonzales not to answer, and 


Gonzales did not provide us an answer. However, when Gonzales commented on a draft of 
this report, he stated that he would not have brought Goldsmith and Philbin’s “concerns” to 
the attention of the President because there would have been nothing for the President to 
act upon at that point. Gonzales stated that this was especially true given that Ashcroft 
continued to certify the program as to legality during this period. Gonzales stated he 
generally would only bring matters to the President’s attention if the President could make 
a decision about them, 


19 Gonzales told the OIG that he did not recall this meeting. Both Goldsmith and 
Philbin told the OIG about the meeting, The meeting is also briefly described in 
Goldsmith’s contemporaneous notes and chronology. (U) 
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Goldsmith said Gonzales tried first to persuade him that he and 
Philbin were wrong to conclude that Yoo’s memoranda did not provide 
sufficient legal justification to cover the parts of the program that OLC had 
identified as problematic, but that Gonzales did not persuade him on this 
point. Gonzales next argued for a “30-day bridge” to get past the upcoming 
March 11, 2004, Authorization. Gonzales reasoned that Ashcroft, who was 
still hospitalized, was not in any condition to sign the upcoming 
Authorization, and that a “30-day bridge” would move the situation toa 
point where Ashcroft would be well enough to approve the program. 
Goldsmith told Gonzales he could not agree to recommend an extension. 


FSH SENET 


Goldsmith said Gonzales noted that Ashcroft had certified the 
program as to form and legality for the previous two and a half years, yet 
now Comey was the Acting Attorney General. Goldsmith said the 
implication of Gonzales’s statement was that not approving the March 11, 
2004, Authorization would “undercut” Ashcroft. Goldsmith said he made 
clear to Gonzales that Ashcroft was “supportive” of his and Philbin’s 
analysis. Goldsmith’s notes from the meeting also indicate that Gonzales 
stated that he did not “want to face” Ashcroft in the hospital. Goldsmith 
told us he recommended to Gonzales that he not visit Ashcroft. 150 


4ES}} SHANE) 


Goldsmith said his discussion with Gonzales lasted about 1 hour. 
Philbin was then brought into Gonzales’s office and the issues were 
discussed again. According to Goldsmith’s chronology, nothing was 
resolved during the meeting. (U) 


At noon that day, another meeting was held in Andrew Card’s office at 
the White House. According to Director Mueller’s program log, Mueller, 
Chief of Staff Card, Vice President Cheney, CIA Deputy Director John 
McLaughlin, Hayden, Gonzales, and other unspecified officials were present. 
Comey, Goldsmith, and Philbin were not invited to this meeting. Mueller 
described this gathering as a “pre-meeting” in anticipation of another 
meeting that was to be held later that afternoon in which the Justice 
Department officials (Comey, Goldsmith, and Philbin) would be 
participating.!5! (U) 


150 At noon on March 9, 2004, Attorney General Ashcroft underwent surgery at the 
George Washington University Hospital. The surgery was completed by 2:30 p.m, (U) 


131 Mueller prepared for this meeting by meeting earlier that morning with Michael 
Fedarcyk, the Chief of the FBI’s Communications Exploitation Section; General Counsel 


Valerie Caproni; and possibly others. Mueller’s program log indicates that Fedarcyk 
a: collected.” -PSH SH/7 NF 


“appears unaware of details of ho 
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According to Mueller’s notes, a presentation on the value of the Stellar 
Wind program was given by CIA and NSA — 
explained to the group that Comey “has problems” wi 
Mueller’s notes state that Vice President Cheney suggested 
that “the President may have to reauthorize without [the] blessing of DOJ,” 


to which Mueller responded, “I could have a problem with that,” and that 
the FBI would “have to review legality of continued participation in the 


program.” {TSHSTEWHSHTO€E7NFY 


A third meeting was held at the White House that afternoon, at 4:00 
p.m. The meeting included Comey, Goldsmith, and Philbin, in addition to 
Vice President Cheney, Card, Addington, Gonzales, Hayden, Mueller, CIA 
General Counsel Muller, McLaughlin, and approximately 10 NSA analysts. 
Gonzales told us the meeting was held to make sure that Comey understood 
what was at stake with the program and to demonstrate its value. {S//NF} 


At the beginning of the meeting the NSA analysts made a presentation 
to Comey, Goldsmith, and Philbj i presentation consisted 
of charts showing the — | paren that could 
be generated from Stellar Wind-derived information, as well as a description 
of “success stories” resulting from the program. Comey told us that the 
cases the analysts highlighted were not in his view the Stellar Wind 
successes that the analysts claimed, and that he felt “the NSA had no good 
stories to tell about the program.”153 Comey also told us that the collection 
of content communications under Stellar Wind was somewhat duplicative of 
existing FISA coverage, and that only the meta data collection under baskets 
2 and 3 represented truly new capabilities. However, Comey said he did not 
challenge the analysts on the assertion that Stellar Wind was a critical 
anti-terrorism tool because the value of the program was not his primary 
concern. Rather, Comey said he was willing to concede the program’s value, 
and that his concern was with its legality. 


Goldsmith told us that he did not believe it was his place to judge the 
value of the program from an intelligence-gathering standpoint. Goldsmith 
told us he found persuasive a remark by Hayden that even though there 
may not have been major successes under the program to date, the program 
still could produce successes in the future. However, both Goldsmith and 


t52 Mueller’s notes indicate tha were cited as 
fobs during the presentation. We discuss briefly in this chapter and 


in Chapter Six, {FS//STLW//SIL1OC/NE) 


153 Comey specifically questioned whether th case was a legitimate 
“success story” under the Stellar Wind program. Th case, as well as other cases 


cited as successes under Stellar Wind, is discussed in Chapter Six. 
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The NSA analysts were excused after their presentation and the 
meeting continued. Comey said Vice President Cheney stressed that the 
program was “critically important” and warned that Comey would risk 
“thousands” of lives if Comey did not agree to recertify it. Comey said he 
told those at the meeting that he, as the Deputy Attorney Gener ising 
the powers of the Attorney General, could support a t 

154 g 


According to Comey, the White House said it could not agree to that 


modification. 4FSHSEWHSH OSHNA 


Comey also told us he was certain the White House understood him to 
be the acting in Attorney General Ashcroft’s stead during this meeting. (U) 


Gonzales told us that he came away from the meeting with the 


understanding that Comey 
ear 4) (FSH}SFEWHY SHOE ANE P+ 
6 


Conflict Ensues between Department and White 
House (U) 


Each of the Department witnesses we interviewed concerning the 
Department’s discussions with the White House during this time period 
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emphasized the sense of pressure and anxiety that pervaded the 
discussions in March 2004, For instance, Comey said discussions during 
the meeting at the White House on March 9 became heated as he sought to 
convey to everyone how difficult it was for the Department to take the 
position it was taking, and how hard the Department officials were working 
to find a solution. Comey also stated that Vice President Cheney was 
“understandably frustrated” because the Department was changing its 
advice to the White House about the program. (U) 


Goldsmith also recalled that at one point during these meetings with 
the White House, Addington told him that if he narrowed the Stellar Wind 
program Goldsmith “will have the blood of 100,000 American lives on his 


hands,”"—{S//NF}- 


Goldsmith observed to us that from the White House’s point of view, 
due to the timing of the events, and in particular with Ashcroft in the 
hospital, it appeared to the White House that a “palace coup” was taking 
place at the Department of Justice. Goldsmith said that this perception was 
somewhat understandable under the circumstances. (U) 


Philbin also stated that tensions were high during this period and that 
the Department and White House “started to divide into camps.” Philbin 
added that Department and White House officials were “starting to attribute 
motives” to each other. Philbin said he thought Addington came to believe 
that Comey was opposed to recertifying the program for “political reasons,” 
and that Comey wanted to be on the “politically right” side of the dispute. 

(U) 


Comey said that his dealings with Gonzales, Card, Addington, and 
others at the White House were generally civil. Comey acknowledged that 
there was tension between the Department and the White House during the 
March 2004 period, but believed that it resulted primarily from differences 
in legal perspectives. (U) 


I. White House Continues Program without Justice Department’s 
Certification 


The Presidential Authorization under which the program was 
operating during early 2004 was set to expire on March 11, 2004. As 
described in the preceding section, Comey concurred with the views of 
Goldsmith and Philbin, and as the Deputy Attorney General exercising the 
powers of the Attorney General Comey refused to certify the program as to 
form and legality. He conveyed this decision to the White House during the 
meeting on the afternoon of March 9, 2004. In response, as described 
below, the President decided to reauthorize the program without the Justice 
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Department’s support, precipitating a serious confrontation between White 


House and Department officials. (FS//STEW//S1/+ (eC AE 


A. White House Counsel Gonzales Certifies March 11, 2004, 
Presidential Authorization —FS//SH 44}- 


1, March 10, 2004: Office of Legal Counsel Presses for 
Solicitor General to be Read into Program (U) 


Goldsmith, Philbin, and Comey met in the early afternoon of 
March 10, 2004, to discuss the meeting at the White House the day before 


and how the Department should proceed. Goldsmith an 
reconfirmed their position to Comey that collection unde 
Sa reg fh CAS TLGOS EE P ES -AHE)- 


Goldsmith and Philbin also recommended to Comey that Solicitor 
General Theodore Olson be read into the program. Goldsmith told us that 
Olson had been at the Department for a long time and had valuable 
experience and credibility. Goldsmith said that given the importance of the 
decisions being made at the Department concerning the program at this 
time, he believed it was imperative to have Olson read in. (U) 


Comey agreed with Goldsmith and Philbin, and he directed Goldsmith 
to call Gonzales to reaffirm the Department’s position on the program and 
also to request that Olson be read in. (U) 


Goldsmith called Gonzales at 2:20 p.m. o i 
the Department could not support the legality “peptone ia 
aoa T ae then being implemented under the program. 
Goldsmith also told Gonzales of the “urgent need” for approval to read Olson 
into the program. Goldsmith’s notes indicate that he called Gonzales twice 


that day with the request to have Olson read in, but by early evening had 


not heard back from Gonzales. {FSHSTEWH SHION} 


- March 10, 2004: Congressional Leaders Briefed on 
Situation (U) 


Gonzales told us that after President Bush was advised of the results 
of the March 9, 2004, meeting, the President instructed Vice President 
Cheney on the morning of Wednesday, March 10, to call a meeting with 
congressional leaders to advise them of the impasse with the Justice 
Department. On the afternoon of March 10, at approximately 4:00 or 5:00 
p.m., Gonzales and other White House and intelligence agency officials, 
including Vice President Cheney, Card, Hayden, McLaughlin, and Director 
of Central Intelligence George Tenet, convened an “emergency meeting” with 
Congressional leaders in the White House Situation Room. The 
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congressional leaders in attendance were Senate Majority and Minority 
Leaders Bill Frist and Tom Daschle; Senate Select Committee on Intelligence 
Chairman Pat Roberts and Vice Chairman Jay Rockefeller; Speaker of the 
House Dennis Hastert and House Minority Leader Nancy Pelosi; and House 
Permanent Select Committee on Intelligence Chair Porter Goss and Ranking 
Member Jane Harman. This congressional group was known informally as 
the “Gang of Eight.” (U) 


No officials from the Department were present at the meeting. When 
we asked Gonzales whether the White House had given any consideration to 
inviting Department officials to attend, Gonzales declined to answer on the 
advice of the Special Counsel to the President, who was present during 
Gonzales’s interview with the OIG.155 (U) 


Gonzales told us that President Bush also directed him to 
“memorialize” the meeting, although Gonzales said he could not recall 
whether the President directed him to do so before or after the meeting. 
Gonzales did not take notes during the meeting. Rather, he said he wrote 
down his recollection of the meeting within a few days of Wednesday, 
March 10, probably, according to him, the following weekend.156 Gonzales 
said that, with the exception of a single phrase discussed below, he wrote 
his notes in one sitting in his White House office. (U) 


The notes indicate that President Bush appeared briefly at the start of 
the meeting to explain how important the meeting was. Vice President 
Cheney, who chaired the meeting, gave a general explanation of the program 
and indicated that the purpose of the meeting was to “discuss potential 
legislation to continue the program.” According to Gonzales’s notes, Hayden 


then explained the c 5 
under the program. 

155 However, when Gonzales commented on a draft of this report, he stated that the 
Department was not invited to the meeting because the purpose of the meeting was to 


advise the congressional leaders that a legislative fix was necessary, not to describe or 
resolve the legal dispute between the Department and the White House. (U//#6U0} 


156 Gonzales’s handling of his notes from this meeting later became the subject of a 
separate OIG misconduct investigation. The OIG found that when Gonzales became the 
Attorney General in 2005, he took the notes, which contained TS/SCI information relating 
to the Stellar Wind program, from the White House and improperly stored these notes at 
his residence for an indeterminate period. When he brought the notes to the Justice 
Department, he kept them in a safe near his office that was not cleared for storage of 
TS/SCI material. The OIG also determined through this investigation that Gonzales 
improperly stored several other TS/SCI documents in the safe near his office, many of 
which concerned Stellar Wind. The OIG’s report, entitled “Report of Investigation Regarding 
Allegations of Mishandling of Classified Documents by Attorney General Alberto Gonzales,” 
was released by the OIG on September 2, 2008, and can be found at 
http:/ /www,.usdoj.gov/oig/special/s0809/index.htm. —S7//NFr 
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157 According to Gonzales’s notes, the 
briefers e meeting and the remaining participants discussed the 
need for legislation so that the program’s intelligence collection activities 


could continue. #fS//STEW//SH OE ANE}— 


Gonzales’s notes indicate that when he was asked at the meeting wh 
the Authorization, Gonzales responded 


about the basis for the Department’s concerns about the legal support for 
the program. {FS HSFEWH SHOS — 


The notes indicate that Andrew Card stated that “it would be hard to 
explain if another attack occurred and we could have stopped it with this 
tool.” Gonzales’s notes then state: 


- Andy asked if anyone had any reservation and no one spoke up 
raising an objection 


- The VP said that what I am hearing is that we should go forward with 
the program for a period of 30-45 days and see if there was a 


legislative fix. {FSH SHTNF} 


The notes indicate that Vice President Cheney read aloud proposed 
language of new legislation. However, the notes do not describe the 
proposed legislation that was discussed. (U) 


According to Gonzales’s notes, the reactions and comments of the 
congressional leaders were as follows: Both Hastert and Roberts “said they 
now felt an obligation to use the tool,” although according to the notes 

ei j e 
Roberts said that if Comey would not certify 
the Authorization “he should be fired.” Harman suggested that another 
branch of government “should have some role, checks and balances on the 
program” and raised the possibility of involving the FISA Court. According 
to the notes, Gonzales responded to Harman’s suggestion by volunteering 
that it would be possible to have the Presiding Judge of the FISA Court 
“approve or develop the guidelines to protect privacy rights.” The notes 
state that Daschle felt it would be “impossible to get [new legislation] passed 


(U) 


157 Gonzales told us he was unable to recall i i 
= ee sa said he did not recall whether it had to do wit 
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without it becoming very public.” Rockefeller was “concerned about privacy 
safeguards” and was advised of “the 39 steps followed [by the NSA] to make 
sure privacy concerns were addressed.” According to the notes, Pelosi 
expressed concern about giving “total discretion” to the President and 
discussed the need for the proposed legislation to be periodically renewed by 


Congress and that it not be permanent. 4FS//STLW//s1//06c Ae) 


Gonzales told us he initially left a gap in one section of the notes 
where he described Pelosi’s comments. He stated that a day or so later, 
after recalling what she had said at the meeting, he filled in the gap with the 
following italicized language: “Pelosi said tell DAG that everyone is 
comfortable and the program should go forward,”158 (U) 


3. March 10, 2004; Hospital Visit (U) 


Gonzales told us that following the meeting with the congressional 
leaders during the afternoon of March 10, President Bush instructed him 
and Card to go to the George Washington University Hospital to speak to 
Ashcroft, who was recovering from surgery in the intensive care unit. The 
events that followed, which are recounted below, are based on notes from 
Ashcroft’s FBI security detail, Goldsmith’s notes, and Mueller’s program log; 
the OIG’s interviews of Gonzales, Comey, Goldsmith, Philbin, and Mueller; 
and Comey and Gonzales’s congressional testimony.!59 (U) 


At 6:20 p.m. on March 10, Card called the hospital and spoke with an 
agent in Ashcroft’s FBI security detail, advising the agent that President 
Bush would be calling shortly to speak with Ashcroft. Ashcroft’s wife told 


158 When Gonzales testified before the Senate Judiciary Committee on July 24, 
2007, he essentially described the congressional leaders’ reactions to the March 10, 2004, 
Gang of Eight briefing as he did in his handwritten notes of the briefing, stating, “The 
consensus in the room from the congressional leadership is that we should continue the 
activities, at least for now.” However, after Gonzales testified, Representative Pelosi, 
Senator Rockefeller, and Senator Daschle issued statements to the media sharply disputing 
Gonzales's characterization of their statements at the March 10, 2004, briefing, and stating 
that there was no consensus at the meeting that the program should proceed. See 
“Gonzales, Senators Spar on Credibility,” by Dan Eggen and Paul Kane, The Washington 
Post (July 25, 2007). Pelosi’s office also issued a statement that she “made clear my 
disagreement with what the White House was asking” concerning the program, See 
“Gonzales Comes Under New Bipartisan Attack in Senate,” by James Rowley, 
Bloomberg.com (July 24, 2007). We did not attempt to interview the congressional leaders 
and obtain their recollections as to what was said at this meeting, because this was beyond 
the scope of our review. (U) 


159 Comey described the events surrounding the hospital visit in testimony before 
the Senate Judiciary Committee on May 15, 2007. Gonzales testified about these issues 
before the Senate Judiciary Committee on July 24, 2007. As noted above, Attorney General 
Ashcroft and Card declined our request to be interviewed. Ayres, Ashcroft's Chief of Staff at 
the time, also declined our request for an interview. (U) 
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the agent that Ashcroft would not accept the call. Ten minutes later, the 
agent called Ashcroft’s Chief of Staff David Ayres through the Justice 
Command Center to request that Ayres speak with Card about the 
President’s intention to call Ashcroft. The agent conveyed to Ayres Mrs. 
Ashcroft’s desire that no calls be made to Ashcroft for another day or two.!60 
Ayres told the agent he would relay this message to Card. (U) 


However, at 6:45 p.m., Card and the President called the hospital 
and, according to the agent’s notes, “insisted on speaking [with Attorney 
General Ashcroft].” According to the agent’s notes, Mrs. Ashcroft, rather 
than Attorney General Ashcroft, took the call from Card and the President, 
According to the agent’s notes, she was informed that Gonzales and Card 
were coming to the hospital to see Ashcroft regarding a matter involving 
national security. (U) 


At approximately 7:00 p.m., Ayres was advised, either by Mrs. 
Ashcroft or a member of the Attorney General’s security detail that Gonzales 
and Card were on their way to the hospital. Ayres then called Comey, who 
at the time was being driven home by his security detail, and told Comey 
that Gonzales and Card were on their way to the hospital. Comey told his 
driver to rush him to the hospital. According to Comey, his driver activated 
the emergency lights on the vehicle and headed to the hospital. (U) 


According to his congressional testimony, Comey then called his Chief 
of Staff, Chuck Rosenberg, and directed him to “get as many of my people as 
possible to the hospital immediately.” Comey then called FBI Director 
Mueller, who was having dinner with his wife and daughter at a restaurant, 
and told him that Gonzales and Card were on their way to the hospital to 
see Ashcroft, and that Ashcroft was in no condition to receive guests, much 
less make a decision about whether to continue the program, According to 
Mueller’s program log, Comey asked Mueller to come to the hospital to 
“witness [the] condition of AG.” Mueller told Comey he would go to the 
hospital right away. (U) 


At 7:05 p.m., Ayres was notified by an agent on Ashcroft’s security 
detail that Comey was en route to the hospital. Ayres called the agent back 
at approximately 7:20 p.m. and told the agent that “things may get ‘a little 
weird” when Gonzales and Card arrived. Ayres instructed Ashcroft’s 
security detail, which was composed of FBI agents, to give its “full support” 
to Comey and to follow Comey’s instructions. Ayres also told the agent that 
the security detail should not allow the U.S, Secret Service agents who 


160 Ashcroft was recovering from his gallbladder surgery the prior day. He was 
described by those who saw him that night as being very weak and appearing heavily 
medicated. Philbin told us that Ashcroft was “on morphine” on the evening of March 10. 
(U) 
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would be accompanying Gonzales and Card to remove Comey from 
Ashcroft’s room, The FBI agent told Ayres that the Attorney General’s 
security detail would “fully back” Comey and that “this is ‘our scene’.” (U) 


Philbin said he was leaving work that evening when he received a call 
from Comey, who said that Philbin needed to get to the hospital right away 
because Gonzales and Card were on their way there “to get Ashcroft to sign 
something.” Comey also directed Philbin to call Goldsmith and tell him 
what was happening at the hospital. Philbin called Goldsmith from a taxi 
on his way to the hospital. Goldsmith told us he was home having dinner 
when he received Philbin’s call telling him to go immediately to the hospital. 
(U) 


Comey arrived at the hospital between 7:10 and 7:30 p.m.'6! In his 
congressional testimony, Comey said he ran up the stairs with his security 
detail to Ashcroft’s floor, and he entered Ashcroft’s room, which he 
described as darkened, with Ashcroft lying in bed and his wife standing by 
the bed. Comey said he began speaking to Ashcroft, “trying to orient him as 
to time and place, and try to see if he could focus on what was happening.” 
Comey said it was not clear that Ashcroft could focus and that he “seemed 
pretty bad off[.]” Comey stepped out of the room into the hallway and 
telephoned Mueller, who was on his way to the hospital. With Mueller still 
on the line, Comey gave his phone to an FBI agent on Ashcroft’s security 
detail, and according to Comey Mueller instructed the agent not to allow 
Comey to be removed from Ashcroft’s room “under any circumstances.” (U) 


Goldsmith and Philbin arrived at the hospital within a few minutes of 
each other. Comey, Goldsmith, and Philbin met briefly in an FBI “command 
post” that had been set up in a room adjacent to Ashcroft’s room. Moments 
later, word was received at the command post that Card and Gonzales had 
arrived at the hospital and were on their way upstairs to see Ashcroft. 
Philbin told us the FBI agents in the command post called down to the 
checkpoint at the hospital entrance to ask whether Card and Gonzales were 
accompanied by Secret Service agents, which Philbin said indicated concern 
that a “stand-off” between the FBI agents and the Secret Service agents 
might ensue. (U) 


Comey, Goldsmith, and Philbin entered Ashcroft’s room. Goldsmith 
described Ashcroft’s appearance as “weak” and “frail,” and observed that his 
breathing was shallow. Philbin said he was shocked by Ashcroft’s 
appearance and said he “looked terrible.” Philbin said that Ashcroft 


iG! There is a discrepancy in the Attorney General’s security detail log on the time. 
One agent wrote that Comey arrived at 7:10, Another agent wrote that Comey arrived at 
7:30. (U) 
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appeared to have lost a lot of weight, was “gray in the face,” and was “almost 
out of it” because he was on morphine. Comey stated that Ashcroft was 
“clearly medicated.” (U) 


Comey testified that he sat in an armchair by the head of Ashcroft’s 
bed, with Goldsmith and Philbin standing behind him; Mrs. Ashcroft stood 
on the other side of the bed holding Ashcroft’s arm. No security or medical 
personnel were present. (U) 


Goldsmith’s notes indicate that at this point Comey and the others 
advised Ashcroft “not to sign anything.” (U) 


Gonzales and Card, unaccompanied by Secret Service agents, entered 
Ashcroft’s hospital room at 7:35 p.m., according to the FBI agent’s notes. !62 
The two stood across from Mrs. Ashcroft at the head of the bed, with Comey, 
Goldsmith, and Philbin behind them. (U) 


Gonzales stated that when he entered the hospital room, Ashcroft was 
in the bed and his wife was “at the 11:00 position.” Gonzales said to us that 
he was unaware that Comey, Goldsmith, and Philbin were also present in 
the room until Card told him this later. Gonzales told us that he could 
“sense” that others were in the room, but that he was not sure who, because 
his focus was on Ashcroft. Gonzales said he carried with him in a manila 
envelope the March 11, 2004, Presidential Authorization for Ashcroft to 
sign. (U) 


According to Philbin, Gonzales first asked Ashcroft how he was 
feeling. Ashcroft replied, “Not well.” Gonzales then said words to the effect, 
“You know, there’s a reauthorization that has to be renewed... .” (U) 


Goldsmith told the OIG that Gonzales next reminded Ashcroft that he 
had been certifying the program for the past 2 years. Comey told us that 
Gonzales told Ashcroft, “We have arranged for a legislative remediation; 
we're going to get Congress to fix it,” and that more time was needed to 
accomplish this, Comey told us he did not know what Gonzales meant by 
“legislative remediation.” (U) 


Gonzales told us that he did not recall telling Ashcroft that a 
legislative remediation had been arranged, but rather may have told 
Ashcroft that White House officials had met with congressional leaders “to 
pursue a legislative fix.” (U) 


Comey testified to the Senate Judiciary Committee about what 
happened next: 


t62 Gonzales told us he and Card arrived in Ashcroft’s hospital room at 7:20. (U) 
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. ., Attorney General Ashcroft then stunned me. He lifted his 
head off the pillow and in very strong terms expressed his view 
of the matter, rich in both substance and fact, which stunned 
me, drawn from the hourlong meeting we’d had a week earlier, 
and in very strong terms expressed himself, and then laid his 
head back down on the pillow. He seemed spent. ... And as 
he laid back down, he said, “But that doesn’t matter, because 
I’m not the Attorney General. There is the Attorney General,” 
and he pointed to me —I was just to his left. The two men 
[Gonzales and Card] did not acknowledge me; they turned and 
walked from the room. (U) 


Comey also testified that “I thought I had just witnessed an effort to 
take advantage of a very sick man, who did not have the powers of the 
Attorney General because they had been transferred to me.” (U) 


Philbin described to us Ashcroft’s statements to Gonzales and Card in 
the hospital room, stating that Ashcroft “rallied and held forth for two 
minutes” about problems with the program as had been explained to him by 
Comey, and that Ashcroft agreed with Comey. Gonzales told us that he did 
not recall Ashcroft stating that he agreed with Comey. Goldsmith’s notes 
indicate that Ashcroft argued in particular that NSA’s collection activities 


exceeded the scope of emoranda, stating 
that he was troubled by 163 a 
’s notes Ashcroft also said that it was “very troubling that 


ee ee in other agencies” had been read into the program, but that 
Ashcroft’s own Chief of Staff, and until recently the Deputy Attorney 
General, had not been allowed to be read in, Gonzales told us he responded 


to Ashcroft that this was the President’s decision, (F5//SH//N¥F}— 


According to Goldsmith’s notes, Ashcroft also complained that the 
White House had “not returned phone calls,” and that the Department had 
been “treated badly and cut out of [the] whole affair.” Ashcroft told 
Gonzales that he was “not prepared to sign anything.” (U) 


When we interviewed Gonzales about the hospital visit, he stated that 
these were “extraordinary circumstances,” that the program had been 
reauthorized over the past two years, and that the sentiment of the 


163 As discussed in Chapter Three, Ashcroft was present for the January 31, 2002, 
briefing of Presiding Judge of the FISA Court Royce Lamberth about the program. 
According to an outline of information to be covered during that briefing, NSA Director 
Hayden would have explained how the program functioned operationally. Because Ashcroft 
did not agree to be interviewed, we were unable to determine what Ashcroft understood 
about he TE collection prior to Philbin and Goldsmith’s explanation to 
him of this aspect of the program in late 2003. -#5//STPEW 7751} TOEF} 
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congressional leadership was that it should continue. Gonzales said he 
therefore felt it was very important that Ashcroft be told what was 
happening, adding “If I were the Attorney General I would damn sure want 
to know.” (U) 


In his July 2007 congressional testimony, Gonzales also explained the 
visit to the hospital by stating that it was “important that the Attorney 
General knew about the views and recommendations of the congressional 
leadership; that as a former member of Congress and as someone who had 
authorized these activities for over two years, that it might be important for 
him to hear this information. That was the reason that Mr. Card and I went 
to the hospital.” Gonzales further testified, “We didn’t know whether or not 
he knew of Mr. Comey’s position and, if he did know, whether or not he 
agreed with it.” Gonzales also disputed Goldsmith’s account that Ashcroft 
stated that he was “not prepared to sign anything,” and referred us to his 
July 2007 testimony where he stated: (U) 


My recollection, Senator [Feinstein], is — and, of course, this 
happened some time ago and people’s recollections are going to 
differ. My recollection is that Mr. Ashcroft did most of the 
talking. At the end, my recollection is, he said, “I’ve been told it 
would be improvident for me to sign. But that doesn’t matter, 
because I’m no longer the Attorney General.” (U) 


Gonzales told us that he and Card would not have gone to the 
hospital if they believed Ashcroft did not have the authority to certify the 
Authorization and told us that as soon as Ashcroft stated he no longer 
retained authority to act, Gonzales decided not ask Ashcroft to sign the 
Authorization. In his congressional testimony Gonzales stated, “Obviously 
there was concern about General Ashcroft’s condition... [W]e knew, of 
course, that he was ill, that he’d had surgery.” Gonzales also stated that 
“We would not have sought nor did we intend to get any approval from 
General Ashcroft if in fact he wasn’t fully competent to make that decision.” 
He also testified, “There’s no governing legal principle that says that Mr. 
Ashcroft | ...] If he decided he felt better, could decide, ‘I’m feeling better 
and I can make this decision, and I’m going to make this decision.” !6* (U) 


The Attorney General security detail’s logs indicate that Gonzales and 
Card left Ashcroft’s room at 7:40 p.m. (U) 


164 Hearing before Senate Judiciary Committee, July 24, 2007, Gonzales also told 
us that he would not have gone to the hospital solely over the dispute concerning the scope 


FSH SIT TNET 
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Moments after Gonzales and Card departed, Mueller arrived at the 
hospital. According to Mueller’s notes, outside the hospital room Comey 
informed him of the exchange that had occurred in Ashcroft’s room, and in 
particular that Ashcroft had stated that Comey was the Acting Attorney 
General, that “all matters” were to be taken to Comey, but that Ashcroft 
supported Comey’s position regarding the program. Mueller’s notes also 
state: “The AG also told [Gonzales and Card] that he was barred from 
obtaining the advice he needed on the program by the strict 
compartmentalization rules of the [White House].” (U) 


Mueller’s notes indicate that Comey asked Mueller to witness 
Ashcroft’s condition, and requested Mueller to inform the FBI security detail 
that no visitors, other than family, be allowed to see Ashcroft without 
Mueller’s consent. Both Mueller’s notes and the security detail log indicate 
that Mueller instructed the detail that under no circumstances was anyone 
to be allowed into Ashcroft’s room without express approval from either Mrs. 
Ashcroft or Mueller. (U) 


At approximately 8:00 p.m. Mueller went into Ashcroft’s room for 5 to 
10 minutes. Mueller wrote in his program log: “AG in chair; is feeble, 
barely articulate, clearly stressed.” (U) 


4. March 10, 2004: Olson is Read into the Program (U) 


According to Comey’s congressional testimony, while he was speaking 
with Mueller prior to Mueller’s departure from the hospital, an FBI agent 
interrupted, stating that Comey had an urgent telephone call from Card. 
Comey testified that he then spoke with Card, who was very upset and 
demanded that Comey come to the White House immediately. Comey 
testified that he told Card that based on the conduct Comey had just 
witnessed at the hospital, he would not meet with Card without a witness 
present. Comey testified that Card replied, “What conduct? We were just 
there to wish him well.” Comey reiterated his condition that he would only 
meet Card with a witness present, and that he intended the witness to be 
Solicitor General Olson. Comey testified that until he could “connect” with 
Olson, he was not going to meet with Card, Card asked if Comey was 
refusing to come to the White House, and Comey responded that he was not 
refusing and would be there, but that he had to go back to the Justice 
Department first. (U) 


Comey and the other Department officials left the hospital at 8:10 
p.m. Philbin stated that he returned to the Department with Comey in 
Comey’s vehicle, and that the emergency lights were again activated. 
Goldsmith also left the hospital and went to the Department. At the 
Department Comey, Goldsmith, and Philbin were joined by Olson, who had 
come to the Justice Department after being contacted at a dinner party. 


140 


“FOP SECRET//STEWT/HES/SH7// CREOH/NOFORE- 


APPROVED FOR PUBLIC RELEASE 


Comey told us that he believed there was an urgent need to have Olson read 
into the program because he was confident Olson would agree with Comey 
and the others that Yoo’s legal analysis was flawed and that Olson would be 
a strong ally in the matter because of Olson’s respected intellect and 


credibility. (U) 


During this meeting at the Justice Department, a call came from Vice 
President Cheney for Olson, which Olson took on a secure line in Comey’s 
office while Comey waited outside. Comey told us he believes Vice President 
Cheney effectively read Olson into the program during that conversation. 

(U) 


Comey and Olson then went to the White House at about 11:00 p.m., 
and met with Gonzales and Card that evening. Comey testified that Card 
would not allow Olson to enter his office. Comey relented and spoke to Card 
alone for about 15 minutes. At that point, Gonzales arrived and brought 
Olson into the room. According to Comey, he communicated the 
Department’s views on the dispute and that the dispute was not resolved in 
this discussion. Comey stated that Card was concerned that he had heard 
reports that there was to be a large number of resignations at the 
Department. (U) 


Gonzales told us that he recalled that Comey met first with him and 
Card while Olson waited outside the office, and that Olson joined them 
shortly thereafter. Gonzales said that little more was achieved than a 
general acknowledgement that a “situation” continued to exist because of 
the disagreement between the Department and the White House regarding 
the program.165 (U) 


5. March 11, 2004: Goldsmith Proposes Compromise 
Solution (U) 


According to a memorandum to the file drafted by Goldsmith, he met 
with Gonzales at 6:30 a.m. the next morning, March 11, 2004, at the White 
House to discuss a proposal under which the Department could support 


165 Comey stated that Olson did not become deeply involved in analyzing the Stellar 
Wind program in the days that followed because he was preparing for a major argument 
before the Supreme Court. Comey told us that Deputy Solicitor General Paul Clement was 
read into the program on March 12, 2004, and reviewed all of the OLC memoranda that 
weekend. Comey said Clement agreed with Goldsmith and Philbin’s analysis “one hundred 
percent” and later worked with the OLC on drafting a new memorandum on the legality of 
the program, which is discussed below, However, Bradbury told us that Comey’s 
characterization of Clement’s view of the analysis was exaggerated. Bradbury told us that 
Clement had remarked to him after these events transpired that Goldsmith and Philbin’s 
analysis “sounded reasonable to me at the time,” and that Clement’s view of the analysis 


was based only on a limited review of it. (F3HSH73E}- 
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Goldsmith told us that he did not specifically recall this meeting. 
Gonzales told us that he recalled conveying to Goldsmith and Philbin at 
some point during this day that the President had decided he had the 
constitutional authority to continue the program. Gonzales said he also 
expressed to Department officials the sentiment that the Department should 
continue seeking a way to “get comfortable” with the President’s decision. 
(U) 


6. March 11, 2004: White House Asserts that Comey’s 
Status as Acting Attorney General was Unclear (U) 


Goldsmith told the OIG that later during the morning of March 11, 
2004, he received a call from Deputy White House Counsel David Leitch. 
Goldsmith said Leitch was “yelling and screaming” about the White House 
not being informed that Comey was the Acting Attorney General. Goldsmith 
told the OIG that Leitch made two specific complaints. First, Leitch claimed 
that the White House had never received a determination from OLC on 
Comey’s assumption of Ashcroft’s powers and duties. Goldsmith told us 
that to rebut this charge, OLC Deputy Assistant Attorney General Edward 
Whelan was sent to the Justice Command Center to retrieve from a waste 
basket the facsimile transmittal confirmation sheet from the March 5, 2004, 
memorandum Goldsmith had sent to Gonzales entitled “Determination that 
Attorney General is absent or disabled.” This confirmation sheet 
subsequently was sent to Leitch.!6° (U) 


166 Tn a March 12, 2004, e-mail to Ayres, Comey, Goldsmith, Philbin, and others 
(including a copy to Gonzales), Leitch offered a “clarification,” asserting that the White 
House had in fact received the Goldsmith memoranda of March 5, as well as the 

(Cont’d.) 
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Leitch’s second claim was that the OLC memorandum was ambiguous 
because it did not specify whether the Attorney General was determined to 
be “absent” or “disabled,” a difference for purposes of the Attorney General’s 
authority. According to Goldsmith, if the Attorney General was “absent,” 
the Deputy Attorney General could act as the Attorney General, although 
the Attorney General would retain his authority and technically could 
overrule the Deputy. If the Attorney General was “disabled,” the Attorney 
General was divested of all authority. Goldsmith said he responded to 
Leitch by noting the inconsistency of the White House making this second 
claim because, according to Leitch, it had not received Goldsmith’s 
memorandum in the first instance. (U) 


Goldsmith said he also told Leitch to “lay off’ the complaints, but that 
Leitch did not. Goldsmith said he therefore reluctantly sent a detailed 
e-mail to Leitch on March 11 to support the Department’s contention that it 
had properly informed the White House of Ashcroft’s status. Goldsmith 
stated that in the e-mail he also made the point that his conversation with 
Gonzales on March 9, 2004 (discussed above) was premised on Gonzales’s 
knowledge that Ashcroft was ill and that Comey needed to authorize a 
“30-day bridge” until Ashcroft was well enough to sign the Authorizations 
again.167 (U) 


Gonzales told us that he had no recollection of having seen OLC’s 
March 5, 2004, memorandum entitled “Determination that Attorney General 
is absent or disabled.” As described above, Gonzales stated that he and 
Card would not have gone to the hospital if they believed Ashcroft did not 
have the authority to certify the Authorization as to form and legality. 
Gonzales also said that while he believed Comey would be making the 
decision to recertify the program, this did not mean that Ashcroft had 
relinquished his authority or had been “recused” from making the decision. 
Gonzales said he believed that Ashcroft retained the authority if he was 
competent to exercise it and was inclined to do so.168 4FSHSHAF} 


memorandum from Comey’s Chief of Staff Chuck Rosenberg memorializing Comey’s 
decision that the Attorney General was “absent or disabled” within the meaning of 28 
U.S.C. § 508(a). Leitch’s clarification stated that the Rosenberg memorandum had been in 
draft form. (U) 


167 The OIG searched for but was unable to find this e-mail from Goldsmith to 
Leitch. (U) 

i63 During his July 24, 2007, testimony before the Senate Judiciary Committee, 
however, Gonzales stated that he thought there had been newspaper accounts of Comey’s 
assumption of the Attorney General’s duties and stated that “the fact that Mr. Comey was 
the acting Attorney General is probably something that I knew of.” Gonzales testified that 
he was aware that Ashcroft was ill and had undergone surgery, but Gonzales stated that 
Ashcroft “could always reclaim” his authority. (U) 
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Ta March 11, 2004: Gonzales Certifies Presidential 
Authorization as to Form and Legality {FS//SH A+ 


On the morning of March 11, 2004, with the Presidential 
Authorization set to expire, President Bush signed a new Authorization.169 
In a departure from the past practice of having the Attorney General certify 
the Authorization as to form and legality, the March 11 Authorization was 
certified by White House Counsel Gonzales. The March 11 Authorization 
also differed markedly from prior Authorizations in three other respects. 


(TS7/STEW/1SI/ (OC NET 


The first significant difference between the March 11, 2004, 


s discussed above, FISA and the Omnibus Crime Control and Safe Streets 
Act of 1968, 18 U.S.C. §§ 2510-2521 (generally referred to as Title III) are by 
their terms the “exclusive means by which electronic surveillance, as 
defined in [FISA], and the interception of domestic wire, oral, and electronic 
communications may be conducted.” 18 U.S.C. § 2511(2)(f). This new 
language was based on the same legal rationale Yoo first advanced in 
support of the Stellar Wind program — that FISA cannot be read to infringe 
upon the President’s Commander-in-Chief authority under Article II of the 


Constitution during wartime. -~FS7//STEW7/SH TOEF} 


Steven Bradbury told the OIG 


that he believed the language was included in the March 11 Authorization 
as a way of indicating that the President did not agree with Goldsmith and 
Philbin’s analysis, and to protect those who had been implementing the 
program under the prior OLC opinions. -FS//S1//34- 


‘69 The March 11, 2004, Presidential Authorization stated that it would expire on 
May 6, 2004, {FSHSHNE 
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According to Comey and Philbin, this new language was Addington’s 


“fix.”172 Philbin said he believed the new language was “sufficient” to 
address the Departmen 


, izations did not 
adequately describe the being carried 
NSA, although he believe 


e new language was “cumbersome.” 


In his OIG interview, Gonzales declined to explain the significance of 
this new language, based on an assertion from the Special Counsel to the 


172 Hayden and Philbin both told the OIG that Addington drafted the Presidential 
Authorizations. In his OIG interview, we asked Gonzales who drafted the March 11, 2004, 


Authorization. On the advice of the Special Counsel to the President, Gonzales declined to 
answer. -{FS7/SH/ FY 
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The third significant d 
sion of a statement tha 


Id. 
at para. 10. (FS/}/STEWPSH OETA 


However, Gonzales told us that he found it “hard to believe” that no one at the 
Department understood that the NS 


Gonzales said he was aware 
that Philbin had been to the NSA several times and had met with NSA officials to gain an 
understanding of how the program was actually implemented. 
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We asked Gonzales why he signed the March 11, 2004, Presidential 
Authorization even though the Department could not support it. On the 
advice of the Special Counsel to the President, Gonzales declined to answer. 
However, Gonzales stated that the White House Counsel, like OLC, provides 
legal advice to the President and that his signature on the Authorization 
simply represented his advice as to its form and legality. +F5//SH/} 444 


NSA Director Hayden told us that Addington asked him whether the 
NSA would be willing to continue the Stellar Wind program without the 
Justice Department’s certification of the Presidential Authorization. Hayden 
said this was a “tough question” and that he consulted with his leadership 
tearm at the NSA before making a decision. Hayden said that three 
considerations persuaded him to continue the program. First, the 
congressional members briefed on the situation on March 10, 2004, were 
supportive of continuing the program without Comey’s certification. 
Second, the program had been operating for the previous two and a half 
years with Department approval. Third, the NSA General Counsel’s office 
told him the program was legal. Hayden said he was unsure whether 
proceeding without the Department’s certification was a sustainable 
approach, but that he was comfortable doing so when the issue arose in 


March 2004. (FSHSH4NF}— 


B. Department and FBI Officials React to Issuance of 
March 11, 2004, Authorization {TS//SH 44+ 


Several Department and FBI leadership officials considered resigning 
after the Presidential Authorization was signed despite the Deputy Attorney 
General’s refusal to certify the program based on the Department’s 
determination that certain activities it authorized were without adequate 
legal support. Many of the Department, FBI, and White House officials we 
interviewed characterized the events immediately surrounding the issuance 


174 In a closed session of the Senate Select Committee on Intelligence on June 26, 
2007, Comey described his belief regarding the new language, stating, “[T]here were some 
additions to the text that were an effort by someone to try and fix the record in some 


respect.” (U/ /FOUO) 
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of the March 11, 2004, Presidential Authorization in dramatic, sharp terms. 
Several of the Department witnesses described the impasse as a “crisis” and 
described a sense of distrust and anger that permeated their relations with 
White House officials during this period. In a letter of resignation that 
Comey wrote but did not send, he described this period as an “apocalyptic 


situation.” {FSHSIH NF} 


In this section, we describe the reactions of Department, FBI, and 
White House officials to the White House decision to continue the program 
without the support of the Justice Department. (U) 


1. Initial Responses of Department and FBI Officials (U) 


White House Chief of Staff Card informed Comey by telephone on the 
morning of March 11, 2004, that the President had signed the new 
Authorization that morning. At approximately noon, Gonzales called 
Goldsmith to inform him that the President, in issuing the Authorization, 
had made an interpretation of law concerning his authorities and that the 
Department should not act in contradiction of his determinations. 
Goldsmith took notes on the call. According to his notes, Goldsmith asked 
Gonzales, “What were those determinations?” and Gonzales responded that 


he would let Goldsmith know. 4FSHSHHNF} 


Later that day, Gonzales called Goldsmith again and told him that 
OLC should continue working on its legal analysis of the program. Ina 
third call that day, however, Gonzales directed Goldsmith to suspend work 
on the legal analysis and to decline a request from the CIA General Counsel 
to review a draft of the new OLC memorandum. (FSHSHHNF} 


Goldsmith followed up this series of calls with a letter to Gonzales 
seeking clarification on Gonzales’s instructions. Goldsmith wrote that he 
interpreted the March 11, 2004, Authorization signed by the President to 
mean that “the President has determined the legality of [the program] in all 
respects based upon the advice and analysis of your office, and that officers 
of the Department of Justice should refrain from calling into question the 
legality of [the program], or from undertaking further legal analysis of it.” In 
the letter Goldsmith recounted how Gonzales had then called him to advise 
that OLC should continue its legal analysis of the program, adding, “I am 
now uncertain about your direction based on the President’s exercise of his 
authority.” Goldsmith concluded his letter by reiterating OLC’s position 
that its existing legal memoranda “should not be relied upon in support for 
the entire program.” Goldsmith described the document he wrote as a “for 
the record” letter.!75 As described below, Goldsmith and Philbin delivered 


175 Goldsmith said he discussed a draft of the letter with Comey, Rosenberg, Ayres, 
Olson, and others and edited it based on their suggestions. (U) 
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this letter to Gonzales at his residence at approximately 11:00 p.m. that 
night. (FS/}//SH{4) 


At noon on March 11, 2004, Director Mueller met with Card at the 
White House. According to Mueller’s program log, Card summoned Mueller 
to his office to bring Mueller up to date on the events of the preceding 24 
hours. Card recounted for Mueller the briefing of the congressional leaders 
the prior afternoon and the President’s issuance of the new Authorization 
without the Department’s approval. In addition, Card told Mueller that if no 
“legislative fix” could be found by May 6, 2004, when the current 
Authorization was set to expire, the program would be discontinued. 


{FS} /SH AE} 


According to Mueller’s notes, Card acknowledged to Mueller that 
President Bush had sent him and Gonzales to the hospital to seek Ashcroft’s 
certification for the March 11, 2004, Authorization, but that Ashcroft had 
said he was too ill to make the determination and that Comey was the 
Acting Attorney General. Mueller wrote in his program log that he told Card 
that the failure to have Department of Justice representation at the 
congressional briefing and the attempt to have Ashcroft certify the 
Authorization without going through Comey “gave the strong perception that 
the [White House] was trying to do an end run around the Acting [Attorney 
General] whom they knew to have serious concerns as to the legality of 
portions of the program.” Card responded that he and Gonzales were 
unaware at the time of the hospital visit that Comey was the Acting Attorney 
General, and that they had only been following the directions of the 


President. (TS77SH 7NF} 


Mueller reminded Card that Mueller had told Vice President Cheney 
during their March 9, 2004, noon meeting that Mueller could have problems 
with the FBI’s continued involvement in the program if the White House 
issued an Authorization without the Department’s approval. Card said he 
understood Mueller’s concern and told him to stop by Gonzales’s office to 
pick up a copy of the March 11, 2004, Authorization, which Mueller did. 


Mueller met with Comey at 1:15 p.m. to review the Authorization, and 
he left a copy of it with Comey. During this meeting, Mueller told Comey he 
would be submitting a letter to Comey requesting advice on the legality of 
the FBI’s continued participation in the program. 176 4TS//SI//NB\ 


i76 According to the Mueller’s program log, Gonzales called Mueller at 2:50 p.m. ta 
tell him to “assure security of copy of President’s order.” (U) 
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Later that day, Mueller sent Comey a memorandum, prepared by FBI 
General Counsel Valerie Caproni and an FBI Deputy General Counsel, 
seeking guidance on how the FBI should proceed in light of recent 
developments. The memorandum asked whether FBI agents detailed to the 


Office of Intelligence Policy and Review (OIPR) Counsel James Baker 
also expressed his concern about the White House’s action, On the evening 
of March 11, 2004, he drafted a memorandum to Comey containing what he 
later described as a series of “loaded questions” concerning whether it was 
“lawful and ethical” for OIPR to continue filing applications with the FISA 
Court under the circumstances. !77 {FS A/S} /NE|- 


Goldsmith and Philbin called Gonzales late in the evening of March 11 
to ask if they could visit him at his residence to deliver the letter Goldsmith 
had written earlier in the day. As described above, Goldsmith sought to 
make a record of his earlier conversations with Gonzales in which 
Goldsmith believed Gonzales had conveyed conflicting instructions 
regarding how OLC should proceed in light of the President’s issuance of the 


March 11 Authorization. -FS//SH-/N2)}-— 


Gonzales told us that Goldsmith drafted the letter because Goldsmith 
was “confused” about whether OLC should continue working on its legal 
analysis of the program. Gonzales said he recalled that Goldsmith and 
Philbin were “somber” during the meeting at his house. Gonzales said that 
he told them that the President had decided to go forward with the program, 
but that they should continue working to resolve the outstanding legal 
questions they had and try to find a solution. He said he tried to convey to 
them his confidence that everyone would “get through this.” -FSHSHINF} 


Goldsmith and Philbin told us that Gonzales was very cordial during 
the meeting and expressed regret for having gone to Ashcroft’s hospital 
room that evening. Philbin stated that initially he believed that Gonzales 
had instructed him and Goldsmith “not to do our job, not to determine what 
the law is,” but that it became evident to him that Gonzales “wanted to do 
the legally right thing.” Goldsmith also stated that as a general proposition 


177 These issues are described in Section IJ C of this chapter in connection with the 
Department’s meetings with FISA Court Presiding Judge Kollar-Kotelly to discuss the use in 
FISA applications of information derived fro collected under the program 
following the March 11, 2004, Presidential Authorization and its subsequent modifications. 
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he encountered more “pushback” from Addington than from Gonzales, and 
that Gonzales “wanted to do the right thing.” {FSHSHHNF} 


2. Department and FBI Officials Consider Resigning (U) 


Comey told us he drafted a letter of resignation shortly after the 
incident in Ashcroft’s hospital room on March 10. Comey said he drafted 
the letter because he believed it was impossible for him to remain with the 
Department if the President would do something the Department said was 
not legally supportable.!78 (U) 


Comey also testified that Ashcroft’s Chief of Staff David Ayres believed 
Ashcroft also was likely to resign and urged Comey to wait until Ashcroft 
was well enough to resign with him. In written responses to Senator 
Charles Schumer following his testimony, Comey wrote that he believed the 
following individuals also were prepared to resign: Goldsmith, Philbin, 
Chuck Rosenberg, Daniel Levin, James Baker, David Ayres, Deputy Chief of 
Staff to the Attorney General David Israelite, and Director Mueller. Comey 
also responded to the question that he believed that “a large portion” of his 
staff also would have resigned if he had. (U) 


Goldsmith told us he was “completely disgusted” by his recent 
meetings with White House officials in connection with the Stellar Wind 
program and that he drafted a resignation letter at around the same time as 
Comey. The OIG obtained a handwritten list Goldsmith had compiled as 
these events were taking place to memorialize his grievances with the White 
House’s actions during this period. The list includes: 


ə the “[s]hoddiness of the whole thing,” which Goldsmith told us 
referred to his belief that both the process by which the 
program was implemented and the substantive analysis 
underpinning it represented the extreme opposite of how to 
manage a program as important as the White House claimed 
Stellar Wind to be; 


178 The letter was addressed to President Bush. Also, at 5:46 p.m, on the evening of 
March 11, 2004, Comey sent an e-mail to two Department colleagues stating in part: 


I have been through the roughest patch of my professional life in the last 24 
hours. You would not believe what has gone on.... Iam hugely upset 
about the conduct of certain members of the executive branch. But I am 
also hugely proud of the Department of Justice, including SG, Associate AG, 
OLC, Ayres, my staff, the AG, and even Mrs. Ashcroft. I believe this has 


been our finest hour, although it is not over yet. . . . I suspect I will either be 
fired by the President or quit, but I will have done the right thing for my 
country. (U) 
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a “folver-secrecy,” both in terms of not reading in attorneys at the 
Justice Department and other agencies, and not keeping 
Congress informed; 


e the hospital incident, which Goldsmith described as “shameful”; 
“[djisregard of law” on the part of the White House (a reference 
Goldsmith did not expand upon with more specificity during his 
interview with the OIG); and 


e the White House’s claim that a legislative fix could be achieved, 
which Goldsmith regarded as “irresponsible” because he 
believed at the time that a legislative remedy was not a viable 


option. (F5//81/>44+- 


Goldsmith described three additional items on the list in particular as 
“false representations” by the White House: 


ə “fillies re shutting down,” referring to the White House’s 
assurances to Goldsmith on several occasions that it would 
shut down the program if the Office of Legal Counsel could not 
find legal support for it; 


o “[llies re telling [the President] of problem,” referring to 
representations that the President had been kept informed of 
the Department’s concerns about the program; and 


e assertions by White House officials that they “[djidn’t know AG 
was incapacitated”. (FS//SHAARY 


Goldsmith stated that on Thursday, March 11, Ayres asked him not to 
resign because the Attorney General should have the chance to do so first 
once he had fully recovered from his surgery. Goldsmith said he was still 
“on the fence” the following Monday or Tuesday about resigning and that 
there was great concern that his and other resignations would “spark a 
panic” that might lead to the program being revealed publicly.!79 (U) 


Philbin told us that there was an “eerie silence” at the Department on 
March 11 as he and others awaited word from the White House on the fate 
of the program. Philbin said he and others believed they would have to 
resign. Philbin said his primary concern was that the White House planned 
to go forward with the Presidential Authorization and continue the program 


179 Goldsmith ultimately tendered his resignation in June 2004, effective July 30, 
2004, Goldsmith told us he resigned in part because he did not believe he could be an 
effective head of the Office of Legal Counsel after his “unprecedented” withdrawal of several 
legal memoranda, including those drafted by Yoo. Goldsmith added that he also resigned 
because he was “exhausted” from his work in OLC and had recently been offered a teaching 
position at Harvard Law School. (U) 
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despite the flaws that the Office of Legal Counsel had identified in its legal 
analysis. Philbin said he was “absolutely serious” about resigning, adding, 
“[If] they’re going to try to strong-arm the guy on morphine, what else are 


they going to do?” {TS//SH AY 


Baker told us that he also considered resigning after the President 
signed the Authorization but ultimately decided to remain in his position, in 
part because of his fear that if the White House was willing to tolerate mass 
resignations of senior government officials rather than revise the Stellar 
Wind program, “I don’t know what this means in terms of the rule of law in 
this country.” Baker also stated that he knew he had certain protections 
from removal for a period of time because he was a career official and that 
he wanted to remain as Chief of OIPR to protect the government’s 
relationship with the FISA Court and to protect the attorneys in his office. 


ES HSH NF} 


Levin said he was willing to resign over the matter, and he gave a 
signed resignation letter to Comey to be used by him “however [he] felt 
appropriate.” Levin said he did so “if it would help to get the White House to 
change its mind.” Levin foe kee on he shared 
Goldsmith’s view that the g eee as legally 
without support, he thought the White House’s conduct during the incident 
at the hospital had been “outrageous” and he was willing to resign on that 


basis alone. (fS7//STEW/SL/OC/NE} 


FBI General Counsel Caproni told us that she also was prepared to 
resign. She said that the FBI’s primary concern regarding the impasse 
between the Department and the White House over the program was not 
with issues of privacy and civil liberties, but rather with “the rule of law.” 


(FSP PSH ANE} 


At approximately 1:30 a.m, on March 12, 2004, Mueller drafted by 
hand a letter stating, in part: “[A]fter reviewing the plain language of the 
FISA statute, and the order issued yesterday by the President .. . and in the 
absence of further clarification of the legality of the program from the 
Attorney General, I am forced to withdraw the FBI from participation in the 
program. Further, should the President order the continuation of the FBI’s 
participation in the program, and in the absence of further legal advice from 
the AG, I would be constrained to resign as Director of the FBI.” Mueller 
told us he planned on having the letter typed and then tendering it, along 
with his March 11, 2004, memorandum to Comey, but that based on 
subsequent events his resignation was not necessary. {FS//Sl//NE) 
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3. Comey and Mueller Meet with President Bush (U) 


On the morning of March 12, 2004, Comey and Mueller went to the 
White House to attend the regular daily threat briefing with the President in 
the Oval Office. Comey said that following the briefing President Bush 
called him into the President’s private study for an “unscheduled meeting.” 


(U) 


Comey told us that President Bush said to him, “You look burdened.” 
Comey told the President that he did feel burdened, to which the President 
responded, “Let me lift that burden from you.” Comey told the President 
that he felt as if he were standing on railroad tracks with a train coming 
toward him to run over his career and “I can’t get off the tracks.” (U) 


Comey said he then explained to the President the three baskets of 
Stellar Wind collection and the issues and problems associated with each. 
President Bush responded with words to the effect, “You whipped this on 
me” all of a sudden, that he was hearing about these problems at the last 
minute, and that the President not being told of these developments 
regarding the program was “not fair to the American people.” Comey 
responded that the President’s staff had been advised of these issues “for 
weeks,” and that the President was being “poorly served” and “misled” by his 
advisors. Comey also said to the President, “The American people are going 
to freak when they hear what collection is going on.” President Bush 
responded, “That’s for me to worry about.” 


According to Comey, the President said that he just needed until 
May 6 (the date of the next Authorization), and that if he could not get 
Congress to fix FISA by then he would shut down the program. The 
President emphasized the importance of the program and that it “saves 
lives.” Comey told the President that while he understood the President’s 
position he still could not agree to certify the program. Comey said he then 
quoted Martin Luther to the President: “Here I stand, I can do no other.” At, 
the end of the conversation, Comey told the President, “You should know 
that Bob Mueller is going to resign this morning.” The President thanked 
Comey for telling him that and said he would speak with Mueller next. 


Comey said his conversation with the President lasted approximately 
15 minutes. Following the conversation, Comey went to Mueller, who was 
waiting in the West Wing, and started discussing his meeting with the 
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President. Word was then sent to Mueller through a Secret Service agent 
that the President wanted to meet with him.!80 (U) 


Mueller later made notes in his program log about his meeting with 
President Bush. According to his notes, the President told Mueller that he 
was “tremendously concerned” about another terrorist attack and that he 
had been informed that the Stellar Wind program was essential to protecting 
against another attack. The President cited an ongoing investi 


ty S The President said he 
believed that he would be “justly held accountable” if he did not do 
everything possible to prevent another attack. The President explained to 
Mueller that for these reasons he had authorized the continuation of the 
program even without the concurrence of the Attorney General as to the 


legality of “various aspects of the program.” -FS//SFLW//SH/0C A) 


According to the notes, the President told Mueller that the 
congressional leadership had been briefed on the President’s action to 
extend the program and was “understanding and supportive of the 
President’s position.” The President also told Mueller that he had urged 
Comey to agree to extend the program until May 6 and that he hoped for a 
legislative fix by that time, but that if no legislative solution could be found 
and the legality of the program was still in question by that time, he “would 


shut it down.” AFSHSH NFP} — 


According to Mueller’s notes, Mueller told the President of his 
concerns regarding the FBI’s continued participation in the program without 
an opinion from the Attorney General as to its legality, and that he was 
considering resigning if the FBI were directed to continue to participate 
without the concurrence of the Attorney General. The President responded 
that he “wished to relieve any burden [Mueller] may be laboring under” and 
that he did not want Mueller to resign. Mueller said he explained to the 
President that he had an “independent obligation to the FBI and to the 
Justice Department to assure the legality of actions we undertook, and that 
a presidential order alone could not do that.” -{TS//SI//NE)_ 


180 At this point (9:27 a.m.), Comey sent an e-mail from his Blackberry to 
Goldsmith, Philbin, Ayres, Levin, and others, stating: 


President just took me into his private office for 15 minute one on one talk, 
Told him he was being misled and poorly served. We had a very full and 
frank exchange. Don’t know that either of us can see a way out. He 
promised that he would shut down 5/6 if Congress didn’t fix FISA. Told him 
Mueller was about to resign. He just pulled Bob into his office. 
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According to Mueller’s notes, the President expressed understanding 
for Mueller’s position and asked what needed to be done to address 
Mueller’s concerns. Mueller responded that Comey, the Office of Legal 
Counsel, the CIA, and the NSA “needed to sit down immediately” and assess 
the legal status of the program in light of OLC’s doubts about the existing 
legal rationale and the March 11, 2004, Authorization. Mueller wrote: 


The President questioned me closely on the impact on national 
security from discontinuing elements of the program. 


According to Mueller’s notes, the President then directed Mueller to 
meet with Comey and other principals to address the legal concerns so that 
the FBI could continue participating in the program “as appropriate under 


the law.” {f87/SH {RF 


Mueller told us he met with Comey an hour later to begin 
coordinating that effort. At 4:50 p.m. that afternoon, Mueller called 
Gonzales to request that additional Department lawyers be read into the 
program.18! Mueller told us that this request originated with Comey and 
that Mueller was merely acting as an “intermediary.” (U) 


The President’s direction to Mueller to meet with Comey and other 
principals to address the legal concerns averted the mass resignations at 
the Department and the FBI. According to Comey and other Department 
officials, the White House’s decision to seek a legal solution and allow more 
attorneys to be read into the program was a significant step toward 
resolving the dispute, and in the words of one Department official provided a 
way of “stepping back from the brink.” As we describe below, these 
Department officials still faced the challenge of finding a legal and 
operational remedy for the program that would address the concerns of the 


White House, the NSA, and Department. 4TS//S}//NFE}— 
4. Comey Directs Continued Cooperation with NSA (U) 


On the morning of March 12, 2004, Comey decided not to direct OIPR 
and the FBI to cease cooperating with the NSA in conjunction with the 
program. Comey’s decision is documented in a 1-page memorandum from 


31 At least three additional Department attorneys were read into the program on 
March 12, 2004, including OIPR Acting Deputy Counsel for Intelligence Operations Peggy 
Skelly-Nolen and two OLC attorneys. (U) 
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Goldsmith to Comey in which Goldsmith explained why Comey’s action was 
legal. {SHF} 


In his memorandum, Goldsmith stated that the President, as 
Commander-in-Chief and Chief Executive with the constitutional duty to 
“take care that the laws are faithfully executed,” made a determination that 
Stellar Wind, as practiced, was lawful. Goldsmith concluded that this 
determination was binding on the entire Executive Branch, including Comey 
in his exercise of the powers of the Attorney General.!82 4+FS//S1//N#} 


5. Department Conducts Additional Legal Analysis (U) 


On March 12, 2004, an interagency working group was convened to 
continue the legal analysis of the program. In accordance with the 
President’s directive to Mueller, officials from the FBI, NSA, and the CIA 
were brought into the process, although the OLC maintained the lead role. 
The working group included Deputy Solicitor General Clement, Baker, FBI 
General Counsel Caproni, Mueller, and several attorneys from OLC, Comey 
said CIA Director Tenet and his Deputy, McLaughlin, may have had limited 
participation as well. 


On March 13, Mueller asked NSA Director Hayden to assist FBI 
General Counsel Caproni in assessing the value of the Stellar Wind 
program. Mueller said he wanted Caproni to become more familiar with the 
program and to understand how the FBI’s view of the value of the program 


182 Goldsmith told us his determination that the entire Executive Branch was 
bound by the President’s interpretation of law was based on his discussions with several 
other Justice Department attorneys, as well as on long-standing OLC precedent. (U) 
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compared with that of the NSA.183 Mueller said that Hayden provided slides 
highlighting cases in which the NSA believed Stellar Wind-derived 
information proved useful, 4S4- 


Caproni told us that during this March 2004 period she and two other 
FBI officials made an effort to determine what value the FBI was getting 
from Stellar Wind-derived information. She explained that it was difficult to 
assess the value of the program during its early stages because FBI field 
offices at that time were not required to report back to FBI Headquarters 
with information about how information from the NSA program had been 


used. 18+ (S//NB} 


On the afternoon of Sunday, March 14, 2004, the Department 
convened a large meeting in the Justice Command Center to review OLC’s 
analysis on the legality of the program. Mueller, Comey, Goldsmith, Philbin, 
Baker, CIA General Counsel Muller, Caproni, Tenet, Hayden, Olson, 
Clement, and several NSA lawyers attended the meeting. {FSHSHTNF} 


Prior to the meeting, Goldsmith and Philbin prepared a detailed 
outline of OLC’s current analysis, which Goldsmith described to us as his 
“most honest take” of the legal issues at that time. Goldsmith said he 
distributed the outline to meeting participants and used it to walk the group 
through the analysis. (U) 


183 Caproni had been appointed the FBI General Counsel in August 2003 and was 
read into the Stellar Wind program in September or October 2003. She told us she did not 
give much thought to the program at the time because OLC had determined that it was 
legal. She stated that in 2004 she learned that OLC was re-examining Yoo’s legal analysis 
and had concerns with it. She told us she later spoke with Philbin, who confirmed to her 
that he and Goldsmith had problems with the legal support for the program and that he 
was frustrated because the program was so tightly compartmented that he could not talk ta 
anybody about it, Caproni told us that at some point she obtained a copy of Yoo’s legal 
opinion. She stated that after reading it she immediately understood Philbin’s concerns 
because the opinion appeared to Jack analysis and simply concluded that the program was 
legal.F8}/8} Ae} 

15¢ FBI's Electronic Communications Analysis Unit compiled a summary of 
know Stellar Wind tip results from January 1, 2003, through mid- December 2003. 
However, the data included in the summary was incomplete, and the sum 
contain any analysis of the effectiveness of these tips. Another study of the 

tippers was conducted in 2006. The results of that study are discussed in Chapter Six 
of this report, along with the OIG’s analysis of the effectiveness of the program. 
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185 Goldsmith also noted that as of the March 14, 2004, meeting, the Attorney 
General had not yet reported to Congress on the program under 28 U.S.C. § 530D. 
However, as discussed above, the White House had briefed the congressional leadership 
about the program on March 10, 2004. In addition, the former Presiding Judge of the FISA 
Court, Royce Lamberth, and the current Presiding Judge, Colleen Kollar-Kotelly, had been 


read into the program by this time. (U) 
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Goldsmith told us that during his presentation of the legal analysis at 
the March 14 meeting he received “tough but fair and appropriate” 


questions from Mueller and Olson with respect to why the 


Por FPO Var Or ee a 


Goldsmith told us that the March 14 meeting was designed to achieve 
full consensus among the principals on the issues, and that the meeting 
was successful in this regard. (U) 


That evening, Mueller called Gonzales to report that progress had 
been made, although legal support a eae still had 
not been found. Mueller also told Gonzales that in the future Gonzales 
should speak directly with Comey on these matters. 


6. Comey Determines that Ashcroft Remains “Absent or 
Disabled” (U) 


Attorney General Ashcroft was released from the hospital at noon on 
March 14, 2004. The next day, Comey advised Ayres by memorandum that 
Ashcroft’s doctor believed that Ashcroft required additional time to 
recuperate at home and was not yet ready to resume his responsibilities as 
Attorney General. Comey’s memorandum noted that the doctor intended to 
reassess Ashcroft’s condition on March 24, 2004. Comey’s memorandum 
stated that, based on these circumstances, Comey continued to believe that 
Ashcroft was “absent or disabled” within the meaning of 28 U.S.C, § 508(a). 
Comey’s memorandum concluded: 


As before, notwithstanding my continued temporary capacity as 
Acting Attorney General, I intend, where possible, to exercise 
“all the power and authority of the Attorney General” pursuant 
to the authority that 28 C.F.R. § 0.15(a) delegates to me in my 
regular capacity as Deputy Attorney General. (U) 
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A copy of the memorandum was sent to Gonzales at the White House and to 
senior Department officials.189 (U) 


7. Judge Kollar-Kotelly Briefed on Lack of Attorney: 
General Certification (U) 


As discussed earlier in this report, the extent to which OIPR could use 
Stellar Wind-derived information in FISA applications had been limited by 
Judge Kollar-Kotelly, the FISA Court’s Presiding Judge. After her read-in to 
the program in May 2002, Judge Kollar-Kotelly had directed OIPR to 
continue, with some modifications, the “scrubbing” procedures for FISA 


applications in place at that time. {f8//STLW//S?//e6C AFP 


According to an OLC memorandum, on March 14, 2004, Judge 
Kollar-Kotelly was informed that the President had reauthorized the Stellar 
Wind program, but that the latest Authorization lacked the Attorney 
General’s certification as to form and legality.!99 The memorandum 
indicated that as a result of Judge Kollar-Kotelly’s uncertainty about the 
implications of this development, she intended to insist on a complete 
separation of any information derived from Stellar Wind, whether directly or 
indirectly, from all FISA applications presented to the FISA Court. The 
memorandum noted that “[b]ecause of the way tips get worked into (and lost 
in) the mix of intelligence information, that standard would have virtually 


crippled all counter-terrorism FISAs.” FS//STLW//S}//oG/NB\— 


8. Comey and Gonzales Exchange Documents Asserting 
Conflicting Positions (U) 


According to Mueller’s program log, on the morning of Monday, 
March 15, 2004, following the daily threat briefing in the White House 
Situation Room, President Bush remarked to Mueller that he understood 
“progress had been made,” referring to the discussions on the legal basis for 
the Stellar Wind program. Mueller called Comey shortly thereafter to convey 
the President’s remark. Mueller suggested to Comey that additional 
briefings on the program should be given to Congress, including to both the 
House and Senate Judiciary Committees. (FSHSIHNE} 


Also on March 15, Goldsmith drafted for Comey a 3-page 
memorandum summarizing OLC’s views with respect to the legality of the 
program. The memorandum recast in narrative form Goldsmith’s outline of 


189 As discussed below, Ashcroft’s doctors later cleared Ashcroft to resume his 
duties as Attorney General as of March 31. (U) 


199 The memorandum was prepared in anticipation of a briefing for the Attorney 
General on March 30, 2004. (U) 
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March 14, 2004 (discussed above), and noted that OLC had not reached any 
“final conclusions and [was] not yet prepared to issue a final opinion on the 
program.” The memorandum also stated that the Stellar Wind program 
potentially implicated various congressional and intra-Executive Branch 
reporting requirements imposed both by statute and Executive Order. The 
memorandum stated that OLC was only beginning to analyze these 


reporting issues. {f8//S} 44 


Goldsmith and Philbin went to see Gonzales on the afternoon of 
March 15 to explain what OLC had determined in its legal analysis to that 
point, and also to notify Gonzales that he would be hearing from Comey 
shortly about the Department’s position as to the program’s legality. (U) 


According to Philbin’s contemporaneous notes on the events of the 
next two days, on March 16, 2004, following the morning threat briefing at 
the White House, Comey told President Bush that OLC had finished its 
preliminary legal analysis of the program.!9! Comey asked the President if 
Comey should convey the details of the analysis to Gonzales, and the 
President indicated that Comey should do so, (FSHSHHNE} 


After Comey returned to the Department, he signed a short 
memorandum to Gonzales that he had drafted the night before. In the 
memorandum, Comey first recounted how the President on March 12, 2004, 
had directed the Justice Department to continue its analysis of the Stellar 
Wind program and to “provide its best advice concerning ways to change the 
program to conform with the Justice Department’s understanding of the 
applicable law.” Comey then described the composition of the working 
group convened to accomplish this objective and how the group’s efforts had 
resulted in Goldsmith’s 3-page analysis, which Comey attached to his 
memorandum. 


Comey then set out his advice to the President. According to the 
memorandum, Comey advised that the President may lawfully continue 


close legal questions, requiring 
legally aggressive — indeed, novel — supporting arguments . .. .” Comey 

further wrote that the Department remained unable to find a legal basis to 
Accordingly, Comey advised that such 


191 Philbin told the OIG he kept notes of these events because Comey had asked 
him to “keep a record.” (U) 
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Finally, Comey cautioned 


at he believe e ongoing collection o 
raised “serious issues” about congressional notification, “particularly where 
the legal basis for the program is the President’s decision to assert his 
authority to override an otherwise applicable Act of Congress.” Comey wrote 
that the Department would continue to explore the notification issue. 


ES} STEW} SH FOG ANE} 


Comey instructed Goldsmith and Philbin to hand deliver the 
memoranda to Gonzales at the White House, which they did. Philbin also 
delivered copies to Solicitor General Olson. Philbin’s notes indicate that 
Olson was “annoyed” that Comey had sent the memoranda to the White 
House without consulting him, and asked Philbin several times, “What’s my 
role supposed to be here?” Olson also said to Philbin that he thought the 
memoranda were a “poke in the eye” to the White House. Philbin wrote that 
Olson’s reaction “raised concerns that [Comey] may have gotten himself too 
far out there alone” by not bringing Olson in on the Department’s legal 
opinion in advance. (U) 


Comey told us that he knew his memorandum would anger people at 
the White House because he had put in writing the arguments questioning 
the legality of aspects of the program and that the memorandum and 
Goldsmith’s attachment would become a part of the Presidential records 
and would be discovered later by historians. He stated he believed it was 
important to “make a record.” (U) 


According to Mueller’s program log, Gonzales called Mueller at 1:45 
p.m. on March 16 to discuss the situation. Gonzales explained to Mueller 
ent’s tentative conclusion that legal support for 
was still lacking, Gonzales would have to make a 
recommendation to the President on how to proceed. Gonzales told Mueller 


he needed to know whether Mueller would resign if the President decided 
SNE s that he 

would have to take time to consider his actions, but that he “would have to 

give it serious consideration if the President decided to go ahead in the face 


of DOJ’s finding.” (FESHSHWHSHIOSINE} 


Later that afternoon on March 16, Card called Comey to the White 
House for a meeting. According to Philbin’s notes, “the back channel word 
from Judge Gonzales” was that President Bush might be willing to 
Prior to the meeting, Comey, Goldsmith, and Philbin 


agreed that Comey os be re to conve th the 
Department would su 
FSH STEW HSH /OCANF+ 
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Philbin’s notes indicate that at the meeting Car 


ident was “wrestling” with the issue of whether Be see or 
and would decide “very soon.” Card also expressed to 
Comey his displeasure that Comey had put in writing the Department’s 


position on the legality of the program. +fS//STLW//S}//OC/NE\- 


That evening, while attending a farewell dinner for a Department 
colleague at a local restaurant, Philbin received a call from David Addington 
indicating that he wanted to deliver a letter Gonzales had written to Comey. 
Philbin met Addington at the Department at 8:30 p.m. that night to accept 
the letter. Philbin’s notes also indicate that Gonzales had called Comey in 
advance to tell Comey “not to get too overheated by the letter.” (U) 


Comey told us he recalled that Gonzales told him in the call that the 
White House would agree to work with the Department to fix the program 
and that Comey should not “overreact” to Gonzales’s letter. Comey said he 
believed Addington, and not Gonzales, had actually drafted the letter, and 
that Gonzales sent it only to counter Comey’s memorandum and to make a 
record on behalf of the White House. (U) 


Gonzales’s letter stated that the President had directed him to 
respond to Comey’s memorandum. The letter stated: 


Your memorandum appears to have been based on a 
misunderstanding of the President’s expectations regarding the 
conduct of the Department of Justice. While the President was, 
and remains, interested in any thoughts the Department of 
Justice may have on alternative ways to achieve effectively the 
goals of the activities authorized by the Presidential 
Authorization of March 11, 2004, the President has addressed 
definitively for the Executive Branch in the Presidential 
Authorization the interpretation of the law.192 


The letter also excerpted the language of paragraph 10 from the March 11, 
2004, Authorization, which recited the bases on which the President acted 
to reauthorize the program, and then concluded: “Please ensure that the 


92 Gonzales’s letter also addressed Comey’s comments about congressional 
notification. Citing Department of the Navy v, Egan, 484 U.S. 518 (1988) and a 2003 OLC 
opinion, Gonzales’s letter stated that the President has the constitutional authority to 
define and control access to the nation’s secrets, “including authority to determine the 
extent to which disclosure may be made outside the Executive Branch.” 


fFSHSFEY TSE OEP} 
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Department of Justice complies with the direction given in the Presidential 


Authorization.”193 4+P87/ STEW} SHOGHIEL 


According to Mueller’s program log, Gonzales called Comey to advise him of 
the President’s decision on March 17, 2004, and Comey passed this 
information to Mueller later that day. Comey, in an e-mail dated March 17, 
expressed relief at the President’s decision, writing: 


Today, in a remarkable development, we stepped back from the 
brink of disaster. All seems well in the Government. The right 


thing was done. —F8//STLWY/SH/ 0c /NS- 


Gonzales told the OIG during his interview that he could not say 
whether the prospect of resignations at the Department and the FBI may 
have had an impact on the President’s decision.!9* We were not able to 
interview others at the White House to determine what specifically caused 
the program to be modified in accord with the Department’s legal position. 
(U) 


The President’s directive was expressed in two modifications to the 
March 11, 2004, Presidential Authorization. These modifications, as well as 
the operational and legal implications of the President’s decision for the 
Department and the FBI, are described in the next sections. {TSHSIHNFY 


1. March 19, 2004, Modification (U) 


On March 19, 2004, the President signed, and Gonzales certified as to 
form and legality, a Modification of the March 11, 2004, Presidential 


193 Comey stated that he did not believe Gonzales wrote this letter. He stated that 
“Addington was the flame-thrower” and that Gonzales was generally more reasonable and 
moderate. Comey said that Gonzales had later apologized to both Comey and Ashcroft for 
his conduct during the March 10 incident at the hospital and had even come around to 
agree with Philbin and Goldsmith’s analysis regarding the program. Gonzales told the OIG 
that he did not apologize to Ashcroft for the incident in the hospital because he had been 
instructed by the President to go there, but stated that he “regretted” the incident. (U) 


194 However, when Gonzales commented on a draft of this report, he told the OIG 
that the prospect of resignations at the Department and the FBI were not the reason for the 
President's decision. Gonzales stated that he could not elaborate on this statement due to 
executive privilege considerations. (U) 
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Authorization. The first paragraph of the Modification stated that 


The March 19 Modification made two significant changes to 
izati ird important change affecting all 
these changes were to 


the existing Au 
Authorizations. 
become effective beginning at midnight on 


Modification, March 19, 2004, para. 2(a)(italics and brackets added). This 
additional language resulted in 


The language, with the delete 


language in brackets and the insertion indicated in italics, was: 
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Third, the March 19 Modification 


Modification, March 19, 2004 


Each Presidential Authorization had contained a directive to the 
Secretary of Defense not to disclose the program outside the Executive 
Branch without the President’s approval. The Modification reiterated that 
any change was not intended to reverse the President’s control over access 


to the program. (FS//SFLW//SH//OC/NE) 


195 The ultimate disposition of this previously E a 
subsequently addressed in an April 2, 2004, Modification, and thereafter in an August 
2004 Presidential memorandum to the Secretary of Defense, as described below in 


subsection 6, +FSA/STEYHYSH OE HI 
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196 Bradbury was nominated to be Assistant Attorney General for OLC in June 
2005. He was not confirmed for this position, and told us that after exhausting the time 
period for use of the “Acting” title under the Vacancies Reform Act of 1998 (see 5 U.S.C. 
§ 3345 et seq.) in April 2007, he reverted to Principal Deputy Assistant Attorney General, 
the position he had held prior to his nomination. As head of OLC, Bradbury became 
responsible for briefing members of Congress on OLC’s legal analyses concerning the 
program as well as on the Presidential Authorizations. Bradbury’s access to these 
documents and the officials responsible for drafting them provided him significant 
background information on the changes to the program. (U) 
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————- 
Analysis Regardin 


(ESH/STEW//SH CC TNF} 


As noted above, Judge Kollar-Kotelly was made aware on March 14, 
2004, that the March 11 Authorization had been signed by the President 
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but had not been certified as to form and legality by the Justice 
Department. On March 18, 2004, Goldsmith, Philbin, Baker, and Gonzales 
met with Judge Kollar-Kotelly to further brief her on the status of the 
program. According to an internal OLC memorandum, they advised her 
that forthcoming legal opinions from OLC would allay her concerns about 
the use of program-derived information in FISA applications.?0 


The OIG reviewed a handwritten letter from Judge Kollar-Kotelly to 
OIPR Counsel Baker, which appeared to have been written just after the 
initiation o mandated in the March 19, 2004, 
Modification. Baker told us that the handwritten letter should be viewed as 
an informal draft designed to convey Judge Kollar-Kotelly’s preliminary 
understanding of the issues raised by the changes to the Stellar Wind 
program. In the letter, Judge Kollar-Kotelly reiterated her position that 
Stellar Wind-derived information should be excluded from FISA 
applications, writing, “so there is no misunderstanding, I will not sign a 
FISA application which contains any information derived from and/or 
obtained from the [Stellar Wind] program,” including applications in which a 
Stellar Wind tip “was the sole or principal factor in starting an investigation 
by any of the agencies, even if the investigation was conducted 
independently of the tip from [Stellar Wind].” Judge Kollar-Kotelly also 
requested, as a precondition to her agreeing to sign FISA applications in the 
future, that OIPR clarify in writing its proposal for reviewing FISA 
applications to ensure that all Stellar Wind-derived information had been 
excluded. Baker told us that he had a lot of “verbal back and forth” with 
Judge Kollar-Kotelly to explain OIPR’s scrubbing procedures. 


zos i aġhese legal opinions, which addressed the legality g 
- were provided to Judge Kollar-Kotelly in late March and 


early April 2004. {PSHSTEWHSHAOC/NF}) 


23 Chapter Three, Section lI B contains a description of this process. (U) 
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On March 26, 2004, OLC completed a draft memorandum for Baker 
entitled “Use or Disclosure of Certain Stellar Wind Information in 


Applications Under FISA.” This memorandum —_ | 
FISA applications of information derived indirectly fro ,205 
OLC also provided Judge Kollar-Kotelly with a copy of its draft legal 
analysis.2°° {FSHSTFEWH SHTOSA} 


204 This argument is discussed below in connection with Goldsmith’s May 6, 2004, 
legal analysis. (U) 


205 With respect to the memorandum stated that the 
Department did not believe the acquisition of such information was subject to any 
constitutional restraints or statutory restrictions, but that “[t]o the extent Judge 
Kollar-Kotelly has concerns about those conclusions, we note that the analysis in this 
memorandum independently demonstrates that there are no legal restrictions on the use of 
information indirectly derived fro tippers in FISA applications.” 


206 The draft memorandum did not address inclusion in FISA applications of 
information derived directly from the program because OIPR had successfully managed to 
address Judge Kollar-Kotelly’s order to exclude such information. 
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6. o 0<iscation (U) 


Attorney General Ashcroft’s doctors cleared him to resume his duties 
as Attorney General as of March 31. Comey advised Ayres in a March 30, 
2004, memorandum that as of 7:00 a.m. on March 31, the Attorney General 
was no longer “absent or disabled” within the meaning of 28 U.S.C. § 508(a), 
and that as of that time Comey could no longer exercise the duties of the 
Office of Attorney General pursuant to the statute. A copy of the 
memorandum was sent to White House Counsel Gonzales and other senior 
Department officials. (U) 


on NR Bush signed, and Gonzales certified as to 


form and legality, a second Modification of the March 11, 2004, Presidential 
Authorization. This modification addressed onl 


BE activities of the Stellar Wind program. {fS//STEWH/SH OCA} 
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207 An April 5, 200 mith memorandum to file stated that OLC worked with 
Addington to craft the new standard. 
ATS LASTLY HSH OETAFT 


burv distinguished the limitation on 
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7. ns a el Standard is Conveyed to 
e 


The OI j j ially authorized 

in the Modifications 
and subsequent Authorizations were communicated to FBI employees 
responsible for tipping Stellar Wind information to the field. 


A former Unit Chief in the Communications Analysis Unit (CAU) 
within the FBI’s Communications Exploitation Section (CXS) of the 
Counterterrorism Division told us he became aware that at some "ai 


scope of collection under Stellar Wind was narrowed to include onl 
SSE said this information was passed along to him 
and others at the FBI during eith erly meeting with 


NSA representatives. He said 2 n was “taken 
very seriously” by the NSA. As an example, he said that Requests for 


Information (RFI) from the FBI to the NSA on numbers not associated with 
@ were rejected by the NSA as outside the scope of the 
revised Authorization. {FS//+SFTEWASH/ BEN 

An FBI Supervisory Special Agent in the CAU’s unit co-located at the 
NSA (called Team 10), told us that when he i d 
analysis work under the program, 
“fair game.” Her oint the scope o 
He said that 
was rigorously adhered to and was “scrutinized very 
closely.” He said that when the FBI requested that the NSA collect 
information on a particular number, the NSA closely analyzed the number 
and requested supporting information from the FBI before querying the 
Stellar Wind database. This supervisor also stated that the NSA did a good 
job of keeping the co-located FBI personnel informed of changes to the scope 
of collections. He said this information typically would be conveyed to 
appropriate personnel during the daily “all hands meetings.” 


8. Office of Legal Counsel Assesses NSA’s Compliance 
with New Collection Standards {FSH SEH/NEF 


Goldsmith told us that during the week of March 29, 2004, he and 
Philbin p * Stellar Wind program to ensure that the 
querying o was being conducted in accordance with 
the Presidential Authorizations. {FSHS TEW H SHTS} 
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Goldsmith said that while resources were not available to conduct a 
“professional” audit, he visited the NSA a 
officials the legal parameters for queryin 
which as discussed above required a showing of reasonable articulable 
suspicion that the target belonged to a group that was engaged in 
international terrorism.2°9 Goldsmith told the OIG that as part of the 
review, he j ili d the NSA with the new collection 


parameters FSHSFEWHSH TOEF} 


To conduct their review, Goldsmith and Philbin requested that the 


O 


review t 
NSA’s Office o 
memorialized his conversation Ayo 
memorandum, Golds 
found in their review. 


n April 15, 2004, Goldsmith reported the results of his and Philbin’s 
TEED Assistant General Counsel for Operations in the 
eneral Counsel. On April 22, 2004, Goldsmith 

ina ERNIE s file. In the 


Goldsmith also conveyed Potenza, the NSA’s Acting 


General Counsel at the time. {TS STEW H SHTO€E4NF 


9. May 5, 2004, Presidential Authorization {TSHSIHNE} 


As noted above, the March 11, 2004, Presidential Authorization, as 
modified, was set to expire on May 6, 2004, On May 5, the President signed 
another Authorization extending the Stellar Wind program through June 24, 
2004. Unlike the March 11 Authorization and the two modifications that 
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followed it, the May 5 Authorization was certified as to form and legality by 


Attorney General Ashcroft. 4f8//8},44- 


The May 5, Authorization contaj 
Authorization narrowing the scope of 


11 


The May 5 Authorization also 


included the paragrap 
modified on March 19 to encompass only 


With minor variations, the collection standards and other language 
set forth in the May 5, 2004, Presidential Authorization remained 
unchanged in all of the subsequent Authorizations.?!! 


ESHA STEW HSH FOE TNF 


10. May 6, 2004, OLC Memorandum 4TSHSIHHNF) 


On May 6, 2004, Goldsmith completed a revised OLC memorandum 
on the legality of the Stellar Wind program. The 108-page document stated 
that it was written for the Attorney General in response to his request for 
OLC “to undertake a thorough reexamination of the Stellar Wind program 
as it is currently operated to confirm that the actions that the President has 
directed the Department of Defense to undertake through the National 


Security Agency (NSA) are lawful.” (FSHSHHNAP 


The memorandum traced the history of the program and analyzed the 
legality of each of the three collection baskets in light of applicable statutes, 
Executive Orders, cases, and constitutional provisions. 


in the March 11, 


4, Authorization. ++ 
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The memorandum noted that Section 111 of FISA, 50 U.S.C. § 1811, 
providing that the President “may authorize electronic surveillance without 
a court order... to acquire foreign intelligence information for a period not 
to exceed fifteen calendar days following a declaration of war by Congress,” 
made it clear that FISA expressly addresses electronic surveillance during 
wartime.?!2 The memorandum stated that the Authorization for Use of 
Military Force (AUMF) passed by Congress shortly after the attacks of 
September 11, 2001, gave the President authority to use both domestically 
and abroad “all necessary and appropriate force,” including signals 
intelligence capabilities, to prevent future acts of international terrorism 
against the United States. According to the memorandum, the AUMF was 
properly read as an express authorization to conduct targeted electronic 
surveillance against al Qaeda and its affiliates, the entities responsible for 


attacking the United States. {fPS//STEW7/SHSCETNFT 


The memorandum noted that the legislative history of FISA indicates 
that the 15-day window was “thought sufficient for the President to secure 
legislation easing the restrictions of FISA for the conflict at hand,” Quoting 
H.R. Conf. Rep. No. 95-1720, at 34, reprinted in U.S.C.C.A.N. 4048, 4063 
(“[T]he conferees intend that this period will allow time for consideration of 
any amendment to this act that may be appropriate during a wartime 
emergency”), According to the OLC memorandum, “The Congressional 
Authorization functions as precisely such legislation: it is emergency 
legislation passed to address a specific armed conflict and expressly 
designed to authorize whatever military actions the Executive deems 
appropriate to safeguard the United States.” —f8//SH7/4¥F- 


The memorandum concluded that at a minimum the AUMF made the 
application of FISA in a wartime context sufficiently ambiguous that the 
doctrine of constitutional avoidance properly applied to avoid a conflict 
between FISA and the presidentially authorized Stellar Wind program. 
Alternatively, the memorandum argued that FISA, as applied in the 
particular circumstances of a President directing surveillance of the enemy 
to prevent future attacks upon the nation, represented an unconstitutional 
infringement on the President’s Article II Commander-in-Chief powers. 


ATS//STLWY ISI /OC/NB) 


22 As discussed in section I of this chapter, the legal implications of this provision 
of FISA was not addressed in the memoranda John Yoo had drafted in support of the 
program in late 2001, 
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Finally, the memorandum discussed the Fourth Amendment 


implications of the Stellar Wind program. To determine whether 
interception TT violated the Fourth 
Amendment’s prohibition against unreasonable searches, the memorandum 
analyzed whether the importance of the government’s interest in this 
collection outweighed the individual privacy interests at stake. Citing 
various ding Supreme Court opinions, the Federalist 
— | and congressional testimony, the memorandum 
concluded that “the government’s overwhelming interest in detecting and 
thwarting further al Qaeda attacks is easily sufficient to make reasonable 


the intrusion into privacy involved in intercepting selected 
communications.” The memorandum noted that the weight of the 
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government’s interest in this regard could change over time if the threat 


from al Qaeda were deemed to recede. {T3//STEW77S1H// CEANFT 


The memorandum also analyzed telephone and e-mail meta data 
collection under the Fourth Amendment. The memorandum concluded, 
based on the Supreme Court’s holding in Smith v. Maryland, 442 U.S. 735, 
742 (1979), that there is no legitimate expectation of privacy in the numbers 
dialed to place telephone calls. Referring to cases holding that no 
expectation of privacy attached to the address information on either letter 
mail or e-mail, the memorandum concluded that no Fourth Amendment 
privacy interests were implicated in the collection of e-mail meta data. 


In sum, the May 6 memorandum was the most comprehensive 
assessm j 


IHI. OIG Analysis (U) 


A, Department’s Access to and Legal Review of Stellar Wind 
Program Through May 2004 {TSHSIH NF} 


The Justice Department’s access to the Stellar Wind program was 
controlled by the White House, and Gonzales told the OIG that the President 
decided whether non-operational personnel, including Department lawyers, 
could be read into the program. Department and FBI officials told us that 
obtaining approval to read in Department officials and FISA Court judges 
involved justifying the requests to Addington and Gonzales, who effectively 
acted as gatekeepers to the read-in process for non-operational officials. In 
contrast, according to the NSA, operational personnel at the NSA, CIA, and 
the FBI were read into the program on the authority of the NSA Director, 
who at some point delegated this authority to the Stellar Wind Program 


Manager. +?S7/S1H/7/444- 
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Various officials we interviewed about the issue uniformly agreed that 
the White House sought to strictly limit overall access to the Stellar Wind 
program. We believe that this policy was applied at the Department in an 
unnecessarily restrictive manner prior to March 2004, and was detrimental 
to the Department's role in the operation of the program through that 
period. We also believe that Attorney General Ashcroft, as head of the 
Department, was responsible for seeking to ensure that the Department had 
adequate attorney resources to conduct a thorough and accurate review of 
the legality of the program. Because Ashcroft did not agree to be 
interviewed for this investigation, we were unable to determine the extent of 
his efforts to press the White House to read in additional Department 
officials between the program’s inception in October 2001 and the critical 


events of March 2004. -FS//SH/}/NS- 


In Chapter Three we described how the Department’s early 
involvement in the Stellar Wind program was limited to the participation of 
only three attorneys — Attorney General Ashcroft, OLC Deputy Assistant 
Attorney General John Yoo, and Counsel for Intelligence Policy James 
Baker.?!6 Working alone, Yoo drafted several legal memoranda in 2001 and 
2002 advising the Attorney General and the White House that the program 
was legally supported, In reliance on Yoo’s advice, Attorney General 
Ashcroft certified the legality of the Presidential Authorizations to implement 


the program. {fS}/St/7NF]- 


Because Yoo worked alone, his legal analysis was not reviewed by 
other attorneys, either in OLC or elsewhere in the Department.2!7 Even 


216 Counsel for Intelligence Policy James Baker was read into the program in either 
late 2001 or January 2002. But Baker appears to have been read in only because he 
inadvertently came across information that suggested such a program existed. While Baker 
had involvement in several aspects of the program, he had no involvement in drafting or 
reviewing Yoo's legal memoranda supporting the program. Daniel Levin, who served as 
both Chief of Staff to FBI Director Mueller and briefly as a national security counselor to 
Ashcroft, also was read into Stellar Wind at the inception of the program. However, Levin 
only served for two months at the Department during this early phase of Stellar Wind and 
had very limited involvement in the program during this period. Levin told us he was read 
into Stellar Wind along with Director Mueller at the FBI and that he understood that he 
was being cleared into the program as an FBI official. We therefore consider Levin to be an 


FBI read-in, not a Department read-in. (#S//STLW//SY /OC/NB) 


217 Gonzales told us that he thought Yoo may have assigned discrete tasks to other 
attorneys in connection with his work on the Stellar Wind legal memoranda. Because Yoo 
declined our request for an interview, we were unable to confirm this. In any event, no 
other attorneys were read into Stellar Wind and therefore would not have been permitted to 
work on or review those portions of the memoranda that contained Top Secret/ Sensitive 
Compartmented Information (TS/SCI) related to the Stellar Wind program. By contrast, 
Yoo had at least one other OLC attorney to assist him in drafting other OLC legal 
memoranda on the detainee interrogation program during the 2001 to 2003 period, and 
these memoranda were reviewed by another OLC Deputy Assistant Attorney General 

(Cont’d.) 
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when Jay Bybee became the OLC Assistant Attorney General in November 
2001, and was therefore Yoo’s supervisor, Bybee was not read into the 
program.?!8 Bybee told us he also was unaware that Yoo was providing 
advice to the Attorney General and the White House on the legal basis to 


support the program. {FSH SHANA} — 


We believe that even before Patrick Philbin voiced his initial concerns 
with Yoo’s analysis in 2003, the circumstances in 2001 and 2002 plainly 
called for additional Department resources to be applied to the legal review 
of the program and that it was the Attorney General’s responsibility to be 
aware of this need and to take steps to address it. Moreover, because 
Ashcroft met frequently with the President on national security matters, he 
would have been well-positioned to request additional legal resources if he 


believed they were necessary. (FS//S}/ 4S} 


The facts suggest that Ashcroft had some awareness and concern that 
Yoo was working on the legal justification for the Stellar Wind program 
without any Department assistance or oversight, and possibly was advising 
the White House directly of his findings. Based on accounts of the incident 
in Ashcroft’s hospital room in March 2004, Ashcroft made specific 
complaints to Gonzales and Card about insufficient legal resources at the 
Department and that the Department had been “cut out of the whole affair.” 
He had also expressed frustration to Comey months earlier about being “in 
a box” with Yoo, Further, according to Goldsmith, when Goldsmith first 
interviewed for the position of Assistant Attorney General for OLC in 2003, 
Ashcroft and his Chief of Staff alluded to concerns over being kept informed 
of matters the Office of Legal Counsel was working on and the importance of 
keeping the Attorney General “in the loop.” We also note that Yoo’s 
November 2, 2001, memorandum to Ashcroft indicated that “[b]ecause of 
the highly sensitive nature of this subject and the time pressures involved, 
this memorandum has not undergone the usual editing and review process 
for opinions that issue from our Office [OLC]. ”-{FSHSHNE} 


While we believe that Ashcroft may have been aware that Yoo was 
working alone on the Stellar Wind analysis and had concerns about this, we 
do not know whether or how hard he pressed the White House to read in 
additional attorneys to assist or supervise Yoo. At the same time, however, 


(Philbin) and approved by the OLC Assistant Attorney General (Bybee), The detainee 
interrogation program also was classified as TS/SCI. We also note that Philbin’s 
background in telecommunications law would have made him a logical choice to assist Yoo 
on the Stellar Wind legal analysis. 


218 In contrast, Bybee was allowed to supervise Yoo’s work drafting legal 
memoranda concerning a detainee interrogation program during the same time period. 


APPROVED FOR PUBLIC RELEASE 


TOP SECRET//STLW//HCE/SH/OREONANGFORN 


we cannot assume that any requests by Ashcroft for additional attorney 
read-ins would have been granted by the White House. Gonzales told us 
that Ashcroft had requested that Deputy Attorney General Larry Thompson 
and Ashcroft’s Chief of Staff David Ayres be read in. However, neither 
request was approved.?!9 Gonzales stated that he did not recall Ashcroft 
requesting additional read-ins beyond Thompson and Ayres, (U) 


In analyzing the read-in situation at the Department during Yoo’s 
tenure, we also considered that Ashcroft certified the program as to its 
legality each time the program came up for renewal, and did so at a time 
when Yoo’s legal advice was the only Department guidance available 
concerning the program’s legality. We believe the fact that only three 
Department attorneys were read into Stellar Wind through mid-2003 may 
have been due at least in part to Ashcroft’s routine recertifications of the 
Presidential Authorizations during this period. As noted in Chapter Three, 
Gonzales told us that it was up to the Attorney General to decide how to 
satisfy his legal obligations as Attorney General, and that if Ashcroft 
believed more attorneys were needed for this purpose, he could have asked 
the President to approve additional Department read-ins. Gonzales also told 
us that Ashcroft’s continued certifications of the Presidential Authorizations 
supported Gonzales’s belief that Ashcroft was satisfied with the quality of 
the legal advice he was receiving at the time within the Department. 


{8/181 /NF) 


There is evidence as well that Gonzales, as White House Counsel, was 
satisfied with Yoo’s legal memoranda supporting the program. Gonzales 
told us that although he did not believe Yoo’s first two memoranda fully 
addressed the White House’s understanding of the Stellar Wind program, 
Gonzales believed that they described as lawful activities that were broader 
than those carried out under Stellar Wind, and that Yoo’s memoranda 


therefore “covered” the program.220 4fS//St//4e)}— 


219 Deputy Attorney General Thompson resigned from the Department in August 
2003, so Ashcroft’s request to have him read into the program would have been made 
before that time. Thatpej in contrasts with the decision 
to in the case o 


briefed about the program in 2002, and 
to be read into the program in 2003, T G does not know who 


authorized these read-ins. +FS7/SH7RF- 


220 We were troubled by Gonzales’s suggestion that Yoo’s memoranda covered the 
program because the memoranda determined to be lawful a range of “hypothetical” 
activities that were interpreted by Gonzales to be broader than those actually carried out 
under Stellar Wind. Such an approach, if deemed acceptable by the “client” (in this case 
the White House), would encourage the Office of Legal Counsel to draft broad and imprecise 

(Cont’d.) 
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However, even apart from the limited number of Department read-ins, 
we believe that the White House imposed excessively strict controls over 
access to the program in other ways that were detrimental to the 
Department’s ability to provide the White House with the soundest possible 
legal advice. For instance, we found no indication that Yoo coordinated his 
legal analysis with the NSA. According to Michael Hayden, the Director of 
the NSA when Stellar Wind began, the NSA relied on its Office of General 
Counsel, and not the Department of Justice, for advice as to the legality of 
the program when it was created. However, we found that the NSA’s Office 
of General Counsel did not coordinate its legal advice with the Department, 
and even as late as 2003 the NSA General Counsel was prevented by the 
White House from reviewing the Department’s legal opinions on the 
program.?2! Hayden also told the OIG that he was “surprised with a small 
‘s” that the Department did not participate in the early meetings with him 
and White House officials when Stellar Wind was first conceived. In 
addition, Addington instructed Philbin not to discuss the program with 
Baker, who as Counsel for Intelligence Policy was responsible for 
representing the government before the FISA Court.?22 {TSHSIHNAĦ) 


We believe that that White House should have allowed and even 
encouraged coordination between the Department and the NSA regarding 
the development of the legal analysis of the program, especially as this 
analysis was first being formulated in late 2001. Such interaction between 
the Department and other Executive agencies is a mainstay of traditional 
OLC practice, and we believe its absence here contributed to factual errors 
in Yoo’s opinions regarding the operation of the program. (8//SL/44 


Although we could not determine exactly why Yoo remained the only 
Department attorney assigned to assess the program’s legality from 2001 
until his departure in May 2003, we discuss below our belief that this 
practice represented an extraordinary and inappropriate departure from 
OLC’s traditional review and oversight procedures and resulted in 
significant harm to the Department’s role in the program. -—FS//SH//4"}+ 


When Yoo left the Department in May 2003, he was replaced by 
Patrick Philbin, who was read into the program to advise Ashcroft whether 
he could continue to certify the Presidential Authorizations as to their form 


legal analysis and would discourage the type of careful scholarship to which the OLC 
traditionally aspires. {P37 /St/7NF}— 

221 [n addition, the NSA Office of the Inspector General, which wanted to conduct 
an internal audit of the program during this period, was prevented by Addington from 
reviewing the Justice Department’s legal memoranda supporting the program. (U/ G6} 

222 Philbin told the OIG that he spoke with Baker about the program despite 
Addington's instruction not to. (U) 
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and legality. When Goldsmith became the OLC Assistant Attorney General 
in October 2003, Philbin pressed Addington to have Goldsmith read in, and 
Goldsmith became the first head of OLC to be read into the program. As 
noted, Goldsmith’s predecessor Jay Bybee was never read into the program. 


ES HSH ANF 


Thus, by the end of 2003, a total of only 5 Department officials — Yoo, 
Ashcroft, Baker, Philbin, and Goldsmith — had been read into Stellar Wind. 
By comparison, and as shown in Chart 4.1 below, we determined that many 


other individuals through i m 
the same period 


(P37 / STEW} /SH/OG/NE) 


The assignment of only one Department attorney, John Yoo, to 
conduct a legal review of the program without assistance or oversight from 
anyone else at the Department, combined with the White House’s decision 
to prevent the NSA from reviewing Yoo’s work, resulted in legal opinions by 
Yoo that were later determined by OLC to be so inaccurate and incomplete 


223 This table was derived from NSA read-in information. Justice Department 
read-ins includefl OIG personnel who were read into Stellar Wind in 2006. (U/ HOUSE) 


191 


TOP SECRET//STLW//HCS/SI/ /ORCON/NOFORN — 


APPROVED FOR PUBLIC RELEASE 


FOR SEGRET//STLW//MCS/S1//ORCON/NOFORN— 


as to be regarded as not covering key aspects of the Stellar Wind program. 
Given the enormously complex nature of the program from both a technical 
and legal perspective, coupled with the fact that he was working alone, it 
was not altogether surprising that Yoo’s analysis contained inaccuracies 
and omitted critical elements, particularly given the pressure to generate a 
legal analysis within weeks of the program’s implementation. However, 
Yoo’s analysis did not change or include a more accurate description of the 
program’s operation over the course of his 20-month tenure with the OLC. 


After reviewing Yoo’s legal opinions on the program, Goldsmith and 
Philbin quickly discovered what they characterized as seriou 


j o’s 

legal analysis. These flaws i ’s failure to deser o 
being conducted by the NSA under 

e Stellar Wind program and his failure to assess the legality of this and 


other activities as they were carried out by the NSA. 


(ES7STEW773t/79€7NF} 


Specifically, both Goldsmith and Philbin stated that Yoo 
isch j in bi e nature and scope of the NSA’s 
They stated that Yoo’s 
characterization of this activity in his 2001 and 2002 legal memoranda was 


224 Both Goldsmith and 
nilbin also acknowledged that they initially incorrectly believed the NSA’s 
was broader than it in fact was under the 
program. However, unlike Yoo, Goldsmith and Philbin accurately 


224 
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characterized the collection fil on thus their legal advice was based 
on facts that more closely reflected the actual operation of the program.?25 


4FSt/STEWHSHHOCHE) 


In addition, Goldsmith and Philbin discovered that Yoo’s assertion 
that the President had broad authority to conduct electronic surveillance 
without a warrant pursuant to his Commander-in-Chief powers under 
Article II of the Constitution, particularly during wartime, never addressed 
the FISA provision that expressly addressed electronic surveillance following 
a formal declaration of war. See 50 U.S.C. § 1811, Goldsmith also criticized 
Yoo’s legal memoranda for failing to support Yoo’s aggressive Article II 
Commander-in-Chief theory with a fully developed separation of powers 
analysis, and instead offering only sweeping conclusions. As an example, 
Goldsmith cited Yoo’s assertion that reading FISA to be the “exclusive 
statutory means for conducting electronic surveillance for foreign 
intelligence” amounts to an “unconstitutional infringement on the 
President’s Article II authorities.”226 Moreover, noted Goldsmith, Yoo 
omitted from his separation-of-powers discussion any analysis of how the 
Youngstown Steel Seizure Case, a seminal Supreme Court decision on the 
distribution of governmental powers between the Executive and Legislative 
Branches during wartime, would affect the legality of the President’s actions 


with respect to Stellar Wind.227 {FSHSFEWHSHHOGINE) 


In reliance on Yoo’s advice, the Attorney General certified the program 
“as to form and legality” some 20 times before Yoo’s analysis was 
determined to be flawed by his successors in OLC and by attorneys in the 
Office of the Deputy Attorney General. We agree with many of the criticisms 
offered by Department officials regarding the practice of allowing a single 
Department attorney to develop the legal justification for the program 


226 See Yoo Memorandum, November 2, 2001, at 9. Yoo went on to state that 


Yoo 


concluded that represents a statutory procedure that creates a safe harbor lor 
surveillance for foreign intelligence purposes.” Id. (FS//84}}4H4 


227 The Department's Office of Professional Responsibility (OPR) intends to review 
whether Yoo’s legal analysis concerning the Stellar Wind program violated any standards of 
professional conduct, OPR has similarly reviewed whether the legal analysis by Yoo and 
others concerning the detainee interrogation program violated standards of professional 


conduct. {FSHSHHNF}- 
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during its early stage of operation. We summarize these criticisms below. 


Goldsmith described as “crazy” and “outrageous” the assignment of 
an OLC Deputy Assistant Attorney General to provide legal advice to the 
White House without the knowledge or concurrence of the Senate-confirmed 
Assistant Attorney General for OLC, who is accountable for the legal 
positions taken by the office. (U) 


Goldsmith said that not a single critical eye reviewed Yoo’s work on a 
program that Goldsmith described as “flying in the face” of the conventional 
understanding of the law at the time. Goldsmith noted that Yoo’s legal 
memoranda did not include facts about how the Stellar Wind program 
operated in practice, and he surmised that Yoo instead might have “keyed 
off’ the Presidential Authorizations rather than NSA’s actual collection 
practices in developing his analysis. Goldsmith also said it was “insane” 
that Yoo’s memoranda were not shared with the NSA. Goldsmith said that 
had the NSA reviewed these memoranda Yoo’s failure to accurately describe 
the nature and scope of the collection by the NSA and the resulting 
“mismatch” between the actual practice and the wording of the Presidential 
Authorizations might have been detected earlier. +FS//SH/-/NF}L 


Similarly, Daniel Levin, who was one of the first FBI officials to be 
read into Stellar Wind and who would later become Acting Assistant 
Attorney General for OLC upon Goldsmith’s departure in June 2004, 
criticized allowing a single attorney to be the sole voice of the OLC 
concerning a program such as Stellar Wind. Levin stated that OLC has a 
special role at the Department and within the government, especially with 
“highly secret programs where opinions may never see the light of day.” 
Under such circumstances, according to Levin, it is very difficult not to say 
“yes” to the White House — OLC’s client — in the face of national security 
threats. Levin stated that unlike situations where a court places limitations 
on the positions the government may take, there are no such limitations 
when OLC considers a position that will remain secret, and it is easier to be 
more aggressive and “cut some corners” under such circumstances. 


Levin stated that Yoo’s memoranda justifying the program suffered 
from too little circulation and a lack of alternative views. He said that the 
OLC memoranda produced under Goldsmith’s tenure were better, not 
because the authors were “smarter” than Yoo, but because the authors 
benefited from multiple viewpoints and input. Levin also said that he never 
understood why the Stellar Wind program was deemed so sensitive at the 
operational level, Levin said he appreciated that the program was politically 
sensitive, but added that it was a “huge mistake” to keep the program so 
closely held within the Department. 


APPROVED FOR PUBLIC RELEASE 


-TOP SECRET//STLW//HCS/SH/GREGN/NOFORN 


We believe that Goldsmith’s and Levin’s comments concerning the 
secrecy of Stellar Wind are especially relevant to the need for legally and 
factually sound OLC analysis with respect to classified national security 
programs. Because programs like Stellar Wind are not subject to the usual 
external checks and balances on Executive authority, OLC’s advisory role is 
particularly critical to the Executive’s understanding of potential statutory 


and Constitutional constraints on its actions. +FS//STLW//SsI//ocsNE}— 


Deputy Attorney General Comey also criticized the decision to allow a 
single person to assess the legality of the program on behalf of the 
Department. Comey told us that Goldsmith had once aptly described the 
Yoo situation to him as “the perfect storm” in which the following factors 
converged: the terrorist attacks of September 11, 2001; a “brilliant guy” at 
the Department who was “an aggressive advocate for executive power”; and 
a White House “determined to restore executive power.” Comey expressed a 
degree of sympathy for Yoo, noting the extraordinary situation into which 
Yoo had been placed. Comey also observed that the response to 
September 11 essentially placed the policy burden on lawyers, who were 
now looked to by others for guidance as to what counterterrorism activities 
fell within the bounds of the law. However, Comey said that he believed 
White House officials “got what they ordered” by asking Yoo for opinions and 
restricting the number of persons with access to the program or the 


opinions.228 FSHSHHNF}- 


Attorney General Ashcroft declined to be interviewed in our review, 
and we were thus unable to determine what his views were on the 
assignment of Yoo alone to conduct the legal review of the program. 
However, as noted above, witness accounts of his statements concerning the 
Yoo situation leave little doubt that Ashcroft was plainly upset with the 
White House for putting him “in a box” with Yoo. According to Goldsmith 
and Philbin, Ashcroft was direct about his grievances when Gonzales and 
Card came to see him in the hospital on March 10, 2004, including 
complaining that Ashcroft’s Chief of Staff and until recently the Deputy 
Attorney General had not been allo into the program, and 
that he found it “very troubling inated co cic in other agencies” 
had been read into the program. What remains unclear is whether Ashcroft 
came to the realization that the Department had been given an insufficient 
number of read-ins only after Philbin and Goldsmith presented him with 
their concerns about the quality of Yoo’s legal analysis, or at some point 


before. {FSHSHHNF} 


228 As noted in Chapter Three, Yoo had been given the national security portfolio 
when he first joined the OLC in July 2001, several months before the attacks of 
September 11, 2001, and the inception of Stellar Wind. (U/ /FEUG) 
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We sought to obtain Yoo’s and the White House’s perspective on his 
selection as the sole Justice Department attorney to be read into Stellar 
Wind to provide advice on the legality of the program. We were not able to 
interview Yoo, who declined our request, or Addington and Card, who did 


not respond to our requests. {FSHSHANE}- 


The OIG asked Gonzales about how the White House determined who 
in the Department could be read into the program, but on the advice of 
Special Counsel to the President, Gonzales limited his answer to his 
personal views and declined to discuss internal White House deliberations 
that may have factored into the read-in decisions. Gonzales stated that he 
believed it was necessary for national security reasons to limit the number 
of read-ins to those “who were absolutely essential.” Gonzales also stated 
that there had to be sufficient operational personnel at the NSA, CIA, and 
FBI read in for the purpose of running the program, while reading in 
additional lawyers at the Department had comparatively less value because 
all lawyers will “have opinions” about the program. Yet, Gonzales also 
stressed to us that he welcomed the Department’s reassessment of Yoo’s 
opinions and encouraged Goldsmith and Philbin to re-examine the legal 
basis for the program in 2003 and 2004.229 4fS//SH//NBYL- 


We think the proposition that the participation of Department 
attorneys to analyze the legality of a program as factually and legally 
complex as Stellar Wind should be limited for the reasons offered by 
Gonzales is shortsighted and counterproductive. First, it is evident that 
Stellar Wind was as legally complex as it was technically challenging. Just 
as a sufficient number of operational personnel were read into the program 
to assure its proper technical implementation, we think as many attorneys 
as necessary should have been read in to assure the soundness of the 
program’s legal foundation. This was not done during the early phase of the 


program. {—FS//SH {NF} 


The full history of the program also indicates that the program 
benefited from additional attorney read-ins. In this chapter, we described 
how Philbin and Goldsmith — who held differing opinions on which legal 
theory best supported the program — discovered serious deficiencies in Yoo’s 
analysis and together drafted more factually accurate and legally thorough 
support for the program. In Chapters Five, Six, and Seven we further 
describe how reading in additional attorneys facilitated the grounding of the 
program on firmer legal footing under FISA, allowed the Department more 
efficiently to “scrub” Stellar Wind-derived information in FISA applications, 


229 As discussed in this chapter, Comey, Goldsmith, and Philbin generally agreed 
that Gonzales supported the Department’s legal reassessment of the program. They also 
characterized Addington as far less supportive of their work than Gonzales, ¢{F8//St/ NF 
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and improved the handling of Stellar Wind-related discovery issues in 
international terrorism prosecutions. 


Second, we do not believe that reading in a few additional Department 
attorneys during the first 2 years of the program would have jeopardized 
national security as suggested by Gonzales, especially given the hundreds of 
operational personnel who were cleared into the program during the same 
period (see Chart 4.1), In fact, as noted above, we think the highly classified 
nature of the program, rather than constituting an argument for limiting the 
OLC read-ins to a single attorney, made the need for careful analysis and 
review within the Department and by the NSA only more compelling. 


HESH SHIN] — 


In sum, we concluded that the departure from established OLC and 
Department practices resulted in legal opinions to support the program that 
were later determined to be flawed. We believe the strict control over the 
Department’s access to the program undermined the role of the Department 
to ensure the legality of Executive Branch actions, and as discussed below, 
contributed to the March 2004 crisis that nearly resulted in the mass 
resignation of the Department’s leadership. --FSHSHHIF} 


. We recommend that when the Justice Department is involved with 
such programs in the future, the Attorney General should carefully assess 
whether the Department has been given adequate resources to carry out its 
vital function as legal advisor to the President and should aggressively seek 
additional resources if they are found to be insufficient. We also believe that 
the White House should allow the Department a sufficient number of 
read-ins when requested, consistent with national security considerations, 
to ensure that sensitive programs receive a full and careful legal review. (U) 


B. The Hospital Visit (U) 


The Department’s reassessment of Yoo’s analysis led Comey, who was 
exercising the powers of the Attorney General while Ashcroft was 
hospitalized in March 2004, to conclude that he could not certify the legality 
of the Stellar Wind program. In response, the President sent Gonzales and 
Chief of Staff Andrew Card to visit Ashcroft in the hospital to seek his 
certification of the program, an action Ashcroft refused to take. We’believe 
that the way the White House handled its dispute with the Department 
about the program — particularly in dispatching Gonzales and Card to 
Ashcroft’s hospital room to override Comey’s decision — was troubling for 


several reasons. {FSHSH7N8NF} 


As discussed in this chapter, by March 2004, when the Presidential 
Authorization was set to expire again, Goldsmith had placed Gonzales and 
Addington on notice for several months of the Department’s doubts about 
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the legality of aspects of the Stellar Wind program. In PRA he and 
Philbin had made clear that the Department questioned ality of the 


After Attorney General Ashcroft was hospitalized and unable to fulfill 
his duties, the White House was informed that Deputy Attorney General 
Comey had assumed the Attorney General’s responsibilities. We found that 
the assertion by some in the White House at the time that they had not been 
informed of the situation was subsequently contradicted by the facts. In 
particular, Gonzales later acknowledged that he was aware that Comey was 
acting as the Attorney General.?3! (U) 


Before the Presidential Authorization was set to expire on March 11, 
Comey, who was exercising the powers of the Attorney General at the time, 
told top officials in the White House — including Vice President Cheney and 
White House Counsel Gonzales — that the Justice Department could not 
recertify the legality of the program as it was presently operating. The White 
House disagreed with the Justice Department’s position, and on March 10, 
2004, convened a meeting of eight congressional leaders to brief them on 
the Justice Department’s seemingly sudden reluctance to recertify the 
program and on the need to continue the program. The White House did 
not invite anyone from the Department to this briefing to describe the basis 
for its advice about the legality of the program, nor did it inform the 
Department of its intention to hold the meeting.?32 {TS//S}/ (yey — 


Following this briefing, Gonzales and Card went to the hospital to ask 
Attorney General Ashcroft, who was in the intensive care unit recovering 


230 Our conclusion that Goldsmith advised Gonzales and Addington of the 
Department’s concerns in December 2003 is supported by his contemporaneous notes of 
these events. In addition, although Gonzales told us that the first time he recalled hearing 
of these concerns in detail was in early March 2004, he did not dispute that Goldsmith had 
first begun to advise him of the Department's general concerns months earlier, (U) 


231 During his congressional testimony, when questioned about whether he knew 
that Attorney General Ashcroft’s powers had been transferred to Comey, Gonzales 
responded, “I think that there were newspaper accounts, and that fact that Mr. Comey was 
the acting Attorney General is probably something I knew of.” (U) 


232 On the advice of White House counsel, Gonzales declined to provide a reason to 
the OIG why the Department was not asked to participate in the briefing. However, when 
Gonzales commented on a draft of this report, stated that the purpose of the meeting 


was to inform the congressional leaders that 
basis for aspects of the program, 
and that a legislative fix therefore was necessary. Gonzales state at the purpose of the 


meeting was not to have a “debate” between the White House and the Department 
concerning the legality of the program, but rather to explore just such a legislative “fix.” 
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from surgery and according to witnesses appeared heavily medicated, to 
certify the program, notwithstanding Comey’s stated opposition. Yet, they 
did not notify Comey or anyone else in the Department that they intended to 
take this action. Their attempt to have Ashcroft recertify the program did 
not succeed. Ashcroft told them from his hospital bed that he supported 
the Department’s legal position, but that in any event he was not the 
Attorney General at the time — Comey was. (U) 


Gonzales stated that even if he knew that Ashcroft was aware of 
Comey’s opposition to recertifying the program, Gonzales would still have 
wanted to speak with Ashcroft because he believed Ashcroft still retained 
the authority to certify the program. Gonzales testified before the Senate 
Judiciary Committee in July 2007 that although there was concern over 
Ashcroft’s condition, “We would not have sought nor did we intend to get 
any approval from General Ashcroft if in fact he wasn’t fully competent to 
make that decision.” Gonzales also testified, “There’s no governing legal 
principle that says that Mr. Ashcroft, if he decided he felt better, could 
decide, ‘I’m feeling better and I can make this decision, and I’m going to 
make this decision.” (U) 


We found this explanation and the way the White House handled the 
dispute to be troubling. Rather, we agree with Director Mueller’s 
observation, as recorded in his program log following his meeting with Card 
on March 11, 2004, that the failure to have Department of Justice 
representation at the congressional briefing and the attempt to have 
Ashcroft certify the Authorization by overruling Comey “gave the strong 
perception that the [White House] was trying to do an end run around the 
Acting [Attorney General] whom they knew to have serious concerns as to 
the legality of portions of the program.” -—FS//SH/7RF}— 


At a minimum, we would have expected the White House to alert 
Comey directly that it planned to brief the congressional leaders on the 
Department’s position and that it intended to seek Ashcroft’s approval of the 
program despite Comey and Goldsmith’s stated legal position against 
continuing certain activities under the program. Instead, White House 
officials briefed congressional leaders and sought to have Attorney General 
Ashcroft recertify the program from his hospital bed without any notice to 
Comey or anyone else at the Department. We believe these actions gave the 
appearance of an “end run” around the ranking Justice Department official 


with whom they disagreed. ¢f8//ShH NF} 


C. Recertification of the Presidential Authorization and 
Modification of the Program (U) 


As described in this chapter, the Department had notified Gonzales 
and Addington of its concerns about the legality of aspects of the program 
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for several months. In fact, the Department had made clear to the White 
House in December 2003 and more emphatically in a series of meetings in 
March 2004 that it believed that aspects of the program could not be legally 
supported in their existing form. Comey and Goldsmith were clear in their 
advice to the President and other White House officials. At the hospital 
Ashcroft also expressed deep concern (epee Mor we ST 
and told Gonzales and Card that he supported the position of his 
subordinates, We believe that Ashcroft acted admirably under arduous 


circumstances. -—FS//-SThW+61//6e}44— 


Despite the legal concerns uniformly expressed by senior Department 
of Justice leaders, the White House, through White House Counsel 
Gonzales, recertified the Authorization, allowing the program to continue 


substantively unchanged. {7387/84 


Only after Mueller, Comey, and other senior Department and FBI 
officials made known their intent to resign if the White House continued the 
program unchanged, despite the Department’s conclusion that aspects of 
the program could not be legally supported, did the President direct that the 
issue be resolved, and the program be modified to address the Department’s 
legal concerns. Because we were unable to interview key White House 
officials, we could not determine for certain what caused the White House to 
change its position and modify the program, although the prospect of mass 
resignations at the Department and the FBI appears to have been a 
significant factor in this decision.253 According to Comey, the President 
raised a concern that he was hearing about these problems at the last 
minute, and the President thought it was not fair that he was not told 
earlier about the Department’s legal position. In fact, as Comey informed 
the President, the President’s staff had been advised of these issues “for 


weeks.” -(F5//51H/- /AS- 


Finally, we believe that the Department and FBI officials who resisted 
the pressure to recertify the Stellar Wind program because of their belief 
that aspects of the program were not legally supportable acted courageously 
and at significant professional risk. We believe that this action by 
Department and FBI officials — particularly Ashcroft, Comey, Mueller, 


233 For instance, we found it significant that on March 16, 2004, White House 
Counsel Gonzales, who had to make a recommendation to the President about how to 


's conclusion that legal support for 
c to ask him 
whether he would resign if the President did no pauplies 
ait nerious conaideraton if the Preside 
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Goldsmith, Philbin, and Baker — was in accord with the highest professional 
standards of the Justice Department. {TSHSHHNFY 
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CHAPTER FIVE 
STELLAR WIND PROGRAM’S TRANSITION TO FISA 
AUTHORITY 
(JUNE 2004 THROUGH AUGUST 2007) 


In this chapter we examine the transition in stages of the Stellar Wind 
program from presidential authority to FISA authority. We first describe the 
FISA Court’s approval in July 2004 of the government’s application to 
acquire foreign intelligence information through the collection of bulk e-mail 
meta data (basket 3 information). This application was based on a legal 
theory related to FISA’s pen register and trap and trace device provisions. 
We next discuss the government’s successful May 2006 application to the 
FISA Court for an order to obtain bulk telephony meta data (basket 2 
information) by the production of business records by certain 
telecommunications carriers. We then describe the government’s 
interaction with the FISA Court to place under FISA the government’s 
authority to intercept the content of certain communications involving both 
domestic and foreign telephone numbers and e-mail addresses (basket 1 
information). Finally, we summarize legislation enacted in August 2007 and 
July 2008 to amend FISA to address, among other concerns, the difficulty 
the government encountered in obtaining FISA authority for content 
collection, as well as the government’s contention that certain provisions of 
FISA had failed to keep pace with changes in telecommunications 


technology. {FSHSTEWH SHOES AF} 


I, E-Mail Meta Data Collection Under FISA (TS//SH-ANE})__ 
A. Application and FISA Court Order (U) 


1, Decision to Seek a Pen Register and Trap and Trace 
(PR/TT) Order from the FISA Court 
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Philbin told us that he encountered some opposition to the FISA 
approach from Counsel to the Vice President David Addington, who argued 
that the FISA Court was unconstitutional and questioned the need to seek 
its authorization for e-mail meta data collection. Philbin said that he 
responded that obtaining an order from the FISA Court was “ironclad safe.” 
Baker recalled attending at least one meeting at the White House with White 
House Counsel Gonzales and Addington to discuss whether to seek an order 
from the FISA Court based on FISA’s pen register and trap and trace device 
provisions (a PR/TT Order) and how the FISA Court should be approached 
to obtain such an order. Baker stated that during the meeting Addington 
said, “We are one bomb away from getting rid of this obnoxious Court.” 
Baker said Addington also stressed to him that there “is a lot riding on your 


[Baker’s] relationship with this Court.” {FS//SFEWH/SH (ec AH 


In contrast, Hayden told us that he did not have any concerns about 
transitioning the bulk e-mail meta data collection to FISA authority and was 
enthusiastic about the move. Hayden stated that while he believed the 
President had the authority to collect the bulk meta data for the NSA to 
conduct meta data analysis, he believes that involving an additional branch 
of government in the activity provided some clarity on this subject. 


Gonzales told us that he did not recall much about the process of 
filing the application with the FISA Court to obtain e-mail meta data 
through a PR/TT Order, but stated that there may have been individuals at 
the White House who expressed concern that seeking the Order from the 


FISA Court was not a good idea. Howev 
j j e Orde 
He stated that he relied on what the intelligence 


professionals told him and that he would not have supported the PR/TT 
application if NSA Director Hayden and others did not believe the collection 


under th t the 
natio 


Gonzales 
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also told us that there was concern at the White House that filing the PR/TT 
application could lead to an unauthorized disclosure of the program. 


2. Briefing for Judge Kollar-Kotelly (U) 


fe ee | Baker, Philbin, and Goldsmith met with Gonzales 
and Addington at the White House to discuss how to approach Judge 
Kollar-Kotelly concerning the proposed PR/TT application, and it was 


decided to give her a “presentation” abo resentation 
was provided to Judge Kollar-Kotelly on Present 
were Attorney General Ashcroft, Central Intelligence Agency Director George 


Tenet, FBI Director Mueller, Hayden, Gonzales, OLC Assistant Attorney 
General Goldsmith, Philbin, Baker, and Director of the Terrorist Threat 
Integration Center (TTIC) John Brennan. According to an agenda of the 
briefing, and as confirmed to the OIG, the presentation was given in three 
parts. First, Mueller, Tenet, and Brennan described the natur 
> s 3 : wae 
Second, Hayden 
described the technical aspects of the proposed bulk e-mail meta data 
collection, including how the information was to be collected, archived, 
queried, and minimized. This portion of the presentation stressed that the 
NSA required the collection of meta d 
capabilities through contact chainin 
terrorist communications.25+ Third, Philbin explained the government’s 
legal argument that FISA authorized the Court to approve a broad 
application to collect e-mail meta data under the statute’s pen register and 


trap and trace provisions. {fS//STLW/S1//C ENF 


tFS 7A SE TNF 
3. The PR/TT Application -—FS//SH//NF}— 


Philbin, Baker, and at least two Office of Legal Counsel attorneys 
assumed primary responsibility for drafting the PR/TT application to the 
FISA Court and a memorandum of law in support of the application.255 


234 The agenda refers to the “needle in haystack” metaphor to illustrate the need for 
bulk collection, noting “must transform streams of hay into haystack that can later be 


searched.” 4784744514 4F}+ 


235 
consisted of the application; a 
proposed order authorizing the collection activity and secondary orders mandating carriers 
to cooperate; a declaration of NSA Director Hayden explaining the technical aspects of the 
(Cont’d.) 
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Baker said that Judge Kollar-Kotelly was given a “read-ahead copy” of the 
application, since it was standard practice to give the FISA Court draft 
applications for review. —FS/ {SH /NF}- 


bulk e-mail meta dat 


the meta data to be collected 
authority would be stored in a database. According t 


icati gainst the database to identify 
by looking for con th other 
individuals reasonably suspected to ie to reveal 


communications links between such operatives. The resulting analytical 
products would then be tipped out as leads to the FBI and other elements of 
ntelligence Community to find members o 
disrupt their activities, and prevent future terrorist attacks in the 
United States.236 4fS//SFLW//SH//0C/NEL 


The Justice Department constructed its legal argument for this novel 
use of pen register and trap and trace devices around traditional authorities 
provided under FISA. Specifically, 50 U.S.C. § 1842(a)(1) authorizes the 
Attorney General or other designated government attorney to apply 


for an order or an extension of an order authorizing or 
approving the installation and use of a pen register or trap and 
trace device for any investigation to obtain foreign intelligence 
information not concerning a United States person or to protect 


proposed e-mail meta data collection and identifying the government official seeking to use 
the pen register and trap and trace devices covered by the application for purposes of 50 


U.S.C, § 1842(c){1); a declaration of Director of Central Intelligence Tenet describing the 
threat posed by ; a certification from Attorney 
General Ashcroit stating that the information likely to be obtained from the pen register 


and trap and trace devices was relevant to an ongoing investigation to protect against 
international terrorism, as required by 50 U.S.C. § 1842(c); and a memorandum of law and 
fact in support of the application. 


phasized that Internet e-mail is one of the primary methode 
communicate, The memorandum of awi in suppo 
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against international terrorism or clandestine intelligence 
activities, provided that such investigation of a United States 
person is not conducted solely upon the basis of activities 
protected by the first amendment to the Constitution which is 
being conducted by the Federal Bureau of Investigation under 
such guidelines as the Attorney General approves pursuant to 
Executive Order No, 12333, or a successor order. {f87//SH7/} 


FISA incorporated the definitions of the terms “pen register” and “trap and 
trace device” from 18 U.S.C. § 3127. Thus, FISA adopted as the definition of 


a “pen register” 


a device or process which records or decodes dialing, routing, 
addressing, or signaling information transmitted by an 
instrument or facility from which a wire or electronic 
communication is transmitted, provided, however, that such 
information shall not include the contents of any 


communication. {FSHSHIE} 


18 U.S.C. § 3127(3). FISA also adopted as the definition of a “trap and trace 
device” 


a device or process which captures the incoming electronic or 
other impulses which identify the originating number or other 
dialing, routing, addressing, and signaling information 
reasonably likely to identify the source of a wire or electronic 
communication, provided, however, that such information shall 
not include the contents of any communication. (TS//SI//NBE, 


18 U.S.C. § 3127(4). 


In its application the government argued that the NSA’s proposed 
collection of meta data met the requirements of FISA by noting that the 
meta data sought comported with the “dialing, routing, addressing, or 
signaling information” type of data described in FISA’s definitions of pen 
registers and trap and trace devices. The government also noted that 
nothing in these definitions required that the “instrument” or “facility” on 
which the device is placed carry communications of only a single user rather 


than multiple users. {fS//SI//NE) — 


The government next argued that the information likely to be obtained 
from the pen register and trap and trace devices was relevant to an ongoing 
investigation to protect against international terrorism, as certified by the 
Attorney General under 50 U.S.C. § 1842(c). In support of this “certification 
ofr ” the governm l an 
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The government acknowledged that “the overwhelming majority of 
communications from which meta data will be collected will not be 
associated wi ” However, the government 
maintained that FISA did not impose any requirement to tailor collection 
precisely to obtain only communications that are strictly relevant to the 
investigation. The government argued that, in any event, “the tailoring 
analysis must be informed by the balance between the overwhelming 
national security interest at stake . . . and the minimal intrusion into 
privacy interests that will be implicated by collecting meta data — especially 
meta data that will never be seen by a human being unless a connection to 
a terrorist-associated e-mail is found.” —F8//S1/+-/4*- 


The government also stated that the NSA needed to collect meta data 


in bulk in order to effectively use analytic tools such as contact chaining 
as: would enable the NSA to discover enemy 
communications. This argument echoed a premise many officials told us 


about the nature of intelligence gathering in general. For example, Baker 
likened the search for useful intelligence, particularly in the meta data 
context, to finding a needle in a haystack, stating, “the only way to find the 
needle is to have the haystack.” Gonzales argued that “to connect the dots 


you first have to collect the dots.” —FS//SI//NF) __ 


The application and supporting documents described th types of 
e-mail meta data NSA sought authority to collect: 
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el TE BO icatj j his 


ere ee ie ee ke ee as 


follows: 


represented that for most of the proposed collection on 
it was “overwhelmingly likely” that at least one end of the 
transmitted communication either originated in or was destined for 


locations outside the United States, and that in some cases both ends of the 
communication were entirel 
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satisfied the definitions of pen register and trap and trace devices 
under FISA and Title 18. See 50 U.S.C. § 1841(2); 18 U.S.C. § 3127(3) & (4). 
{FS} +S ANE} 


The application also explained the proposed archiving and querying 
process. According to the application, the collected meta data would be 
stored in a secure NSA network accessible only through two administrative 
login accounts and by specially-cleared meta data archive system 
administrators. Each time the database was accessed, the retrieval request 


would be recorded for auditing purposes. {f8//SH{RNF}— 
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The application proposed allowing 10 NSA analysts access to the 
database.238 The NSA analysts were to be briefed by the NSA Office of 
General Counsel concerning the circumstances under which the database 
could be queried, and all queries would have to be approved by one of seven 


senior NSA officials.239 +F5,/5+}/}444}-— 


The application explained that the bulk collection woul j 
with particular e-mail addresses in order to conduct —_— 
propose at queries of the e-mail meta data archive would be performed 


when the e-mail address met the following standard: 


based on the factual and practical considerations of everyday 
life on which reasonable and prudent persons act, there are 
facts giving rise to a reasonable articulable suspicion that a 


oe known e-mail address is associated wi 


Under the PR/TT application, the 


a Bic vse: that it be authorized under 1 bi 


to use the reasonable articulable s 
the database with specific addressing informatio 


In addition, the NSA proposed applying the minimization procedures 
in the United States Signals Intelligence Directive 18 (USSID 18) to minimize 
the information reported concerning U.S. persons. According to the 
application, compliance with these minimization procedures would be 


238 At the government? ber of NSA analysts was increased to 15 
when the Order was renewed ESHS? 


239 When it granted the government’s application, the FISA Court noted that in 
conventional pen register and trap and trace surveillances a court first reviews the 
application before a particular e-mail account can be targeted. The FISA Court stressed the 
importance of the NSA Office of General Counsel’s obligation to ensure that the legal 


adequacy for such queries was met. 4FS3 SHF} 
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monitored by the NSA’s Inspector General and General Counsel. The 
government also proposed that in each renewal application the NSA would 
report to the FISA Court on queries that were made during the prior period 
and the application of the reasonable articulable suspicion standard for 
determining that queried addresses were terrorist-related. {FS//S}H/ A} 


The application and supporting documents explained how the NSA 
intended to use the collected meta data. The NSA sought to use the meta 
dat to apply sophisticated 
algorithms to develop contact chainin .240 In the 
application, the NSA estimated that through external intelligence gathering 
and internal analysis it would meet the proposed querying standard on 
average less than once a day. The NSA further estimated that these queries 
would generate approximately 400 tips to the FBI and CIA per year.2#! Of 
these tips to the FBI and CIA, the NSA projected that 25 percent would 
include U.S. person information, amounting to leads including information 
on about “four to five U.S. persons each month.” {f8//SH}AH#4+ 


4. Judge Kollar-Kotelly Raises Questions about PR/TT 
Application {TS//Sl//NE}) 


ai Judge Kollar-Kotelly wrote Baker to inform him 


that she was considering the application and was in the process of 
preparing an opinion and order in response to it. She wrote that before the 
opinion and Order could be completed, however, she required written 
responses to two questions: 


(1) Apart from the First Amendment proviso in the statute (50 
U.S.C. § 1842(a)(1), (c)(2)), what are the general First 
Amendment implications of collecting and retaining this 
large volume of information that is derived, in part, from the 
communications of U.S. persons? 


(2) For how long would the information collected under this 
authority continue to be of operational value to the 
counter-terrorism investigation(s) for which it would be 


collected? (FS//SI//NBE\_ 


Baker responded in a letter to the FISA Court = —— 4] 
Concerning the first question, Baker’s letter asserted that the proposed 


240 These analytic tools are discussed in Chapter Three. (U) 


241 The NSA arri at this estimate based on the assu ion that each query could 
be expected to generatqgje-mail addresses “one level out,” an addresses “two levels 
out.” The overall number of direct and indirect contacts with the initial seed address would 
be significantly reduced using “analytical tradecraft,” --TSHSIHNE} 


APPROVED FOR PUBLIC RELEASE 


TOP- SECRETHSTEWHHESSH7ORCON/NOFORN 


collection activity was consistent with the First Amendment and that he 
could find no reported decisions holding that the use of pen register and 
trap and trace devices violated the First Amendment. TFSHSHAN§ 


In his letter, Baker argued that although the meta data collection 
would include entirely innocent communications, a good-faith investigation 
does not violate the First Amendment simply because it is “‘broa[d] in 
scope” (quoting Laird v. Tatum, 408 U.S. 1, 10 (1972)). He also wrote that 
the use of the collected meta data would be “narrowly constrained” because 
the querying standard for the meta data would be subject to a “reasonable 
articulable suspicion” of a nexus to ESHS} 


Regarding Judge Kollar-Kotelly’s second question concerning how 
long the collected meta data would continue to be of operational value, 
Baker wrote that, based on the analytic jud 
information would continue to be relevant "pioneers. at 
least 18 months. Baker also advised that the NSA believed the e-mail meta 
data would continue to retain operational value beyond 18 months, but that 
it should be stored “off-line” and be accessible to queries only by a 
specially-cleared administrator, Baker proposed that 3 years after the 
18-month timeframe, or 4% years after it is first collected, the meta data 


could be destroyed.242 (F5//81/ 444) 
5. FISA Court Order (U) 


In response to the application and follow-up questions, on July 14, 
2004, Judge Kollar-Kotelly signed a Pen Register and Trap and Trace 
Opinion and Order based on her findings that the proposed collection of 
e-mail meta data and the government’s proposed controls over and 
dissemination of this information satisfied the requirements of FISA. 


PSF HHES//SH ANE} 


The Order granted the government’s application in all key respects. It 
approved for a period of 90 days the collection within the United States of 
e-mail meta data The Order 
also required the government to comply with certain additional restrictions 
and procedures either adapted from or not originally proposed in the 


application. {FS//HCS//SI/ /NE) 


In the Order, the Court found that the information to be collected was 
“dialing, routing, addressing, or signaling information” that did not include 


mz c eaa] the FISA Court issued an order authorizing the NSA to 
maintain bulk meta data on-line for 4'4 years after which time it must be destroyed. 
According to the NSA Office of General Counsel, the NSA still follows this retention 


procedure, {FSHESSHSHAIE} 
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the contents of any comm ion. The Court stressed that it was only 
authorizing collection of th categories of information delineated in the 
application, but acknowledged that additional information “could be 
gleaned” from that meta data 

The Court found that the means by whic e categories 
of meta data were to be collected met the FISA definition of a “pen register,” 
and that the means for collecting th ategory of meta data satisfied the 
FISA definition of a “trap and trace device.” See 18 U.S.C. § 3127(3) & (4), 
as incorporated in FISA at 50 U.S.C. § 1841(2). {FS7#HES7/SH TFT 


The Court further found that the government satisfied FISA’s 
requirement that the application certify that the information likely to be 
obtained is relevant to an ongoing investigation to protect against 
international terrorism. The Court concluded that, “under the 
circumstances of this case, the applicable relevance standard does not 
require a statistical ‘tight fit’ between the volume of proposed collection and 


proportion of information that will be directly relevant to 
FBI investigations.”243 +F5//H¢s//S]L/ Ae 


The Court also agreed with the government’s position that the privacy 
interest at stake in the collection of e-mail meta data did not rise to the 
“stature protected by the Fourth Amendment,” and that the nature of the 
intrusion was mitigated by the restrictions on accessing and disseminating 
the information, only a small percentage of which would be seen by any 


person. FSHHESHSHINF} 


In sum, the Court concluded that the use of pen register and trap and 
trace devices to collect e-mail meta data would not violate the First 
Amendment, stating that 


the bulk collection proposed in this case is analogous to 
suspicionless searches or seizures that have been upheld under 
the Fourth Amendment in that the Government’s need is 
compelling and immediate, the intrusion on individual privacy 
interests is limited, and bulk collection appears to be a 
reasonably effective means of detecting and monitoring [iii 


243 The Court cautioned that its ruling with regard to the breadth of the meta data 
collection should not be construed as precedent for similar collections of the full content of 
communications under the electronic surveillance provisions of FISA, The Court noted 
important differences in the two types of collection, including the fact that overbroad 
electronic surveillance requires a showing of probable cause to believe the target is an agent 
of a foreign power, while the bulk meta data collection under FISA’s pen register and trap 
and trace device provisions merely require e overbroad collection is 
justified as necessary to discover unkno ersons, The Court also 
contrasted the high privacy interests at stake with respect to content communications with 
the absence of a privacy interest in meta data. 
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BE ORE a... and thereby obtaining information 


likely to b to ongoing FBI investigations. 
TS//HCS//SI// NE) 


However, the Court also was concerned that “the extremely broad 
nature of this collection carries with it a heightened risk that collected 
information could be subject to various forms of misuse, potentially 
involving abridgement of First Amendment rights of innocent persons.” The 
Court noted that under 50 U.S.C. § 1842(c)(2), pen register and trap and 
trace information about the communications of a U.S. person cannot be 
targeted for collection unless it is relevant to an investigation that is not 
solely based upon the First Amendment. Therefore, the Court ordered that 
the NSA modify its criterion for querying the archived data by inserting the 
following underlined language, as shown below: 


will qualify as a seed 
only if NSA concludes, based on the factual and practical 
considerations of everyday life on which reasonable and 
prudent persons act, there are facts giving rise to a reasonable 


articulable suspicion that a particular known e-mail address is 
associated with 

rovided, however, that an elieved to be 
used by a U.S. person shall not be regarded as associated with 


basis of activities that are protected by the First Amendment to 


the Constitution. (P3//HES//SH/NBL- 


Regarding the storage, accessing, and disseminating of the e-mail 
meta data obtained by the NSA, the Court ordered that the NSA must store 
the information in a manner that ensures it is not commingled with other 
data, and must “generate a log of auditing information for each occasion 
when the information is accessed, to include the . . . retrieval request.” The 
Court further ordered that the e-mail meta data “ essed only 
through queries using the contact chaining as 
described by the NSA in the government’s application. (F5//HES//Si7 NF) 


The Court noted the “distinctive legal considerations” involved in 
implementing the authority the Court was vesting in the NSA. Specifically, 
the Court observed that conventional pen register and trap and trace 
surveillance required judicial review before any particular e-mail account 
could be targeted. However, by granting the government’s application, the 
Court noted that the ’s decision to target an e-mail address (sometimes 
referred to as a “see ) would be made without judicial review. 
Therefore, the Court ordered that the NSA’s Office of General Counsel would 
be responsible for training analysts to comply with querying standards and 


215 
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other procedures and “to review the legal adequacy for the basis of such 
queries, including the First Amendment proviso... .” (F6//H6ES//57 Ae 
response to Judge 


Kollar-Kotelly’s inquiry regarding the Sa . of the collected data, the 


As suggested by Baker in his 
Court ordered that the e-mail meta data shall be available for 18 months. for 
querying. The Court further ordered that after the 18-month period, the 
data must be transferred to an “off-line” tape system from which it could 
still be accessed for querying upon approval of the NSA officials authorized 
to approve queries, and that such meta data must be destroyed 4% years 


after initially collected. (F8//HES//SH AY 


The Court’s Order was set to expire after 90 days. The Court required 
that any application to renew or reinstate the authority granted in the Order 
must include: a report discussing queries made since the prior application 
and the NSA’s application of the requisite legal standard to those queries; 
detailed information regarding AM oroposed to be added to the 
ranted under the Order; any changes to the description of the 
cecribed § in the Order or the nature of the communications 


means of collection, 
of the pen register and 


trap and trace devices 


{FS}}HCS}/SH/ANF} 


Finally, the Court issued separate order to 
assist the NSA with the installation and use of the pen register and trap and 
trace devices and to maintain the secrecy of the NSA resort enters 
orders called “secondary orders,” 

E e NSA was directed to compensate the carriers for all 
assistance provided in connection with the PR/TT Order. 


{ESACSHSIHNF) — 


Baker and other witnesses told us that obtaining the Order was seen 
by the Department as a great success, and that there was general 
agreement that the government had secured all the authority it sought to 


Comey told us that 
obtaining the Order from the FISA Court also provided an “air of legitimacy” 


to the program.?4 {FSHSFEWH SIH eem 


244 Comey and others informally referred to the PR/TT Order as “the mother of all 
pen registers.” 
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President Orders Limited r ae | 


(TSHSTEWHSH+O648F} 


E-mail meta data collection under FISA pen register authority began 


when the PR/TT Order took effect on July 14, 2004. As required by the 
Order, the data was placed in its own database or “realm.” 


{ESHS FEWHHSH7OC4NF} 
We discuss below the President’s directive and the OLC memorandum 
that was drafted to analyze its legality. @#S//STLW//SI//OC/NF} 
The President’s August 9, 2004, Memorandum to the 


1. 
Secretary of Defense FSHSIHHNF} 


On August 9, 2004, the same day a routine Presidential Authorization 
was issued to continue Stellar Wind, the President sent a separate 
memorandum to i f the e-mail 


meta data collecte The 
memorandum directed the Secretary of Defense that, consistent with the 


August 9, 2004, Presidential Authorization (and any successor Presidential 


Authorizations), the NSA was authorized to 
e-mail meta data 
when there was a reasonable articulable suspicion that (1) a 
e communication belonged to and 
ose of the search was to produce foreign intelligence information 
Stage: 


party to 
(2) the purp 


PRON 7 TORY NT OY Tes NTS 


245 The President’s Memorandum provided that the authority to conduct such 
searches was to terminate on September 23, 2004. In the September 17, 2004, Presidential 


Authorization, this authority was extended until November 18, 2004. 
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2. Office of a Counsel Determines 


(ES// STEW SH / OCA} 


Jack Goldsmith resigned as Assistant Attorney General for the Office 
of Legal Counsel on July 30, 2004, Goldsmith was replaced by Daniel 
Levin, who served as the Acting Assistant Attorney General for OLC until 
February 2005. (U) 


During late 2004, at the request of Comey and Ashcroft, Levin began 
work on an OLC memorandum addressing whether it would be lawful for 
the NSA to analyze the e-mail meta data > 


246 The E22 meta data has since been placed on tape and is being held 
by the NSA Office of General Counsel pursuant to a preservation order. 


“PST STEW SH CE} 
247 The final version of the OLC memorandum was signed by Levin on February 4, 
it 


2005. Levin told the OIG thata “poli 
memorandum. to the specific purpos 
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Thus, the President asserted extrajudicial authority to order the 
further use of e-mail meta data collected under Stellar Wind for the limited 
purpose described in his August 9 memorandum. The FISA Court was 
notified of this action, although the government did not seek its permission. 


FS} STEW TSH POET) 
C Non-Compliance with PR/TT Order {TSHSIHNF} 


As with other orders issued under FISA, the PR/TT Order was 
renewed every 90 days. During the early renewals, two major instances of 
non-compliance were brought to the FISA Court’s attention. As described 
below, these violations of the Order resulted primarily from the NSA senior 
officials’ failure to adequately communicate the technical requirements of 
the Order to the NSA operators tasked with implementing them, and from 
miscommunications among the FISA Court, the Justice Department, and 
the NSA concerning certain legal issues. {TSH SHI NF} 


1. Filtering Violations {fS//SH//¥Fy} 
on TT ove: filed a Notice of Compliance Incidents with 
the FISA Court. In the Notice, Baker stated that the compliance incidents 
cited in the Notice “raise compliance issues with about en Ti the 


collection authorized by the Court.”248 The Notice included as an 
attachment a letter from NSA General Counsel Robert Deitz to Baker 


describing inciden $ orized collection.” Deitz learned of 
these incidents o 249 {TSHSHANF} 


E -2 be queried for any purpose. Levin told 


us that, other than Addington, no one else was pushing to broaden the memorandum’s 


application, {(S//STLW//SI/ /oc Ne 


248 Subsequent filings indicate tha of overall collections under the Order 
were affected by the violations. 


249 One tipper that was based on this unauthorized collection was disseminated as 
a lead to the FBI but was subsequently retracted. (F8//SH/7/NFY 


(Cont’d.) 
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Baker told us that Judge Kollar-Kotelly was “not happy” about the 
the FI an Order Regarding 


(Compliance Order). 
The Court wrote that the “NSA violated its own proposed limitations, which 
were attested to by its Director and, at the government’s invitation, adopted 
as provisions of the orders of this Court.” The Court found that the 
violations “resulted from deliberate actions by NSA personnel,” as 
distinguished from technical failures. The Court stated it was also troubled 


violations, which extended from July 14 through 
ae that the Court was reluctant to issue a renewal of 
t same day, the Court issued an Order to address M 
Order tion for Authorities Involving 
|, requiring that any application 
: ea 


for renewal or 
| be accompanied by 


a sworn declaration by the Secretary of Defense attesting to the state of 
compliance with the PR/TT Order and a description of the procedures that 


would be used to ensure compliance. {FS//SH//R¥F 


= A government moved for an extension of time 
(until thin which to provide the Secretary of Defense’s 
declaration. The motion, which the Court granted, assured the Court that 


surveillance had been terminated on 
the NSA had moved to a 


violation. O 


separate database all meta data obtained 
The NSA also represented that it reconstructed its 
contact chaining database using only properly obtained meta data and 
purged the unauthorized meta data from the system. {FS//SI//NB) 


A declaration by NSA Director den accompanying the 
government’s motion stated a total o e-mail addresses were tipped as 
leads to the FBI and CIA during the violation period and tha of these 
leads may have come from the unauthorized collection. Hayden wrote that 
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is lead was purged from the FBI’s and CIA’s databases ~ | 
ae (ESHSHANF} 


The NSA Office of the Inspector General subsequently issued a report 
on its investigation of the unauthorized collections. The NSA OIG report 
stated that the filtering violations “probably led to actual unauthorized 
collection, but we have not been able to determine the extent of such 
collection, and we are not certain that we will be able to do so.” The report 
further stated that the collection program under PR/TT Order authority was 


The report concluded that “there were systemic management failures 
siei mi Qa AA 


within the Signals Intelligence Directorate (SID)], and a complete lack of 
program management with regard to collection.” The report stated that 
while the training provided by the NSA Office of General Counsel was 
“vigorous, conscientious, and compliant with the July 14 Order, it was 


inadequate in scope.” {FS//STEWHES778177 CETNF) 


According to the report, the NSA removed as much of the tainted 


collection from the PR/TT database as possible. The NSA was unable to 
segregate unauthorized collection from so it rebuilt 
that portion of the PR/TT database from (the day after 


the violation was discovered), forward. Moreover, according to the NSA OIG 
report, analytical personnel were restricted from accessing the unauthorized 


meta data. {fTS//STPHW//HES//S1//0CAEY- 


2. FISA Court Renews PR/TT Order (TS//SI//NF) 


The FISA Court’s PR/TT Order expired AS] On that 


date the government filed its first renewal application. The Renewal 
Application sought authorization to collect e-mail meta data o 
and stated that the NSA had fully complied with the PR/TT Order 


with respect to l The government did not seek 
reauthorization for collection due to a variety of 
operational reasons which the application did not specify. {FSHSHHNE} 
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Judge Kollar-Kotelly signed the Renewal Order o: aa] 
authorizing thr he use of pen register and trap and 
trace devices at to collect e-mail meta data. The 


Renewal Order and the original Order were similar in most respects. 
However, in the Renewal Order the Court required the NSA to submit 


reports every 30 days concerning queries made since the prior report an 
describing any changes made to and th 
251 (PSL {SHY NE) 


= ——— 


Baker told us that during one of his “oversight” visits to the NSA 
following the FISA Court’s PR/TT Order, he was given a demonstration of 
how the NSA analysts processed the e-mail meta data, including an 
explanation of how e-mail meta data is collected and queried. Baker said he 
was informed that among the pieces of data that might be used to meet the 
reasonable articulable standard for que 


251 In the initial PR/TT Order, the Court required such a report only upon the 
government’s submission of a renewal application every 90 days. AFSHSH48E}- 


252 As noted above, seed are e-mail addresses or telephone bers for 
which a reasonable articulable suspicion exists to believe th Mais related 
to a terrorist entity. Seo are used to query the meta data database to reveal 

+FSH/SY ANE) 


links with other addresses or numbers. 
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D. Subsequent PR/TT Applications and Orders 4TFSHSHANE} 


As described above, the PR/TT Order was first renewed E a 
RE anc was renewed by subsequent orders of the FISA Court at 
approximately 90-day intervals.25+ {TS//SI// NE) 
On 


SS the FISA Court issued a Supplemental Order 
requiring the government to enhance its reporting to the Court of the foreign 
intelligence benefits realized under the PR/TT Orders. Writing for the FISA 
Court, Judge Kollar-Kotelly stated that the authority granted under these 
NSA “to collect vast amounts of information about e-mail 
communications[,|” but that “the Court is unable on the 
current record to ascertain the extent to which information so collected has 
actually resulted in the foreign intelligence benefits originally anticipated.” 
Supplemental Order at 1-2. The government responded with a motion 
requesting that, in light of prior briefings it had given the FISA Court, it not 
be required to fully comply with the Supplemental Order. It is not clear 
what if any specific action the FISA Court took in response to this motion, 
although based on the OIG’s review of the PR/TT docket the government 
continued to submit regular reports to the FISA Court. 


ESP SEEWH SH HOET NEL 


Under the PR/TT renewal applications the scope of authorized queries 
against the PR/TT database remained limited to queries that concerned 


254 In these renewals, Bi vere added and dropped — =| 


that were approved in the July 14, 2004, PR/TT Order. -F5//5(45- 
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Although the FISA Court continued to renew the NSA’s authority to 
collect and query e-mail meta data, and the NSA proceeded under that 


II. Telephony Meta Data Collection Under FISA {fS//SH/NF}- 


The second part of the Stellar Wind program brought under FISA 
authority was the NSA’s bulk collection of telephony meta data (basket 2). 


domestic and international 


As with e-mail meta data, the bulk 


records consist of routing information, including the originating and terminating telephone 
number of each call, and the date, time, and duration of each call. The call detail records 
do not include the substantive content of any communication or the name, address, or 
financial information of a subscriber or customer. (S//SI//NF)_ 
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nature of the telephony collection provided the NSA the ability to conduct 
E — contact chainin 


{ES //SPLW{SH- FOC fF} — 


The transition of bulk telephony meta data collection from 
Presidential Authorization under the Stellar Wind program to FISA authority 
relied on a provision in the FISA statute that authorized the FBI to seek an 
order from the FISA Court compelling the production of “any tangible 
things” from any business, organization, or entity, provided the items are for 
an authorized investigation to protect against international terrorism or 
clandestine intelligence activities. See 50 U.S.C. § 1861. Orders under this 
provision commonly are referred to as “Section 215” orders in reference to 
Section 215 of the USA PATRIOT ACT, which amended the “business 
records” provision in title V of FISA.258 The “tangible things” the government 
sought in the Section 215 icati scribed in this section were the call 


detail records . {S/HSTLW//SH//oc/ NEY 


We describe below the circumstances that led to the government’s 
decision to transition the bulk collection of telephony meta data from 
presidential authority to FISA Authority. We then summarize the 
government's initial application and the related Court Order. 


{8877 STEW HSH /OC/NE} 


A. Decision to Seek Order Compelling Production of Call detail 
records {fS//SiH/NF}— 


The timing of the Department’s decision in May 2006 to seek a FISA 
Court order for the bulk collection of telephony meta data was driven 
primarily by external events. On December 16, 2005, The New York Times 
published an article entitled, “Bush Lets U.S. Spy on Callers Without 
Courts.” The article, which we discuss in more detail in Chapter Eight, 
described in broad terms the content collection aspect of the Stellar Wind 
program, stating that the NSA had “monitored the international telephone 
calls of hundreds, perhaps thousands, of people eo the United tates 
without warrants over the past three ye 
‘dirty numbers’ linked to al Qaeda.” 


258 The term “USA PATRIOT Act” is an acronym for the Uniting and Strengthening 
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 
2001, Pub. L. No. 107-56, 115 Stat. 272 (2001). It is commonly referred to as “the Patriot 
Act.” (U) 
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On December 17, 2005, in response to the article, President Bush 
publicly confirmed that he had authorized the NSA to intercept the 
international communications of people with “known links” to al Qaeda and 
related terrorist organizations (basket 1). On January 19, 2006, the Justice 
Department issued a document entitled “Legal Authorities Supporting the 
Activities of the National Security Agency Described by the President” and 
informally referred to as a “White Paper,” that addressed in an unclassified 
form the legal basis for the collection activities that were described in the 
New York Times article and confirmed by the President. 


FS} /STEWH SH TOE TREL 


According to Steven Bradbury, the head of OLC at that time, the legal 
analysis contained in the White ee 


Although the New York 
Times article did not describe this aspect of Stellar Wind, reporters at USA 
Today were asking about this aspect of the program in early 2006. 
Bradb anticipated that a USA 


Today story would attract significant public attention when it was 


published.259 47S//STLW//SI//OC/NB) 


259 On May 11, 2006, USA Today published the results of its investigation. The 
article, entitled “NSA Has Massive Database of American Phone Calls,” reported that the 
NSA “had been secretly collecting the phone call records of tens of millions of Americans, 
using data provided by AT&T, Verizon, and BellSouth.” The article stated that the program, 
launched shortly after the September 11 attacks, collected the records of billions of 
domestic calls in order to analyze calling patterns to detect terrorist activity. The article 
reported that the records provided to the NSA did not include customer names, street 
addresses, and other personal information, but noted that such information was readily 
available by cross-checking the telephone numbers against other databases. 
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B. Sumuriary vai Departmenta Application and Related FISA 
Court Order {SAF} 


As noted previously, applications to the FISA Court that seek an order 
compelling the production of “tangible things” are commonly referred to as 
“Section 215” applications, in reference to Section 215 of the USA PATRIOT 
ACT. Section 215 authorizes the FBI to request a FISA Court order 


requiring the production of any tangible things (including 
books, records, papers, documents, and other items) for an 
investigation to obtain foreign intelligence information not 
concerning a United States person or to protect against 
international terrorism or clandestine intelligence activities, 
provided that such investigation of a United States person is not 
conducted solely upon the basis of activities protected by the 
first amendment to the Constitution. (U) 


50 U.S.C. § 1861(a)(1).26! Section 215 does not require that the items 
sought pertain to the subject of an investigation; the government need only 
demonstrate that the items are relevant to an authorized investigation.?® 
(U) 


On May 23, 2006, the FBI filed with the FISA Court a Section 215 
application seeking authority to collect telephony meta data to assist the 


ifying known and unknown members or agents ofl 
in support of the TT == +c FBI 
investigations then pending and other Intelligence Community operations. 


The application requested an order compelling to 
produce (for the duration of the 90-day order) call detail records relating to 
all telephone communications maintained by the carriers. The application 
described call detail records as routing information that included the 


261 “United States person” is defined in FISA as a citizen, legal permanent resident, 
or unincorporated association in which a “substantial number” of members are citizens or 
legal permanent residents, and corporations incorporated in the United States as long as 
such associations or corporations are not themselves “foreign powers.” 50 U.S.C. 

§ 1801(i)(2005). (U) 


262 Prior to the enactment of Section 215, the FISA statute’s “business records” 
provisions were limited to obtaining information about a specific person or entity under 
investigation, Also, information could be obtained only from common carriers, public 
accommodation facilities, physical storage facilities, and vehicle rental facilities. (U) 
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originating and terminating telephone number of each call, and the date, 
time, and duration of each call. The application stated that telephony meta 
data did not include the substantive content of any communication or the 
name, address, or financial information of a subscriber or customer. 
According to the application, the majority of the telephony meta data 
provided to the NSA was expected to involve communications that were (1) 


between the United States and abroad, or (2) wholly within the United 
States, including local telephone calls. 


The application acknowledged that th collection would include 
records of communications of U,S. persons located within the United States 
who were not the subject of any FBI investigation. However, relying on the 
precedent established by the PR/TT Order, the application asserted that the 
collection was needed for the NSA to perform analysis to find know. 

and to identify unknown operatives, some of whom may be 

in the United States or in communication with U.S. persons. The 

application stated that it was not possible to determine in advance which 
particular piece of meta data will identify a terrorist. The application stated 
that obtaining such bulk data increases the NSA’s ability, through = 


contact-chainin to detect and identify members o 

.464 In other words, according to the application, 
meta data analysis is possible only if the NSA “has collected and archived a 
broad set of metadata that contains within it the subset of communications 
that can later be identified as terrorist-related.”265-(F8//S81//NF)}— 


263 The NSA told us that rage amount of telephony meta data 
js approximately call detail records and that the figure has not 
{ESH SHANE} 


265 The FISA Court had stated in its July 2004 PR/TT Order that the FISA statute’s 


“relevance” requirement is a relatively low standard and that in evaluating whether bulk 
meta data is “relevant” to an investigation ET “deference 
should be given to the fully considered judgment of the executive branch in assessing and 


responding to national security threats and in determining the potential significance of 
intelligence-related information.” The government cited this precedent in the Section 215 


application, stating, “[j]ust as the bulk collection of e-mail meta data was relevant to FBI 
investigations int so is the bulk collection of telephony 
metadata described herein.” {F3,/SH NFP 
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queried only if the NSA determined that, “based on the factual and practical 
considerations of everyday life on which reasonable and prudent persons 


act, there are facts giving rise to a reasonable, articulable suspicion that the 
telephone number is associated wi 


the Section 215 application, like the PR/TT application and Order, added 


the following proviso to the query standard: “provided, however, that a 
telephone number believed 


regarded as associated wi 


solely on the basis of activities that are protected by the First Amendment to 
the Constitution.” -4FSHSHINF} 


According to the application, the NSA estimated that only a tiny 
fraction (1 in 4 million, or 0.000025 percent) of the call detail records 
included in the database were expected to be analyzed. The results of any 
such analysis would be provided, or “tipped,” to 


The application also proposed restrictions on access to, and the 
processing and dissemination of, the data collected that were essentially 
identical to those included in the PR/TT Order. These included the ` 
requirement that queries be approved by one of seven NSA officials or 
managers and that the NSA’s Office of the General Counsel would review 
and approve proposed queries of telephone numbers reasonably believed to 
be used by U.S. persons.267 {FSHSHHNF} 


267 The application included several other measures to provide oversight of the use 
of meta data, such as controls on the dissemination of any U.S. person information, the 
creation of a capability to audit NSA analysts with access to the meta data, the destruction 
of collected meta data after a period of 5 years (the destruction period for e-mail meta data 
was 4% years), and a review by the NSA’s Inspector General and General Counsel 
conducted within 45 days of implementing the FISA Court order that assessed the 


(Cont’d.) 
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On May 24, 2006, the FISA Court approved the Section 215 
application. The Court’s Order stated that there were reasonable grounds to 
believe that the telephony meta data records sought were relevant to 
authorized investigations being conducted by the FBI to protect against 
international terrorism. The Order incorporated each of the procedures 
proposed in the government’s application relating to access to and use of 
the meta data. These procedures included a requirement that any 
application to renew or reinstate the authority for the bulk collection 
contain a report describing (1) the queries made since the Order was 
granted; (2) the manner in which the procedures relating to access and use 
of the meta data were applied; and (3) any proposed changes in the way in 
which the call detail records would be received from the communications 
carriers. The Order also requires the Justice Department to review, at least 
every 90 days, a sample of the NSA’s justifications for querying the call 


detail records. {FSHSHHNE} 


Through March 2009, the FISA Court renewed the authorities granted 
in the May 24 Order at approximately 90-day intervals, aba some 
modifications sought by the pgoreramenk. n a4: g 


Except for these and other 
A Courts grant of Section 215 
authority for the bulk collection of feieshoay meta data remained essentially 


Further, the FISA Court’s Section 

15 Orders did not require the NSA to modify its use of the telephony meta 
data from an analytical perspective. However, as discussed below, the FISA 
Court drastically changed the authority contained in its March 2009 Section 
215 Order following the government’s disclosure of incidents involving the 
NSA’s failure to comply with the terms of the Court’s prior orders. 


4ES/PSEEW/ {SHOR HN 


adequacy of the management controls for the processing and dissemination of U.S, person 
information. -(FS//SH/7;AF} 

268 As noted above, the Court granted an identical motion at the same time in 
connection with the bulk collection of e-mail meta data. —FS//SH/AF}- 
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C. Non-Compliance with Section 215 Orders {TS/}/SH AF) 


On January 9, 2009, representatives from the Department’s National 
Security Division attended a briefing at the NSA concerning the telephony 
meta data collection. During the course of this briefing, and as confirmed 
by the NSA in the days that followed, the Department came to understand 
that the NSA was querying the telephony meta data in a manner that was 
not authorized by the FISA Court’s Section 215 Orders. Specifically, the 
NSA was on a daily basis automatically querying the meta data with 
thousands of telephone identifiers from an “alert list” that had not been 
determined to satisfy the reasonable articulable suspicion (RAS) standard 
the Court required be met before the NSA was authorized to “access the 
archived data” for search or analysis purposes.?69 -FS//Si//NE)- 


The alert list contained telephone identifiers that were of interest to 
NSA counterterrorism analysts responsible for tracking the targets of the 
Section 215 Order 


The list was used 


Under the procedures the NSA had 
o implement the Section 215 authority, alerts (or matches) 
generated from RAS-approved identifiers could be used to automatically 
conduct contact E anna the telephony meta data. 
However, automated analysis for alerts generated by non-RAS approved 
identifiers were not permitted; instead, the alerts were sent to analysts to 


determine whether chainin g S Evas warranted in 
accordance with the RAS standard. {FSHSHNF} 


On January 15, 2009, the Justice Department notified the FISA Court 
that the NSA had been accessing the i - 
approved identifiers. 


270 On January 28, 2009, the 


269 The term “telephone identifier” used by the government means a telephone 
number as well as other unique identifiers associated with a particular user or 
telecommunications device for purposes of billing or routing communications. 


270 Following the Department’s notice to the Court, the NSA attempted to complete 
a software fix to the alert process so that “hits” against the telephony meta data generated 
by non-RAS-approved telephone identifiers were deleted and that only “hits” generated by 
RAS-approved identifiers were sent to NSA analysts for further analysis, The NSA also 
attempted to construct a new alert list consisting of only RAS-approved telephone 
identifiers, However, the implementation of these modifications was unsuccessful and on 
January 24, 2009, the NSA shut down the alert process completely. 4FS//SH/}}444 
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Court issued an order stating that it was “exceptionally concerned about 
what appears to be a flagrant violation of its Order in this matter[.]” The 
Court required the government to file a brief to “help the Court assess 
whether the Orders in this docket should be modified or rescinded; whether 
other remedial steps should be directed; and whether the Court should take 
action regarding persons responsible for any misrepresentations to the 
Court or violation of its Orders, either through its contempt powers or by 
referral to appropriate investigative offices.” The Court also required the 
government to address several additional specific issues, including who 
knew that the alert list being used to query the meta data included 
identifiers that had not been determined to meet the reasonable and 
articulable suspicion standard, how long the “unauthorized querying” had 
been conducted, and why none of the entities the Court directed to conduct 
reviews of the meta data collection program identified the problem earlier.?7! 


418/431} NB 


On February 17, 2009, the government responded to the Court’s 
Order and acknowledged that the NSA’s previous descriptions to the Court 
of the alert list process were inaccurate and that the Section 215 Order did 
not authorize the government to use the alert list in the manner that it did. 
The government described for the Court in detail how the NSA developed 
procedures in May 2006 to implement the Section 215 authority that 
resulted in the NSA querying the telephony meta data with non-RAS 
approved telephone identifiers for over 2 years in violation of the Court’s 
Orders, and how those procedures came to be described incorrectly to the 
Court. According to the government, the situation resulted from the NSA’s 
interpretation of the term “archived data” used in the Court’s Orders and 
the NSA’s mistaken belief that the alert process under the Section 215 
authority operated the same as the alert process under the Pen 
Register/Trap and Trace authority.?’2 The government told the Court that 
“there was never a complete understanding among key personnel” who 
reviewed the initial report to the Court describing the alert process about 


271 The entities directed to conduct such reviews under the Section 215 Orders were 
the NSA’s Inspector General, General Counsel, and Signals Intelligence Directorate 
Oversight and Compliance Office. (U//FOUO) 


272 gue NSA understood the term npreiaivess data] in 1 ioi cantu Biter to fae? to Su 


satisfy the RAS standard was only triggered i the NSA sought access to the stored, or 
“archived,” repository of telephony meta data. For this reason, in the NSA’s view, it was not 
required to limit the alert list to RAS-approved identifiers. 
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what certain terminology was intended to mean, and that “there was no 
single person who had complete technical understanding of the BR FISA 


system architecture.” {FS//SiH- AEE 


The government argued that the Section 215 Orders should not be 
rescinded or modified “in light of the significant steps that the Government 
has already taken to remedy the alert list compliance incident and its 
effects, the significant oversight modifications the Government is in the 
process of implementing, and the value of the telephony metadata collection 
to the Government’s national security mission[.]"273 Among the several 
measures the government highlighted to the Court was the NSA Director’s 
decision to order “end-to-end system engineering and process reviews 
(technical and operational) of NSA’s handling of [telephony] metadata.” Less 
than two weeks after the government filed the response summarized above, 
the government informed the Court that the NSA had identified additional 
compliance incidents during these reviews.27* -—FS//SI//NE)- 


In Orders dated March 2 and 5, 2009, the FISA Court addressed the 
compliance incidents reported by the government and imposed drastic 
changes to the Section 215 authorities previously granted. The Court first 
addressed the NSA’s interpretation of the term “archived data.” The Court 
said the interpretation “strains credulity” and observed that an 
interpretation that turns on whether the meta data being accessed has been 
“archived” in a particular database at the time of the access would “render 
compliance with the RAS requirement merely optional.” —FS//S1//42+ 


The NSA also 
determined that in all instances that a U.S. telephone identifier was used to query the meta 
data for a report, the identifier was either already the subject of a FISA Court order or had 
been reviewed by the NSA’s Office of General Counsel to ensure the RAS determination was 
not based solely on a U.S, person’s First Amendment-protected activities. (TS//SI//NEL 


274 The additional compliance incidents involved the NSA’s handling of the 
telephony meta data in an unauthorized manner. The first incident involved the NSA’s use 
of an analytical tool to query (usually automatically) the meta data with non-RAS approved 
telephone identifiers. The tool determined if a record of a telephone identifier was present 
in NSA databases and, if so, provided analysts with information about the calling activity 
associated with that identifier. The second incident involved three analysts who conducted 
chaining analyses in the telephony meta data using 14 non-RAS approved identifiers. 
According to the government’s notice to the Court, the analysts conducted queries of 
non-FISA authorized telephony meta data and were unaware their queries also ran against 
the FISA-authorized meta data. The government stated that none of the queries used an 
identifier associated with a U.S. person or telephone identifier and none of the queries 
resulted in intelligence reporting. 
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The Court next addressed the misrepresentations the government 
made to the Court from August 2006 to December 2008 in reports that 
inaccurately described the alert list process. The Court recounted the 
specific misrepresentations and summarized the government’s explanation 
for their occurrence. The Court then concluded, 


Regardless of what factors contributed to making these 
misrepresentations, the Court finds that the government’s 
failure to ensure that responsible officials adequately 
understood the NSA’s alert list process, and to accurately report 
its implementation to the Court, has prevented, for more than 
two years, both the government and the FISC from taking steps 
to remedy daily violations of the minimizatio es set 
forth in FISC orders and designed to protec call 
detail records pertaining to telephone communications of U.S. 
persons located within the United States who are not the 
subject of any FBI investigations and whose call detail 
information could not otherwise have been legally captured in 


bulk. ATS4SHNF} 


The Court also addressed the additional non-compliance incidents 
that were identified during the initial review ordered by the NSA Director, 
observing that the incidents occurred despite the NSA implementing 
measures specifically intended to prevent their occurrence. In view of the 
record of compliance incidents the government had reported to date, the 
Court stated, 


{I]t has finally come to light that the FISC’s authorizations of 
this vast collection program have been premised on a flawed 
depiction of how the NSA uses BR metadata. This 
misperception by the FISC existed from the inception of its 
authorized collection in May 2006, buttressed by repeated 
inaccurate statements made in the government’s submissions, 
and despite a government-devised and Court-mandated 
oversight regime. The minimization procedures proposed by the 
government in each successive application and approved and 
adopted as binding by the orders of the FISC have been so 
frequently and systemically violated that it can fairly be said 
that this critical element of the overall BR regime has never 


functioned effectively. AFSHSHNE} 


Despite the Court’s concerns with the telephony meta data program, 
and its lack of confidence “that the government is doing its utmost to ensure 
that those responsible for implementation fully comply with the Court’s 
orders,” it authorized the government to continue collecting telephony meta 
data under the Section 215 Orders. The Court explained that in light of the 
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government’s repeated representations that the collection of the telephony 
meta data is vital to national security, taken together with the Court’s prior 
determination that the collection properly administered conforms with the 
FISA statute, “it would not be prudent” to order the government to cease the 


bulk collection. 4FSHSHINF} 


However, believing that “more is needed to protect the privacy of U.S. 
person information acquired and retained” pursuant to the Section 215 
Orders, the Court prohibited the government from accessing the meta data 
collected “until such time as the government is able to restore the Court’s 
confidence that the government can and will comply with previously 
approved procedures for accessing such data.”275 The government may, on 
a case-by-case basis, request authority from the Court to query the meta 
data to obtain foreign intelligence.276 Such a request must specify the 
telephone identifier to be used and the factual basis for the NSA’s RAS 


determination. ~f38//SH}/AS+ 


The Court ordered that upon completion of the NSA’s end-to-end 
system engineering and process reviews, the government file a report that 
describes the results of reviews, discusses the steps taken to remedy 
non-compliance incidents, and proposes minimization and oversight 
procedures to employ should the Court authorize resumption of regular 
access to the telephony meta data. The government’s report also must 
include an affidavit from the FBI Director and any other government 
national security official deemed appropriate describing the value of the 
telephony meta data to U.S. national security. —FS//SH/NF- 


Additionally, the Court ordered the government to implement 
oversight mechanisms proposed in the government’s response to the 
compliance incidents. These mechanisms generally require the Justice 
Department’s National Security Division to assume a more prominent role in 
the NSA’s administration of the bulk collection program. For example, the 
NSA’s Office of General Counsel must now consult with the National 


275 The Court also stated, “Given the Executive Branch’s responsibility for and 
expertise in determining how best to protect our national security, and in light of the scale 
of this bulk collection program, the Court must rely heavily on the government to monitor 
this program to ensure that it continues to be justified, in the view of those responsible for 
our national security, and that it is being implemented in a manner that protects the 
privacy interests of U.S. persons[.|"-{FS7/Si/ 7 RFT 


276 The Court authorized the government to query the meta data without Court 
approval to protect against an imminent threat to-human life, with notice to the Court 
within the next business day of the query being conducted, The Court also authorized the 
government to access the meta data to ensure “data integrity” and to develop and test 
technological measures designed to enable to the NSA to comply with previously approved 
procedures for accessing the meta data. 
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Security Division on all significant legal opinions that relate to the 
interpretation, scope, or implementation of past, current, and future Section 
215 Orders related to the telephony bulk meta data collection. 


{ESHSHTNFY 


On May 29, 2009, the Court authorized the government to continue 
collecting telephony meta data under the Section 215 Orders for 43 days 
subject to the same limitations set out in its orders of March 2 and 5, 2009. 


II. Content Collection under FISA {fS8//Si//N¥}+ 


The third and last part of the Stellar Wind program brought under 
FISA authority was content collection (basket 1). The effort to accomplish 
this transition was legally and operationally complex, and our discussion in 
this section does not address each statutory element or the full chronology 
of the government’s applications and related FISA Court orders. Rather, we 
describe the circumstances surrounding the government’s decision to 
transition content collection from presidential to FISA authori 


e government's content collection proposals and the 
orders it issued. In this section, we describe one FISA Court judge’s 
rejection of the government’s legal approach to content collection, a decision 
that hastened the enactment of legislation that significantly amended the 
FISA statute and provided the government surveillance authorities broader 


than those authorized under Stellar Wind. 4f8//STLEW//S1//8E AH 
A. Decision to Seek Content Order {F8//SH- AW} 


The Department first began work on bringing Stellar Wind’s content 
collection activity (basket 1) under FISA in March 2005, shortly after Alberto 
Gonzales became Attorney General, Gonzales told us that he initiated 
discussions about making this change with OLC Principal Deputy Assistant 
Attorney General Bradbury. Gonzales said that he had questions about how 
the NSA was conducting the collection in terms of audits and checks being 
performed, and he wanted to ensure that the agency was running the 
program properly. Gonzales told us that placing content collection under 
FISA authority would also eliminate the constitutional debate about the 
activity and would reassure people that the President was acting according 
to the Constitution and the law. Gonzales said that, in his view, it is better 
to conduct activities such as content collection without a direct order from 
the President when possible. Gonzales added that in 2001 nobody thought 
it was possible to bring Stellar Wind under FISA authority. 
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When Gonzales became Attorney General in early 2005, however, he 
also knew there had been a leak to The New York Times about the NSA’s 
content collection activity under Stellar Wind and that the paper was 
actively investigating the story. In November 2004, Gonzales (then the 
White House Counsel), together with Deputy Attorney General Comey and 
his Chief of Staff, had met with New York Times reporters to discuss the 


potential article.277 {TS7/STEW/7 S17 0E ANF 


In response to Gonzales’s request, Bradbury, working with attorneys 
in OLC and the Office of Intelligence and Policy Review (OIPR) as well as 
with NSA personnel, devised a legal theory, summarized below, for bringing 
under FISA the Stellar Wind program’s content collection activities while 
preserving the “speed and agility” many Intelligence Community officials 
cited as the chief advantage of the NSA program. In June 2005, Bradbury, 
together with Associate Deputy Attorney General Patrick Philbin, presented 
the legal theory to White House officials David Addington, Harriet Miers, and 
Daniel Levin and received their approval to continue work on a draft FISA 
application.278 


Bradbury told the OIG that he also spoke to the Director of National 
Intelligence and to NSA officials about bringing Stellar Wind’s content 
collection under FISA. According to Bradbury, the Director of National 
Intelligence responded positively to the proposal, but the NSA was skeptical 
as to whether a FISA approach would be feasible, in view of the substantial 
administrative requirements under the FISA Court’s PR/TT Order. The NSA 
also believed that the FISA Court would be reluctant to grant the NSA the 
operational flexibility it would insist on in any content application, resulting 
in less surveillance coverage of telephone numbers and e-mail addresses 
used by persons outside the United States. 


As discussed in detail in Chapter Eight of this report, in December 
2005 The New York Times published its series of articles on the content 
collection portion of the Stellar Wind program, resulting in considerable 
controversy and public criticism of the NSA program. Through the spring of 
2006, the Department continued work on the content application. In May 
2006, at the first of the FISA Court’s semiannual meetings that year, the 
Department provided the Court a draft of the application for content 
collection to obtain feedback on the government’s unconventional approach 
to the FISA statute. None of FISA Court judges indicated whether the 


277 The New York Times held the article until December 2005, when it published a 
series of articles on the content collection portion of Stellar Wind. {TSHSHYNE}— 


278 After serving as Acting Assistant Attorney General for OLC from June 2004 to 
February 2005, Levin joined the National Security Council, where he remained until 
approximately November 2005, (U) 
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application would be granted if filed, but some identified concerns with 


certain aspects of the proposal. (FS//SFEW+'St//e6c Ae 


At this time, Congress and the Administration were also discussing 
how to modernize the FISA statute to authorize the type of electronic 
surveillance that the content application sought. Work on the application 
was temporarily suspended as the Department focused its attention on 
working with Congress to craft this legislation. However, this suspension of 
work on the content application was brief. Bradbury said he concluded by 
the fall of 2006, as Congress was heading for recess, that there would be no 
legislative reform of the FISA statute in the foreseeable future that would 
address content collection as it was being conducted under Stellar Wind. As 
a result, the Department pressed forward with the draft content application 


to the FISA Court. 4FSH5STEWHSH40€4NF}— 


B. Summary of Department’s December 13, 2006, Content 


Application -—FS//SH AW} 


In November 2006, at the second of the Court’s semiannual meetings, 
the Department presented an updated draft of the application that 
incorporated feedback received from members of the Court during the 
previous semiannual meeting. On December 13, 2006, the Department 
formally filed the content application with the Court. {TS//SI//NF) _ 


The government's December 13 application sought authority to 
intercept the content of telephonic and electronic communications of 


application stated: 


Speed and flexibility are essential in tracking individuals who 


e trails eifectively, 
and to respond to new leads, it is vital for the U.S. Intelligence 
Community to be able quickly and efficiently to acquire 
communications to or from individuals reasonably believed to 


279 The content application included the following caveat: 


By filing this application, the United States does not in any way suggest that 
the President lacks constitutional or statutory authority to conduct the 
electronic surveillance detailed herein without Court authorization. 
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According to the application, the goal was to establish “an early 
warning system” under FISA to alert the governm 


and to assist tracking such 
individuals wi e United States. The “early warning system” sought to 
replace the conventional practice under FISA of filing individual applications 
each time the government had probable cause to believe that a particular 
phone number or e-mail address, referred to by the NSA as a “selector,” was 
being used or about to be used by members or agents of a foreign power. 


+FS//S1 (NR) 


In the place of this individualized process, the application proposed 
that the FISA Court establish broad _ oe for the interception of 


communications — specifically, that can be targeted and the 

locations where the surveillance can be conducted = and that NSA officials, 
rather than FISA Court judges, determine within these parameters the 
articular selectors whose communications the NSA would intercept. 


albeit with FISA Court 


review and supervision.?®9 {FSHSHHNE} 


The legal arguments underlying the government’s approach are 
complex and involve substantial communications terminology. They also 
require lengthy discussion of the FISA statute and previous FISA Court 
decisions. Rather than describe at length these issues, in this section we 
detail the two main components of the government’s approach to content 
collection in the FISA application that are critical for understanding one 
judge’s approval of the application and another judge’s later rejection of 


essentially the same application. {TS7/SH/}AE+ 


First, the government proposed an interpretation of the term “facility” 
in the FISA statute that was broader than how the term was ordinarily, but 


280 The Department’s application provided an example to illustrate the risks 
associated with the existing requirement that FISA Court approval or Attorney General 
emergency authorization be obtained each time the government seeks to target a 
telephone number or e-mail address: 


intelligence could be lost in the time it would take to receive FISA Court authorization or 
Attorney General emergency authorization to target the new address. 4FSHSIHNE} 
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not always, applied.?8! Section 1805(a)(3)(B) of FISA provides that the Court 
may order electronic surveillance only upon finding that there is probable 
cause to believe that “each of the facilities or places at which the electronic 
surveillance is directed is being used, or is about to be used, by” a group 
involved in international terrorism. The term “facilities” generally was 
interpreted to refer to individual telephone numbers or e-mail addresses at 
which surveillance is “directed.”-{F8//SH FP 


The government proposed in its conten lication that the term 


282 Under this approach, instead of 
examining the target’s use of particular telephone numbers or e-mail 
addresses, the Court would determine only whether there was probable 
cause to believe that the target was — -~ 
communicate telephonically or by e-mail.283 {TS//STLW//SH}}O6}NF}+ 


Second, the government’s application requested that senior NSA 
officials be authorized to make individualized findings of probable cause 
about whether a particular telephone number or e-mail address was being 
used by a member or agent of one of the application’s targets. Ordinarily, a 
FISA Court judge makes this probable cause determination. —f8//SH-/4}+- 


To implement this transfer of authority, the government proposed that 
NSA officials make the probable cause determinations as part of 
requirements called “minimization procedures,” which are detailed rules 


281 The government's Memorandum of Law filed in support of the content 
application described several instances where the FISA Court authorized surveillance of 
facilities that was not limited to particular telephone numbers and e-mail addresses. 


The government's proposed interpretation of the term in the content application was far 
broader than previously authorized by the Court. {FSHSH4NFE} 


The governmept’ 
application included a declaration from the NSA Director that addresse 
EEN of the international telephone system and 


communications. (f8//St//NFr 
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that govern how the government must handle communications that it 
intercepts pertaining to U.S. persons. The FISA statute provides that each 
FISA application must include, and the FISA Court must approve, 
minimization procedures that the agency will follow with respect to 
communications intercepted pursuant to a FISA Court order. {fS//8t//4¥}+ 


Minimization procedures, in the FISA context, ordinarily govern the 
handling of intercepted communications involving U.S. persons after the 
acquisition has been approved by the FISA Court. In other words, a FISA 
Court authorizes the agency to intercept the communications of particular 
selectors, and the agency follows the minimization procedures with respect 
to how it retains, uses, and disseminates any U.S. person information it 


collects under the Court’s order.-{FS//51 AAF- 


However, the government proposed as part of the content application 
that the minimization procedures also encompass how the NSA acquires the 
communications.28+ Specifically, the application proposed that the NSA 
could intercept the communications of specific selectors if agency officials 


determined there was probable cause to believe that (1) the selector is bein 

used by a member or agent of filial 
GR and (2) the communication is to or from a foreign country. The 

application referred to this as the “minimization probable cause 


standard.”285 {PS //ST/ /NB) 


Thus, the content application had a two-prong “minimization probable 
cause standard”: (1) probable cause to believe a selector is being used by a 
member or agent of a targeted group, and (2) probable cau 
communication intercepted is to or from a forei . 


284 Bradbury told the OIG that this argument was based on the text of the FISA 
statute, which states that minimization procedures apply to the “acquisition” of 
communications in addition to their retention and dissemination. See 50 U.S.C. 

§ 1801(h)(1). Indeed, the government's Memorandum of Law filed in support of the content 
application described several cases in which the FISA Court authorized the government to 
conduct Mectronic surveillance that included minimization at the time of acquisition. 


285 The proposed “minimization probable cause standard” was in addition to the 
standard minimization procedures that accompany every FISA application submitted by the 
government and that have been long-approved by the FISA Court. 
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For the first prong — probable cause to believe a selector is being used 
by a member or agent of a targeted group — NSA analysts would assess 
sources of “reliable intelligence,” defined in the application as information 
from a variety of domestic and foreign intelligence and law enforcement 
activities. Under the terms of the application, positive findings of probable 
cause would be recorded in a database and the assessment process would 
be subject to periodic internal review by NSA officials, including the NSA 
General Counsel and Inspector General. AFSHSHINA) 


For the second prong — probable cause to believe the communication 
intercepted is to or from a foreign coun 


287 {POLLS PEW ISH OEENFY 


286 The application acknowledged icati j cepted at the 
“facilities” could include some calls —_— the United States, 
in the United States (even j 
the United States). 


If the NSA had probable 


intercepted. The application stated that such communications wowa be handled in 
accordance with NSA’s standard minimization procedures that apply to all of the agency’s 


electronic surveillance activities, {TS//SI//NF) _ 


287 As it did with telephone communications, the application acknowledged that the 
manner in which e-mail communications are routed would cause the NSA to collect some 
e-mail communications that in fact are between communicants wholly within the United 

(Cont’d,) 
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Thus, viewing the government’s approach to both “facilities” and 
“minimization procedures” together, the December 13, 2006, content 


resses are to or from a foreign country. If they were, the NSA could 
direct the telecommunications carriers to intercept the communications of 


Under the terms of the application, communications acquired by the 
NSA could be retained for 5 years, unless the Court approved retention for a 
The application also stated that the NSA expected to initially 
telephone numbers and e-mail addresses used by members or 


An additional aspect of the content application is important to 
understand. The “early warning system” the government proposed applied 
both to “domestic selectors” and “foreign selectors.” Domestic selectors are 
telephone numbers and e-mail addresses reasonably believed to be used by 
individuals in the United States; foreign selectors are telephone numbers 
and e-mail addresses reasonably believed to be used by individuals outside 
the United States. Under Stellar Wind, the NSA intercepted the 
communications of both categories of selectors, although the NSA tasked far 


more foreign selectors than domestic selectors. {fS7//S¥FEwW7/St//eE A+ 


States, even though the NSA had probable cause to believe the communication was to or 
from a foreign country. The application stated that the NSA would handle any such 
communications in accordance with its standard minimization procedures. {TS//SH NF) 
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The government proposed in its content application that the domestic 
selectors would be subject to more rigorous targeting approval and more 
frequent reporting to the FISA Court than foreign selectors, but the 
application sought to preserve NSA officials’ authority to make the probable 
cause determinations as to each,288 As we describe below, the first FISA 
Court judge to consider the content application, Judge Malcolm Howard, 
was unwilling to extend this authority to domestic selectors. (fS//SI/7NF) 


Cc. Judge Howard Grants Application in Part-{TS//SI//NF} 


The Department’s December 13, 2006, content application was 
assigned to Judge Howard, because he was the “duty” judge that week 
responsible for considering new applications.289 Judge Howard advised the 
Department orally that he would not authorize, on the terms proposed in 
the application, the electronic surveillance of selectors to be used by 
persons in the United States (domestic selectors). He did not issue a written 
opinion or order concerning this decision. The Department, in response to 
Judge Howard’s oral advisement, filed a separate application requesting 
authority to conduct electronic surveillance on domestic selectors, This 
application, summarized below, was filed on January 9, 2007, and is 
considered the first “domestic selectors application”; the December 13 
application is considered the first “foreign selectors application.” 


Judge Howard also requested addition 


constituted “facilities” under FISA, 
and whether the surveillance authority sought in the government’s content 
application would in fact be “directed” not at these “facilities” but rather at 
the particular telephone numbers and e-mail addresses the government 


would task for collection, {FESHSIHNE} 


In response, the Department filed a supplemental memorandum of 
law on January 2, 2007, arguing that the government’s construction of the 


288 Under the terms of the original content application, domestic selectors tasked by 
the government would subsequently be reported to the Court for approval. The Court 
either had to approve each domestic selector within 48 hours of receiving the government’s 
report or, if the Court did not agree there was probable cause to believe the selector was 
being used by a member or agent of a target of the application, provide the government 24 
hours to submit additional information establishing probable cause. Foreign selectors 
tasked by the government did not require subsequent approval by the Court, although the 
Court could direct that the surveillance of any selector cease.-{FS//Si/-/44)- 

289 The Department offered to submit the application to the FISA Presiding Judge, 
Judge Kollar-Kotelly, but she said that it should be filed in the normal fashion, which 
meant it would be assigned to the FISA duty judge that week. ~FS//S1t-/44} 
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terms “facilities” and “directed” was fully consistent with the text of FISA 
and supported by FISA Court practice and precedent. The memorandum 
further explained why the traditional approach to surveillance under FISA 
would not provide the speed and agility necessary for the “early warning 


system” the application sought to create.29°-(fS//Si/ NF} 


On January 10, 2007, Judge Howard approved the Department’s 
content application as to foreign selectors, endorsing the legal framework on 
which the content application for foreign selectors was based, including the 
broad construction of the term “facility” and the use of minimization 
procedures to empower NSA officials to make targeting decisions about 
particular selectors. Judge Howard’s Order authorized the government to 
conduct electronic surveillance for a period of 90 days at the “facilities” 
identified in the application, and was set to i i 


Judge Howard’s Order also required that an attorney from the Justice 
Department’s National Security Division review the NSA’s justifications for 
targeting particular foreign selectors. The Order required the government to 
submit reports to the FISA Court every 30 days listing new selectors tasked 
during the previous 30 days and briefly summarizing the basis for the NSA’s 
determination that the first prong of the minimization probable cause 
standard has been met for each new selector.292 The Order preserved the 
Court’s authority to direct that surveillance cease on any selectors for which 


290 On this point, the memorandum cited the government’s limited resources as 
presenting a significant obstacle to filing a separate FISA application for each selector it 


wanted to pl urveillance, The government stated that it anticipated initiating 
collection o new selectors each month, a figure that translates to filj 
motion to amend a FISA order or seeking Attorney General emergency authority 


times per day (or, alternatively, filing one motion or seeking one Attorney General 
emergency authorization coverin a new selectors each day), The government 
stated that if the government proceeded under any of these options, valuable intelligence 
would be lost. 


291 As noted earlier, the Order compelled The Order 
also required that with each request for reauthorization, the government present a list of 
current selectors previously reported to the Court that the government intended to continue 
tasking, identify any selectors reasonably believed to be used by U.S. persons outside the 


United States, and as ion of communications that mentioned a 
tasked e-mail address but that were not to or from that 
selector, 

292 As noted above, the first prong of the standard is jeve that 
the selector is cia: used ğ a member or r of ; je 
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the Court found that the first prong of the standard has not been satisfied. 
In addition, the Order required the NSA Inspector General, General Counsel, 
and Signals Intelligence Directorate to periodically review the authorized 
collection activities. These NSA offices were required to submit a report to 
the Court 60 days after the collection was initiated under the Order that 
would address the adequacy of management controls and whether U.S. 
person information was being handled properly. 4FSHSHNE} 


Agee: to several Department and NSA officials, the effort to 


As a result of the Order, the Department and NSA submitted to the 
FISA Court for its review the factual basis for each selector supporting the 
government’s determination that the “minimization probable cause 
standard” had been satisfied. The Department accomplished this pursuant 
ed by Judge Howard which the Department filed 
foreign selectors every $days for the duration of the 


90-day Order. 4TSHSHNF} 


The probable cause explanation for each foreign selector filed with the 
Court typically was described in several sentences. According to Bradbury, 
he impressed upon the NSA that Judge Howard would review each 
submission and inquire about how recently the NSA had acquired 
communications relating to a particular selector. According to Matthew 
Olsen, the Deputy Assistant Attorney General in the Department’s National 
Security Division who was responsible for overseeing intelligence matters, 
Judge Howard did in some cases inquire about the government’s factual 
basis for believing the minimization probable cause standard has been 
met.293 Bradbury also said he stressed that the Court would scrutinize the 
NSA’s probable cause determinations more rigorously than the agency had 
been doing itself and that the Court was more likely to approve a selector 
where the surveillance was current than it would a selector that has 


“remained dormant for months.”294*-{F5//SH} AL 


293 Olsen was involved in the drafting and presentation to the FISA Court of the 
content application and the government’s implementation of the related FISA Court Orders. 


29% However, Bradbury noted that the FISA Court's “tendency to look for recent 
information” in assessj 
“problematic” becausef 


(Cont'd.) 
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Olsen told us > aE | foreign selectors ultimately 


were filed with the FISA Court under the terms of Judge Howard’s Order. 
Olsen said that the NSA strived to submit selectors that were deemed high 
priority, that had a well-documented nexus to I foreign powers, 
and that had recent communications activity. Attorneys from OIPR, who 
under the terms of the Order were required to review the NSA’s justification 
for each foreign selector that it tasked, worked with the NSA on this 
large-scale review process. According to Olsen, OJPR attorneys 
“double-checked” the NSA’s probable cause determination for each selector, 
but did not conduct independent probable cause inquiries. This review 
identificd AAEM sclectors that in OIPR’s judgment required 
additional documentation before they could be submitted to the Court.295 
Olsen described the back-and-forth between OIPR and the NSA as 
“constant,” and said the NSA was receptive to OIPR’s involvement. Olsen 
stated that the NSA committed significant resources to the transition of 


foreign selectors. {F8//5SH//NFT 


Both Bradbury and Olsen observed that the transition of content 
collection of foreign selectors to FISA required some adjustment by the NSA 
in its approach to establishing probable cause. For example, while an NSA 
analyst might base a probable cause determination to some extent on 
intuition, similar to a “cop on the beat,” it was a different proposition when 
that probable cause determination had to be reviewed by several OIPR 
attorneys trying to anticipate how the FISA Court might view the judgment. 
Olsen stated that it was also “new” for the NSA to document the probable 
cause to the level OIPR believed the FISA Court would require. According to 
Bradbury, the effort sought an equilibrium between “the necessary speed 
and agility” and the “multiple layers of probable cause determination.” 
Bradbury and Olsen both told the OIG that the NSA had concerns about 
whether the FISA approach to content collection would work and the extent 
to which a measure of effectiveness would be lost under FISA Court 


supervision. -—FS7//SH 7} 
D. Domestic Selectors Application and Order+{TFS//SH/NF}- 


In contrast to foreign selectors, Judge Howard advised the Justice 
Department that requests for surveillance of the international calls of 
domestic selectors — telephone numbers or e-mail addresses reasonably 
believed to be used by individuals in the United States — should be filed with 


bir PSP TSHR — 
295 Olsen told the OIG that he believes the NSA de-tasked some of these foreign 
selectors. 
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the Court in a separate application. Judge Howard also advised OIPR 
officials that any such application should take a more traditional approach 
to FISA, meaning the “facilities” targeted by the application should be 
particular telephone numbers and e-mail addresses and that the probable 
cause determination for tasking a selector would reside with the FISA Court, 
not with NSA officials pursuant to minimization procedures. (FS//SL//NB} 


On January 9, 2007, the Department filed the first domestic selectors 
application. The application sought two things, First, the application 
requested authority to intercept the international communications of 

— domestic selectors.29° Second, thé application 
sought, for purposes of future applications, approval to use a “streamlined 
version” of the emergency authorization procedures available under FISA. 
These emergency procedures authorize the use of electronic surveillance for 
a period of up to 72 hours without a Court order when the Attorney General 
reasonably determined that an emergency situation exists. See 50 U.S.C. 

§ 1805(f). The procedures required the Attorney General to inform the FISA 
Court that the surveillance has been initiated and required the Department 
to file with the Court an emergency application to continue the surveillance 
not more that 72 hours after the surveillance was authorized. {fS8//SL//N#} 


The goal of the Department’s proposed streamlined emergency 
application procedures, referred to in the January 9, 2007, application as a 
“Verified Application,” was to ensure that the emergency surveillance 
process be completed as swiftly as possible for qualifying domestic selectors. 
The proposal allowed the Verified Application to incorporate by reference the 
reasons or facts contained in the original domestic selectors application 
necessary to satisfy some of the statutory requirements under FISA, instead 
of reestablishing in each application for a new domestic selector that each of 
the requirements of FISA were met. The only new substantive information 
contained in a Verified Application would be the identity of the target, if 
known, the telephone number the target was using or was about t 

e i orti r jeve the target Bia 
and is using or is about 
to use the identified telephone number. {F5//SH/N¥} 


Judge Howard granted the domestic selectors application on 
January 10, 2007, for a period of 90 days. His Order also approved the 


2% Unlike the December 13, 2006, a 
did not seek authority to target agents o a = A 
nor did the application seek authority to conduct content surveillance of 
e-mail communications. The declaration summarized for each of the domestic selectors, 
generally in two to three paragraphs, the facts that supported the government's belief oe 


the telephone number was used or about to be used by a known or unknown agent o 
NID occ inthe United States. 425//5/78F} 
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streamlined emergency authorization procedures proposed in the 
application for any additional domestic selectors whose communications the 
government sought to intercept during the 90-day period for which 
surveillance was authorized.29%7 {f3//SH}-/}4+- 


NSD Deputy Assistant Attorney General Olsen told the OIG that in 
comparison with foreign selectors, the Department conducted a more 
rigorous review of the initial domestic selectors submitted to the FISA Court 
to ensure that probable cause was met. Olsen said a few domestic selector 
packages “on [their] face” lacked sufficient documentation and that these 
deficiencies were apparent to OIPR attorneys reviewing the information 
because the attorneys were looking at the information for the first time. He 
said that the NSA analysts responsible for the selectors, in contrast, were 
very familiar with the numbers and knowledgeable of details about the 
users that might not have been evident to persons reviewing documentation 
de novo. According to Olsen, for selector packages that were considered 
deficient, the NSA either provided the Justice Department attorneys with 
additional information or de-tasked the selector.298 {f37/SH NF} 


E. Last Stellar Wind Presidential Authorization Expires 
4TSHSH/NF}- 


On December 8, 2006, the President signed what would become the 
final Presidential Authorization for the Stellar Wind program. The 
December 8 Authorization was scheduled to expire on February 1, 2007. 
However, Judge Howard’s January 10, 2007, Orders relating to foreign and 
domestic selectors completed the transition of Stellar Wind’s 


297 On January 22, 2007, the Department filed, and Judge Howard approved, the 
first Verified Application with the FISA Court using the streamlined procedures approved in 


the Order, {f87//SH AEE 


298 Olsen and OIPR Deputy Counsel Margaret Skelly-Nolen told the OIG that during 
the application for and implementation of the domestic selectors Order, it became apparent 
that there were coordination problems between the FBI and the NSA. They noted that in 
many instances a domestic selector the NSA sought to task was already targeted by an FBI 
FISA order, According to Skelly-Nolen, in those cases problems can arise in providing 
accurate, current, and consistent information to the FISA Court about such selectors. She 
said the NSA’s practice has been to consult with the FBI analysts assigned to the NSA and 
to request from them the most current information the FBI has about a particular 
telephone number or user of that number. The FBI analysts at the NSA have access to FBI 
databases to search for such information, although the most current information frequently 
can only be obtained from the operational personnel at FBI Headquarters. Asa 
consequence, according to Skelly-Nolen, the FISA Court has on some limited occasions 
been provided inconsistent information concerning domestic telephone numbers or the 
users of those numbers. Olsen told the OIG that the domestic selectors Order has required 
a higher level of coordination between the FBI and NSA and that the National Security 
Division has worked to address this issue. FSH SHINE 
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communications and meta data collection activities from Presidential 
Authorization to FISA authority. Bradbury told the OIG that because it was 
believed that Judge Howard’s Orders, particularly the foreign selectors 
Order, provided the NSA sufficient flexibility to conduct content collection, it 
was not necessary to renew the December 8, 2006, Presidential 


Authorization. 4FSHSTEWHSHLOG4NF}— 


Therefore, on February 1, 2007, the Presidential Authorization for the 
Stellar Wind program officially expired.299 {fS//SH-44}— 


F. First Domestic and Foreign Selectors FISA Renewal 
Applications -{FS//SH/4F}- 


Judge Howard’s January 10, 2007, Orders were set to expire after 90 
days. During the week of March 20, 2007, the government filed renewal 
applications to extend the authorities both as to domestic and foreign 
selectors. These applications were filed with Judge Roger Vinson, the FISA 


Court duty judge that week. 4TSHSHINF 


The domestic selectors application, filed March 22, 2007, was in all 
material respects identical to the government’s original application. Judge 
Vinson granted the application on April 5, 2007.300 4fS//SI/ su) 


The foreign selectors application was filed on March 20, 2007. The 
content and construction of the March 20 application was substantially 
identical to the government’s original application, and advanced the same 
broad construction of the term “facilities” and the use of minimization 
procedures to authorize NSA officials, instead of judges, to make probable 
cause determinations (subsequently reviewed by the FISA Court) about 


particular selectors. {FSHSHANE}- 


On March 29, 2007, Judge Vinson orally advised the Department that 
he could not grant the foreign selectors application. His decision validated 
some concerns within the Justice Department that Judge Howard’s original 


299 On January 17, 2007, Attorney General Gonzales sent a letter to Senators Leahy 
and Specter, the Chairman and Ranking Member of the Senate Judiciary Committee, 
informing them of Judge Howard’s Orders. Gonzales’s letter stated that as a result of the 
January 10, 2007, FISA Court Orders, any electronic surveillance that was occurring under 
the Terrorist Surveillance Program would now be conducted under FISA, and that “the 
President determined not to reauthorize the Terrorist Surveillance Program when the 


current authorization expires.” {FS//S1//4e}— 


300 As noted previously, the domesti rder prese. special coordination 
issues between the FBI and the NSA, and 
OO EEEE The Order was renewed for the final time i 


d has since expired. (FSHSIHNE} 
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Order might not be a sustainable long-term strategy for intercepting the 
communications of foreign selectors. Judge Vinson’s decision also 
accelerated the Department’s efforts to obtain legislation amending the FISA 
statute to authorize the type of surveillance conducted under Stellar Wind 


and that was approved by Judge Howard. {TS//SI//NF)— 


On April 3, 2007, Judge Vinson issued an Order and Memorandum 
Opinion explaining the reasoning for his conclusion that he could not grant 
the foreign selectors application. However, Judge Vinson did not deny the 
government’s application. Instead, he encouraged the Department to file a 
motion with Judge Howard requesting a 60-day extension of the existing 
January 10, 2007, foreign selectors Order. In explaining why he was 
encouraging the Department of file the motion with Judge Howard, Judge 
Vinson wrote, 


I have concluded that an extension for this purpose is 
appropriate, in view of the following circumstances: that the 
government has commendably devoted substantial resources to 
bring the NSA’s surveillance program, which had been 
conducted under the President’s assertion of non-FISA 
authorities, within the purview of FISA; that a judge of this 
Court previously authorized this surveillance in [the 
January 10, 2007, foreign selectors Order], on substantially the 
same terms as the government now proposes; that it would be 
no simple matter for the government to terminate surveillance 
AEE phone numbers and e-mail addresses under 
FISA authority, and to decide whether and how it should 
continue some or all of the surveillance under non-FISA 
authority; and, importantly, that within the allotted time the 
government may be able to submit an application that would 
permit me to authorize at least part of the surveillance ina 
manner consistent with this order and opinion. (fS//S}//N2)}—_ 


Judge Vinson wrote that the Department’s foreign selectors renewal 
application concerns an “extremely important issue” regarding who may 
make probable cause findings that determine the individuals and the 
communications that can be subjected to electronic surveillance under 
FISA. In Judge Vinson’s view, the question was whether probable cause 
determinations are required to be made by the FISA Court through 
procedures established by statute, or whether the NSA may make such 
determinations under an alternative mechanism cast as “minimization 
procedures.” Judge Vinson concluded, based on past practice under FISA 
and the congressional intent underlying the statute, that probable cause 
determinations must be made by the FISA Court. {FSHSHĦ}— 


APPROVED FOR PUBLIC RELEASE 


-TOP SECRET//STLW//HCS/SI//ORCON/NOFORN—— 


In explaining his reasoning, Judge Vinson first rejected the 
Department’s broad construction of the term “facilities,” concluding that the 
“electronic surveillance” under the government’s application — the 
acquisition of the content of communications — — was directed at particular 
telephone numb S 


government contended. prior cases that the 
government cited for its broad interpretation of “facilities,” observing, 
“[t]jellingly, none of the cited cases stand for the proposition on which this 
application rests — that electronic surveillance is not ‘directed’ at particular 


Judge Vinson wrote that his conclusion was also supported by the 
government’s and the Court’s past practice, as well as the legislative history 
of FISA, which, according to Judge Vinson, made clear that “Congress 
intended the pre-surveillance ‘judicial warrant procedure,’ and particularly 
the judge’s probable cause findings, to provide an ‘external check’ on 
executive branch decisions to conduct surveillance.” He wrote that the 

tract and generalized 


overnment’s proposal that “the Court assess 
hi 
probable cause finding f” removed from the 


Court’s pre-surveillance purview the question of whether the 
communications to be acquired will relate to the targeted foreign powers.301 


{ES} / SHE} 


Judge Vinson rejected the government’s “minimization probable cause 
standard,” stating that “[m]inimization does not provide a substitute for, or 
a mechanism for overriding, the other requirements of FISA.” Judge Vinson 
concluded that government’s proposed minimization procedures, by 
authorizing the NSA to make probable cause decisions, conflicted with 
specific provisions of FISA that govern electronic surveillance, such the 
requirement that only the Attorney General can grant emergency approvals 
to conduct surveillance (followed within 72 hours by an application to the 


301 Stated another way, “[the application] represented that NSA will make the 
required probable cause finding for each such facility before commencing surveillance.” 
Judge Vision wrote, “[t]he application seeks, in effect, to delegate to the NSA the Court’s 
responsibility to make such findings ‘based on the totality of circumstances.’ Obviously, 
this would be inconsistent with the statutory requirement and the congressional intent that 
the Court make such findings prior to issuing the order (emphasis in original).” 
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FISA Court), and that renewals for surveillance coverage must be based on 
“new findings” of probable cause by a judge. Judge Vinson summarized his 
position: 


The clear purpose of these statutory provisions is to ensure 
that, as a general rule, surveillances are supported by judicial 
determinations of probable cause before they commence; that 
decisions to initiate surveillance prior to judicial review in 
emergency circumstances are made at politically accountable 
levels; that judicial review of such emergency authorizations 
follows swiftly; and that decisions to continue surveillance 
receive the same degree of scrutiny as decisions to initiate. The 
law does not permit me, under the rubric of minimization, to 
approve or authorize alternative procedures to relieve the 
government of burdensome safeguards expressly imposed by 


the statute, {f8//Si NF} 


Judge Vinson wrote that he was mindful of the government’s 
argument that the proposed minimization procedures were necessary to 
provide or enhance the “speed and flexibility” with which the NSA responds 
to threats, and that foreign intelligence information may be lost in the time 
it takes to obtain Attorney General emergency authorizations. However, in 
Judge Vinson’s view, FISA’s requirements reflected a balance struck by 
Congress between privacy interests and the need to obtain foreign 
intelligence information, and until Congress took legislative action on FISA 
to respond to the government’s concerns, the Court must apply the statute’s 
procedures.29? He concluded that the government’s application sought to 
strike a different balance for the surveillance of foreign telephone numbers 
and e-mail addresses. Vinson rejected this position, stating, “provided that 
the surveillance is within FISA at all, the statute applies the same 
requirements to surveillance of facilities used overseas as it does to 
surveillance of facilities used in the United States.” +f8S7//SI/7NFy _ 


302 Judge Vinson stated that he recognized that the government maintained the 
President may have constitutional or statutory authority to conduct the surveillance 
requested in the renewal application, Judge Vinson stated, “[njothing in this order and 
opinion is intended to address the existence or scope of such authority, or this Court’s 


jurisdiction over such matters.” (F87/8H RFT 


303 Judge Vinson wrote in a footnote that the status of the proposed surveillance as 
being within the scope of FISA was “assumed, but not decided, for purposes of this order 
and opinion.” He continued, “I believe that there are jurisdictional issues regarding the 
application of FISA to communications that are between or among parties who are all 
located outside the United States.” Judge Vinson suggested that “Congress should also 
consider clarifying or modifying the scope of FISA and of this Court’s jurisdiction with 
regard to such facilities... .” Bradbury told the OIG that Judge Vinson’s suggestion was 
an important spur to Congress’s willingness to consider FISA modernization legislation in 

(Cont’d.) 
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Attorney General Gonzales told us that his reaction to Judge Vinson’s 
decision was one of “disappointment” and that the decision “confirmed our 
concern about going to the [FISA Court].” Gonzales also said he believed the 
decision was “troubling for purposes of the national security of our country.” 


Bradbury told us the government considered several options after 
Judge Vinson’s ruling, including appealing the decision to the FISA Court of 
Review. However, he said the decision was made to attempt to work with 
Judge Vinson to craft a revised application and also separately to renew the 
Administration’s efforts to obtain legislation to modernize FISA. 


EST SH NF} 


G. Revised Renewal Application for Foreign Selectors and 
Order {TS//SI//WF)—_ 


As suggested by Judge Vinson, in April 2007 the Justice Department. 
obtained from Judge Howard an extension of the existing foreign selectors 
Order until May 31, 2007, to prepare a revised foreign selectors application. 
In the interim, the Department filed two reports with Judge Vinson 
describing a new approach to foreign selectors that addressed the concerns 
expressed in his Opinion, and that sought input from the Court about how 


best to facilitate the su application that would seek authority 
to direct surveillance a selectors. —+FS//S}H- A+ 

On May 24, 2007, the Department filed a revised renewal application 
seeking to renew, with modifications, the authorities granted in Judge 


Howard’s January 10, 2007, Order. However, the application did not 
include the broad construction of “facilities” and instead sought authority to 


conduct electronic s illance of conventional facilities — telephone 
numbers and “e-mail "304 The application 


also did not include the “probable cause minimization standard” approved 


the summer of 2007. In Section IV below, we summarize this legislation, the Protect 
America Act, and its successor, the FISA Amendments Act of 2008. -—FS//Si+-/N5}— 


304 + According to the May 24, 2007, application, such uses incl 
and from a targeted e-mail “address 


The May 24 application was the 
to use the term “e-mail 
to describe the facility at which e-mail surveillance would be 


However, according to the application, the government “routinely requests, and the Court 
authorizes, electronic surveillance using [the OAc eens = oe E descriptor 
to identify this type of facility.” {EFSHS FEW SHOSE — 
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by Judge Howard that had the effect of shifting from the FISA Court to the 
NSA the probable cause determinations about particular selectors. 


ESP SH NET 


However, the targets of the government’s revised application remained 
selectors (telephone number and e-mail facilities) reasonably believed to be 
used outside the United States and for which there i is probable cause to 
believe were bein 


U e application also sought 


and in the same manner as was approved 


in Judge Howard’s Order.306 {FSHSHHNE} 
ecifically, the application requested authority to direct surveillance 
a categories of foreign selectors: 


e Foreign telephone number and e-mail selectors presently known 


to the government. This category accounted for a portion of the 
-cin selectors already under surveillance 


pursuant to Judge Howard’s Order.307 


305 The May 24, 2007, application explicitly stated that the government was not 
seeking surveillance authority for any new facilities reasonably believed by the NSA to be 
used by U.S. persons. The application stated that surveillance of those facilities would be 
initiated only through FISA’s emergency authorization provisions and the streamlined FISA 
applications approved for domestic selectors. 


307 The government submitted an appendix with the revised renewal application 
that cone facilities and contained the factual basis for the NSA’s 
belief that each of the facilities was being used by a person outside the United States and 

for which there was probable cause to believe were being used or about to be used by a 
member or agent of one of the targeted foreign powers. The government had provided 
Judge Vinson these facilities on a rolling basis during May 2007 for his consideration, The 
NSA discontinued the surveillance of facilities that were targeted under Judge Howard's 
Order, but that were not included among the facilities submitted to Judge Vinson for 
approval. The NSA told the OIG that the decision to discontinue surveillance on these 

SEE AN largely was a resource decision and that facilities figure 
was the amount the NSA could timely process for filing with the Court. 4FSHSIHINE} 
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e Foreign e-mail selectors (not telephone number selectors) 
presently unknown to the government but that “refer to” or are 
“about” known foreign e-mail selectors. This category of 
surveillance, which the NSA had been conducting under Judge 
Howard’s Order, includes situations where an already targeted 
e-mail facility is mentioned in the body of a message between 


two third-party, non-targeted facilities.308 {FSHSH7TNF) 


According to the application, === 
surveillance would enable the NSA to i 
discovered facilities “with the speed and agility necessary to obtain vital 
intelligence and to detect and prevent terrorist attacks.” The application 


stated 


The collection authorities requested in the renewal application that 
pertained to currently unknown facilities would, according to the 
application, address this limitation.999 -—FS//S1//NE}- 


Judge Vinson granted the government’s revised renewal application 
on May 31, 2007. His Order authorized, for a period of 90 days, each of the 
categories of electronic surveillance described above, although the 


308 The category presented an issue under FISA in that communications are being 
acquired because they contain the targeted e-mail selector, and not because there was 
probable cause to believe the e-mail accounts sending or receiving the communications are 
used or about to be used by an international terrorist group. In such cases, the 
surveillance is not “directed at” the targeted e-mail selector. The government argued that 
such acquisition was still consistent with FISA because, “at the time of acquisition, the NSA 
has probable cause to believe that the facilities at which the NSA is directing surveillance 
are being used by the foreign power target.” {PS7/Si/{NF}— 


309 The government argued that the FISA Court’s authority to authorize subsequent 
collection against new selectors unknown to the government at the time an application was 
approved is rooted in section 1805(c)(3) of FISA. That provision imposes specific reporting 
requirements on the government where the FISA Court approves an electronic surveillance 
in circumstances where the nature and location of each of the facilities at which 
surveillance will be directed is unknown at the time of the application. {£8//81/;/4¥} 
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Order defined the precise circumstances under which the NSA could acquire 
communications falling within the category of surveillance.3!° The 

also included reporting schedules with respect to the 
e of surveillance, for which the government was required to 
submit newly discovered selectors to the Court. 4FSHSHINF}— 


Judge Vinson initially approved} foreign selectors 
under the terms of his May 31, 2007, Order (these selectors were submitted 
with the government’s May 24, 2007, application). Shortly after the Order 
was issued, the FISA Court decided that the weekly reports filed by the 
government notifying the Court of newly discovered selectors, as well as the 
government’s motions seeking approval to conduct surveillance on 
additional selectors, could be filed for review with any member of the Court. 
As the government received feedback from judges on the first reports and 
motions that were filed, it observed that judges were applying a more 
rigorous standard of review to the factual basis su urveillance 
for each selector than Judge Vinson applied to the selectors he 
approved. The government consequently adjusted the amount of factual 


information it provide in subsequent reports and motions 
and ultimately added foreign selectors to Judge 
Vinson’s Order. 4+F5//8SH-/e-+- 


According to Bradbury, the more rigorous scruti plied by FISA 
Court judges after Judge Vinson’s initial approval ‘orci selectors 


caused the NSA place only a fraction of the foreign selectors under coverage 
than it wanted to. This concern, combined with the comparatively laborious 
process for targeting foreign selectors under Judge Vinson’s Order, 
accelerated the government’s efforts to obtain legislation that would amend 
FISA to address the government’s surveillance capabilities within the United 
States directed at persons located outside the United States. The Protect 
America Act, signed into law on August 5, 2007, accomplished this objective 


However, his Order 
authorized the surveillance of any previously non-targeted e-mail facilities that transmitted 
e-mail messages containing a targeted e-mail account only when the NSA determined, 
based on the acquired communication and other intelligence or publicly available 
information, that there was probable cause to believe the e-mail facility was being used, or 
was about to be used, by one of the targeted foreign powers. Judge Vinson agreed with the 
government’s position that there was probable cause to believe that Internet 
communications relating to a previously targeted e-mail facility were themselves being sent 
or received by one of the targeted foreign powers and could be acquired. Judge Vinson 
called this holding “novel,” but concluded that the decision was “consistent with the overall 
statutory requirements; it requires the government to promptly report and provide 
appropriate justification to the Court; and it supplies the Government with a necessary 
degree of agility and flexibility in tracking the targeted foreign powers.” (f9//SH/+/4F}- 
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and effectively superseded Judge Vinson’s foreign selectors Order. The 
government therefore did not seek to renew the Order when it expired on 


August 24, 2007. 4TSHSHNF'" 


In the next section, we summarize the effect of the Protect America 
Act and successor legislation, the FISA Amendments Act of 2008. (U) 


IV. The Protect America Act and the FISA Amendments Act of 
2008 (U) 


In August 2007, the Protect America Act was enacted, amending FISA 
to address the government’s ability to conduct electronic surveillance in the 
United States of persons reasonably believed to be located outside the 
United States. This legislation expired on February 1, 2008, but was 
extended by Congress to February 16, 2008. In July 2008, the FISA 
Amendments Act of 2008 was enacted, which, among other things, created 
a comprehensive process under FISA for content collection directed at 
foreign targets. These two laws modernized the FISA statute as it applied to 
the acquisition in the United States of communications of persons 
reasonably believed to be outside the United States. (U) 


As discussed in Chapter Three, FISA was enacted in 1978 when most 
international calls were carried by satellite. The interception of such calls 
constituted “electronic surveillance” for purposes of FISA only if the 
acquisition intentionally targeted a U.S. person in the United States, or if all 
participants to the communication were located in the United States. Thus, 
government surveillance of satellite communications that targeted foreign 
persons outside the United States generally was not considered electronic 
surveillance, and the government was not required to obtain a FISA Court 
order authorizing the surveillance even if one of the parties to the 
communication was in the United States. However, in the mid-1980s, fiber 
optic technology began to replace satellites as the primary means for 
transmitting international (and domestic) telephone communications. This 
change brought within FISA’s definition of “electronic surveillance” the 
acquisition of telephone calls to or from a person in the United States if the 
acquisition occurred in the United States, thereby triggering the 
requirement that the government obtain FISA Court orders to conduct 
surveillance that it previously conducted outside of FISA. +FS//SH/;ANFT 


Under the Stellar Wind program, the NSA collected international 
communications 
by targeting facilities (telephone 


numbers and e-mail addresses) located outside the United States (foreign 
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selectors).3!! As noted in Chapters Three and Four, the Administration 
contended that FISA, as supplemented by a subsequent legislative 
enactment (the AUMF), did not preclude the surveillance activities under 
Stellar Wind, or in the alternative represented an unconstitutional 
infringement on the President’s Article II authority as Commander in Chief 
to the extent it conflicted with these collection activities. 


{FSH STEWS PSH OCTREL- 


The Justice Department’s effort to transfer content collection from 
presidential authority under Stellar Wind to FISA raised the issue of FISA’s 
application to the acquisition in the United States of communications to or 
from targeted foreign selectors. The Protect America Act and the FISA 
Amendments Act, in slightly different ways, addressed this issue by treating 
the communications of persons reasonably believed to be located outside 
the United States differently from communications of persons located in the 


United States.3!2 -—FS//STLW//SH//ec ANE) — 
A. The Protect America Act (U) 


The Protect America Act of 2007, Pub. L. No. 110-55, was a temporary 
measure signed into law on August 5, 2007.313 The Protect America Act’s 
chief objective was to exclude from the requirements of FISA the 
interception in the United States of communications of persons located 
outside the United States, the category of communications referred to above 
as “foreign selectors.” (U) 


The Protect America Act amended FISA so that the interception of 
foreign selector communications fell outside the statute’s definition of 
“electronic surveillance.” Under the original definition of “electronic 
surveillance,” FISA generally applied to any communication to or from a 
known United States person inside the United States if the communication 
is acquired by targeting the known United States person.3!* FISA also 


311 The NSA also targeted under Stellar Wind a much smaller number of facilities 
located inside the United States (domestic selectors). {F5//SFLW}/SH/ SCANS 


312 The two laws did not substantially affect the provisions of FISA relating to pen 
register and trap and trace surveillance or to the production of “tangible things.” The 
government continues to collect bulk e-mail and telephone meta data under the PR/TT and 
Section 215 Orders described in Sections I and II of this chapter. 


313 The Protect America Act was set to expire 180 days after its enactment, or on 
February 1, 2008. However, Congress passed and on January 31, 2008, the President 
signed a bill to extend the Protect America Act for 15 days while further discussions on new 
legislation occurred. However, no agreement was reached on new legislation and the Act 
expired on February 16, 2008. (U) 


314 The original FISA definition of “electronic surveillance” included: 
(Cont’d.) 
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applied to the acquisition of other communications (such as 
communications acquired by targeting persons outside the United States) if 
the communication was a “wire communication” and the acquisition 
occurred inside the United States. (U) 


The Protect America Act amended FISA by stating: “Nothing in the 
definition of electronic surveillance . . . shall be construed to encompass 
surveillance directed at a person reasonably believed to be located outside 
the United States.” The effect of this amendment was to exclude from the 
requirements of FISA any communication acquired by targeting a foreign 
selector, regardless of where the communication was intercepted or whether 
the communication traveled by wire. As a result, the Act eliminated the 
need for Judge Vinson’s May 2007 foreign selectors Order, because the 
collection of communications targeted under that Order no longer 
constituted “electronic surveillance” under FISA and therefore no longer 


required FISA Court orders.3!5 {FSHSHANF} 


(1) the acquisition by an electronic, mechanical, or other surveillance device 
of the contents of any wire or radio communication sent by or intended to be 
received by a particular, known United States person who is in the United 
States, if the contents are acquired by intentionally targeting that United 
States person, under circumstances in which a person has a reasonable 
expectation of privacy'and a warrant would be required for law enforcement 


purposes; 


(2) the acquisition by an electronic, mechanical, or other surveillance device 
of the contents of any wire communication to or from a person in the United 
States, without the consent of any party thereto, if such acquisition occurs 
in the United States, but does not include the acquisition of those 
communications of computer trespassers that would be permissible under 
section 2511(20(i) of Title 18; 


(3) the intentional acquisition by an electronic, mechanical, or other 
surveillance device of the contents of any radio communication, under 
circumstances in which a person has a reasonable expectation of privacy 
and a warrant would be required for law enforcement purposes, and if both 
the sender and all intended recipients are located within the United States; 
or 


(4) the installation or use of an electronic, mechanical, or other surveillance 
device in the United States for monitoring to acquire information, other than 
from a wire or radio communication, under circumstances in which a person 
has a reasonable expectation of privacy and a warrant would be required for 
law enforcement purposes. 


50 U.S.C. § 1801(f). (U) 
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In the place of individualized FISA Court orders, the Protect America 
Act also inserted several provisions into the FISA statute to govern the 
acquisition of communications from persons “reasonably believed to be 
outside the United States.” These provisions authorized the Attorney 
General and the Director of National Intelligence to acquire foreign 
intelligence information concerning such persons for up to one year, 
provided these officials certified that there are reasonable procedures in 
place for the government to determine that a target is reasonably believed to 
be outside the United States and that the acquisition of the foreign 
intelligence therefore is not “electronic surveillance” under the amended 
definition of the term.3!6 The targeting procedures accompanying the 
certification had to be submitted to the FISA Court for approval, based on 
the clearly erroneous standard, within 120 days of the Protect America Act’s 
enactment. However, the certification was not required to identify specific 
facilities or places at which the acquisition of foreign intelligence 
information would be directed.3!7 (U) 


In addition, the Protect America Act authorized the Attorney Gerieral 
and the Director of National Intelligence to direct a person 
(telecommunications carriers) to provide the government with “all 
information, facilities, and assistance necessary to accomplish the 
acquisition in such a manner as will protect the secrecy of the 
acquisition. ...” Protect America Act, Sec. 2(e). The Protect America Act 
also authorized the Attorney General and the Director of National 


The Protect America Act addressed this issue by excluding all 
surveillance directed at persons reasonably believed to be outside the United States, 


316 The Attorney General and the Director of National Intelligence also had to certify 
that the acquisition involves the assistance of a communications service provider; that a 
“significant purpose” of the acquisition to obtain foreign intelligence information is for 
foreign intelligence purposes; and the minimization procedures to be used with the 
acquisition activity comport with 50 U.S.C. § 1801(h). Protect America Act, Sec. 2, codified 
in FISA at 50 U.S.C. § 1805B{a)(1)-(5). (U) 


317 The Protect America Act left unchanged the procedures for acquiring foreign 
intelligence information by targeting foreign powers or agents of foreign power inside the 
United States, as well as the procedures under Executive Order 12333 Sec. 2.5 to obtain 
Attorney General approval before acquiring foreign intelligence information against a U.S. 
person outside the United States. Thus, FISA orders issued prior to the enactment of the 
Protect America Act, and FISA orders, including applications for renewals, sought after 
enactment of the Protect America Act but not pursuant to the Act’s amendments 
(acquisition of foreign intelligence information from targets outside the United States) were 
still subject to FISA as it existed prior to the Protect America Act. The Protect America Act 
also provided, by means of an “opt-out” clause, that the government did not have to use the 
new procedures for new applications and could instead file applications under the 
provisions of FISA as it existed before the Protect America Act. See Protect America Act, 
Sec, 6(b). (U) 
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Intelligence to seek the assistance of the FISA Court to compel compliance 
with such directives, and implemented procedures for the 
telecommunications carriers to challenge the legality of any such 
directives.3!8 (U) 


The Protect America Act authorized the Attorney General and the 
Director of National Intelligence to issue orders without individualized FISA 
Court approval for up to one year targeting persons reasonably believed to 
be outside the United States. These orders remained in effect beyond the 
expiration of the Protect America Act on February 16, 2008. (U) 


On August 10, 2007, the Attorney General and the Director of 
National Intelligence filed a certification with the FISA Court, as required 
under the Protect America Act, relating to surveillance of persons 
reasonably believed to j i j 
information concernin 


The certification included directives for assistance to specific 


telecommunications carriers. —(fS//SL-/NE)_ 


foreign selectors under Judge Vinson’s Order 
were “rolled over” to the new Protect America Act authority. A Deputy 
Assistant Attorney General in the National Security Division familiar with 
the transition of Stellar Wind to FISA Court authority told us that the 
government also began to “build new selectors” under the Protect America 
Act and worked toward restoring the universe of foreign selectors that were 
first authorized for tasking under Judge Howard’s January 2007 Order 
when content collection under Stellar Wind initially had migrated to FISA 


Court authority. (S//SI//NE)— 


Although the Department viewed the Protect America Act as an 
adequate temporary fix to those provisions of FISA seen as outdated 
because of changes in telecommunications technology, Department officials 
continued to press Congress for more permanent modernization legislation. 
(U) 


318 The Protect America Act also stated that any person providing assistance to the 
government pursuant to a governmental directive would not be subject to any cause of 
action for providing such assistance. However, the Protect America Act did not grant 
retroactive legal immunity to any “person,” a term defined in FISA to include “any group, 
entity, association, corporation, or foreign power.” 50 U.S.C. § 1801(m). On August 22, 
2008, the FISA Court of Review upheld as constitutional the Protect America Act provision 
authorizing the Director of National Intelligence and the Attorney General to direct a person 
to assist the government in implementing the Act. See In Re: Directives (redacted text] 
Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, No. 08-01. (U) 
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B. The FISA Amendments Act of 2008 (U) 


On July 11, 2008, the President signed the Foreign Intelligence 
Surveillance Act of 1978 Amendments Act of 2008 (FISA Amendments Act). 
This legislation, composed of four titles, replaced the Protect America Act 
with similar but more comprehensive surveillance authority. The provisions 
of the FISA Amendments Act expire, with limited exceptions, on 
December 31, 2012. (U) 


A chief objective of the FISA Amendments Act was to change the rules 
for intercepting the electronic communications of persons reasonably 
believed to be outside the United States when the acquisition occurs in the 
United States. As discussed above, the Protect America Act accomplished 
this by amending FISA’s definition of “electronic surveillance” to exclude this 
activity from FISA requirements. The FISA Amendments Act took a different 
approach. Instead of excluding the activity from the statute’s definition of 
“electronic surveillance,” the FISA Amendments Act created a new title in 
FISA to govern how the government may conduct this electronic 
surveillance. Under this approach, the FISA Amendments Act, unlike the 
Protect America Act, distinguishes between the targeting of non-U.S, and 
U.S. persons reasonably believed to be outside the United States.5!9 (U) 


For non-U.S. persons, the new title created by the FISA Amendments 
Act provides for surveillance authority similar to the Protect America Act. 
Instead of requiring the government to obtain individualized orders from the 
FISA Court to intercept communications of non-U.S. persons reasonably 
believed to be outside the United States, the FISA Amendments Act 
authorized the government to conduct any such interceptions for a period of 
up to one year provided that it adopts, and the FISA Court approves, general 
targeting procedures designed to ensure that the new authority is not used 


319 The Senate Select Committee on Intelligence (SSCI) prepared a 
section-by-section analysis of the FISA Amendments Act of 2008 explaining the significance 
of the FISA Amendment Act’s approach. According to the SSCI report, the goal of the 
Protect America Act in redefining the term “electronic surveillance” was to exclude the 
surveillance of persons outside the United States from the individualized order 
requirements of FISA. However, a consequence of the term’s redefinition was to broadly 
exempt foreign surveillance activities both of non-U.S. and U.S. persons outside the United 
States. The FISA Amendments Act of 2008, instead of adopting the Protect America Act’s 
modified definition of “electronic surveillance,” explicitly stated that the targeting of 
non-U.S. persons outside the United States shall be conducted under the new FISA 
procedures, which does not require an application for a FISA order. In this way, the FISA 
Amendments Act accomplished the same goal as the Protect America Act without 
exempting the targeting of U.S, persons outside the United States from FISA’s 
individualized order requirements. (U) 


APPROVED FOR PUBLIC RELEASE 


TOP SECRET//STLW//HCS/SI//ORCON/NOFORN— 


to direct surveillance-at persons within the United States or at U.S. persons 
outside the United States.929 (U) 


In contrast, to conduct U.S.-based surveillance of U.S. persons 
reasonably believed to be located outside the United States, the FISA 
Amendments Act requires the government to obtain individualized FISA 
Court orders for 90-day periods based on a showing of probable cause to 
believe that the U.S. person is outside the United States and is a foreign 
power or an agent, officer, or employee of a foreign power. Such 
surveillance previously was governed by Executive Order 12333, and 
required only a certification from the Attorney General, not the FISA Court. 
(U) 


Compared to Stellar Wind, the FISA Amendments Act provides the 
government broader authority to acquire in the United States, with Court 
supervision, the communications of non-U.S. persons reasonably believed to 
be located outside the United States. Under Stellar Wind, the NSA was 
authorized to collect communications where there was probable cause to 
believe the communications originated or terminated outside the United 
States and a party to the communications was al Qaeda or a group affiliated 
with al Qaeda. Under the FISA Amendments Act, the NSA is authorized to 
collect in the United States any communications of non-U.S. persons 
reasonably believed to be located outside the United States, provided 
significant ose of the acquisition pertains to foreign intelligence. 


320 Like the Protect America Act, in addition to these targeting procedures the 
certification the government is required to file with the FISA Court must also contain 
minimization procedures and state that a significant purpose of the acquisition that will be 
conducted is to obtain foreign intelligence information. However, unlike the Protect 
America Act the FISA Amendments Act does not limit the FISA Court’s review of the 
targeting procedures to a “clearly erroneous” standard. On August 5, 2008, the 
government submitted to the FISA Court a certification pursuant to the FISA Amendments 
Act. On September 5, 2008, the Court approved the certification and the use of the 
targeting and minimization procedures the government submitted. (8//4¥}+ 


321 On the other hand, the FISA Amendments Act does not similarly broaden the 
government’s authority to conduct surveillance of U.S, persons reasonably believed to be 
located outside the United States. The Presidential Authorizations did not distinguish 
between U.S. and non-U.S. persons, and the NSA was authorized under Stellar Wind to 
intercept the communications of U.S. persons (domestic selectors) provided the 
communications originated or terminated outside the United States. 
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In Chapter Three, we noted that under certain circumstances 
technological limitations associated with the e-mail content aspect of the 


The NSA undertook measures to identify and correct incidents M 
under Stellar Wind, and the government described the i issue 
to the FISA Court i in the December 2006 application th 
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V. OIG Analysis (U) 


As discussed in this chapter, the government’s effort to transition 
Stellar Wind from presidential authority to FISA, which began in March 
2004, eventually resulted in all three baskets of collection being authorized 
by FISA. While the legal theories supporting this transition were aggressive, 
we believe that the Department could have and should have pursued 
transition to FISA as a viable legal alternative earlier than it did, rather than 
operate aspects of the Stellar Wind program solely under presidential 
authority for several years. 


In Chapters Three and Four we discussed John Yoo’s 2001 and 2002 
memoranda concerning the legality of Stellar Wind and his contention that 
FISA represented an unconstitutional infringement on the President’s 
Commander-in-Chief authority under Article II of the Constitution to 
conduct electronic surveillance during wartime. We recognize that Yoo’s 
analysis was to some extent a response to the extraordinary circumstances 
that confronted the federal government immediately after the September 11 
terrorist attacks and its effort to take emergency steps to thwart what many 
officials believed was an imminent second wave of attacks. Yet, even if one 
agrees with Yoo’s Article II analysis and supports the decision to enhance 
outside the judicial or legislative process the NSA’s signals intelligence 
collection capabilities, we believe there are strong countervailing 
considerations that favored attempting to transition the program to FISA, 
especially as Stellar Wind became less a temporary response to the 
September 11 attacks and more a permanent surveillance tool. 


(FS}/ STEW TSH OCF) 


Chief among these considerations was the Stellar Wind program’s 
substantial effect on privacy interests of U.S. persons. Under Stellar Wind, 
the government engaged in an unprecedented collection of information 
concerning U.S. persons. The President authorized the NSA to intercept, 
without judicial approval or oversight, the content of international 
communications involving many U.S. persons and the NSA collected large 
amounts of non-content data about U.S. persons’ domestic and 
international telephone calls and to a lesser extent e-mail communications 
for possible analysis consistent with the extant Presidential Authorization. 
We believe the FISA Court, as an Article III court and the judicial authority 
charged by statute to oversee U.S.-based electronic surveillance and other 
collection activities affecting U.S. persons for foreign intelligence purposes, 
was the appropriate entity to monitor and approve such broad acquisitions 
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of U.S.-person information conducted under Stellar Wind.322 


Second, as several Justice Department and NSA officials commented, 
the FISA statute offered a “firmer footing” for the NSA’s collection activities 
under Stellar Wind. As discussed in Chapter Three and Four, the 
aggressive assertion of Article II authority on which Stellar Wind was based 
largely reflected the legal reasoning of a single Justice Department attorney 
working alone, without adequate review or scrutiny of his analysis. As we 
also concluded, this led to a flawed legal analysis on which the program 
rested for several years. This approach also led to a contentious dispute 
between Department and White House officials in 2004 involving renewal of 
aspects of the program. By contrast, the FISA statute provided an 
alternative basis for Stellar Wind-like collection activities that we believe 
should have been considered, and pursued, much earlier by the 


Administration. (f37/STEW//SH/OC ANB} 


In this regard, the White House’s strict control over the Justice 
Department’s access to the program lessened the opportunity for lawyers 
with relevant expertise to advise the Administration on the viability of 
working within the FISA statute to achieve the same operational objectives 
as the Stellar Wind program. Moreover, as the limited number of 
Department read-ins persisted, meaningful consideration of FISA as an 
alternative to presidential authority for the program was limited.323 


{FSH STEW TSE TOE ANF 


322 For instance, under Stellar Wind the meta data querying standards did not 
include restrictions on acquiring data that may have been based solely on the exercise of 
First Amendment rights, When these activities were placed under the FISA Court’s 
supervision, the Court required that this intelligence-gathering activity adhere to the FISA 
standard that an e-mail address or telephone number cannot be targeted for acquisition 
based solely on activities protected by the First Amendment. 
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We also found there were operational benefits to transitioning Stellar 
Wind to FISA. The PR/TT and Section 215 Orders to collect e-mail and 
telephone meta data that were eventually obtained from the FISA Court 
allowed the government to compel the 
telecommunications carriers. 


The transition of Stellar Wind to FISA authority, together with the 
passage of the Protect America Act, allowed the NSA to begin the process to 
close, or “de-compartment,” the Stellar Wind program. This change, which 
was not completed until mid-2008, has allowed agents in FBI field offices 
greater access to information about the telephone numbers and e-mail 
addresses being provided as leads. As described j 

incipal complaint of agents who were —_— | and 
el <<. was the lack of detail provided about the nature of the 
international contacts and the foreign entity allegedly involved with 
terrorism that was one of the communicants. These details often were not 
provided because of the highly classified and compartmented nature of the 
Stellar Wind program. Now that such information is gathered under FISA 
authority and not compartmented as it was under Stellar Wind, it is 
classified at a level that allows agents in FBI field offices to gain access to 


additional details upon request.324 —F8// STEW SH fCCT NEY 


We recognize that Stellar Wind’s transition to FISA resulted in the 
imposition of new responsibilities and conditions on the exercise of these 
unprecedented collection authorities. In the PR/TT and Section 215 Orders, 
the FISA Court imposed significant oversight measures that were not 
required under Stellar Wind. To be sure, the government, particularly the 
NSA, must devote substantial resources to ensure compliance with these 
oversight measures. Yet, we believe that such requirements are 
appropriate, given the massive amounts of data collected and the potential 


impact on the privacy interests of U.S. persons. (S//STLW//S1//6E7MF) 


We also recognize that the transition of content collection from 
presidential authority to statutory authority under FISA resulted in 
significant diminution in authorized surveillance activity of the content of 
communications. We described in this chapter how first under Judge 
Howard’s Order, and then more significantly under Judge Vinson’s revised 


324 Chapter Six of this report discusses FBI agents’ improved access to 
program-derived information under FISA after the Stellar Wind program was closed. 
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Order, the NSA placed increasingly fewer foreign selectors under FISA 
coverage as compared to Stellar Wind, The NSA was taskin 
ME: selectors under Stellar Win ime of the first content 
application in December 2006, but placed a selectors under 
surveillance coverage under Judge Vinson’s May 2007 Order. National 


Security Division officials told us that they successfully added 
approximatel foreign selectors under the terms of the 


Court’s Order. FSHSFEWHSH TOE He 


However, we believe that such broad surveillance and collection 
activities conducted in the United States, particularly for a significant period 
of time, should be conducted pursuant to statute and judicial oversight, 
even though this resulted in a diminution of foreign selectors due to 
resource issues. We also believe that placing the activities under Court 
supervision provides an important measure of accountability for the 
government’s conduct that is less assured when the activities are both 
authorized and supervised by the Executive Branch alone.325 
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In sum, we concluded there were compelling reasons to pursue 
beginning the process of transitioning the collection activities of Stellar 
Wind to FISA authority earlier th 2004. These included the 
program’s large collection of information about U.S. persons, which 
warranted judicial oversight; the instability of the legal reasoning on which 
the program rested for several years; and the substantial restrictions placed 
on FBI agents’ access to and use of program-derived information due to 
Stellar Wind’s highly classified status. We acknowledge that transitioning 
Stellar Wind’s collection activities to FISA would have been an enormously 
complex and time-consuming effort that rested upon novel interpretations 
and uses of FISA that not all FISA Court judges would authorize. 
Nevertheless, the events described in this chapter demonstrate that a full 
transition to FISA authority was achievable and, and in our judgment, 
should have been pursued earlier. 


325 
application, was not 
without benefit. Judge Vinson’s decision reflected what some intelligence officials 
considered limitations in the FISA statute as it applied to the acquisition of 
communications in the United States of persons located outside the United States, 
especially non-U.S. persons. In this way, transitioning Stellar Wind’s content collection to 
FISA helped the government make its case to Congress in concrete, non-hypothetical terms 
for modernization legislation amending the statute. 


270 
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ieee, 
(SHNF) 

The preceding chapters examined the evolution of the Stellar Wind 
program and its transition from Presidential Authorization to FISA 


authority. In this chapter, we examine more closely the FBI’s involvement 
in Stellar Wind and the impact the program had on FBI counterterrorism 


efforts. (FS//STLW//5t/ CEN 


is the codename for the project, classified at the Secret 
level, that the FBI initiated in September 2002 to disseminate Stellar Wind 
information to FBI field offices in a manner that did not disclose the source 
of the information or the means by which it was acquired. The FBI 
originally opened Jas an administrative file to serve as the 
repository for all communications FBI Headquarters disseminated to FBI 
field offices relating to Stellar Wind information, as well as all 
communications FBI Headquarters received from field offices reporting the 
results of any investigation conducted in response to the “tipped” 
information originating from Stellar Wind. In November 2006, the FBI 
opened an investigative file under the name A: -: 


{TS//STLW}/SH/fOC ANF} 


Section I of his chapter summarizes how the FBI used =e 
disseminate Stellar Wind information to FBI field offices. Section II 
describes the FBI’s decision in mid-2003 to make its headquarters-based 
Communications Analysis Unit (CAU), instead of FBI field offices, 
responsible for issuing National Security Letters (NSL) to obtain subscriber 
information for telephone numbers (basket 2 of Stellar Wind) disseminated 
under I s2” Section II discusses the role the FBI played, 
beginning in approximately March 2004, in the process to “scrub” 
international terrorism FISA applications for Stellar Wind information. 


4FS//STLWHISH foc ANE) — 


Section IV of this chapter examines the impact of the information 
obtained from Stellar Wind on FBI counterterrorism efforts. It first provides 
statistics concerning the number of tippers the NSA derived from Stellar 
Wind information — telephony, e-mail, and content — disseminated to FBI 


326 As discussed in Chapter three MR was preceded by . SBR 
t 


which the FBI created in October o receive and disseminate Stellar 
Wind-derived information, (F8//SFEW {SH 7 CET NF) 
327 ‘The CAU is the successor to the Telephone Analysis Unit (TAU), which the FBI 
created after the September 11 terrorist attacks to analyze telephone communications. The 
CAU assumed TAU’s responsibilities in late 2002. {SHF} 
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field offices through enc ooo NX it describes how FBI 
field offices generally investigated tippers and the typical results 
of the investigations. The section then summarizes two statistical surveys 
of meta data tippers the FBI conducted in 2006 to assess the value of Stellar 
Wind to FBI operations, and describes observations about the program’s 
contribution and value provided by FBI officials and employees in OIG 
interviews and contained in documents the OIG obtained during the course 
of this review. In addition, the section examines five FBI international 
terrorism investigations commonly cited as examples of Stellar Wind’s 


contribution to counterterrorism efforts in the United States.328 


{TS//STLWH/SHOETNF) 


met Section V of this chapter contains the OIG’s analysis Be! 


impact on FBI operations. (S//NE}— 


-  processis¢/sF+ 


he cess was managed by a group of FBI employees 
from CAU, designated as “Team 10,” who in February 2003 were assigned 
full-time to the NSA to work on the Stellar Wind program.329 Team 10 was 
described to us as a “conduit” and a “curtain” between Stellar Wind and the 
FBI, in that Team 10’s chief responsibility was to disseminate Stellar 
Wind-derived information to FBI field offices for investigation without 
disclosing that the NSA was the source of the information or how the NSA 


acquired the information. {FSHSTEWHSHTOEFNF} 


Team 10 initially was staffed with two FBI special agents (one of 
whom served as supervisor) and two analysts. The CAU subsequently 
replaced one agent position with a third analyst and later added a fourth 
analyst. At the NSA, Team 10 was co-located in a large open space with 
dozens of NSA and other Intelligence Community personnel assigned to the 
Stellar Wind program. Each team member was provided a computer with 
direct access to NSA information associated with Stellar Wind. The NSA 
told the OIG that Team 10 members worked at the NSA under the authority 
of the NSA Director and as such were required to adhere to NSA 
minimization rules and attend the same training as NSA employees. Team 
10 members also were provided access to Stellar Wind-related systems and 


328 As noted above, our report examines the FBI’s role in the Stellar Wind program 
and does not review the use of the program by other agencies, such as the CIA. +S//44} 


329 The CAU is organized into ten teams, nine of which are responsible for providing 
communications analysis support to specific field offices and FBI Legal Attaches (Legat). 
According to an FBI organizational chart, Team 10 supports “Off-site Intelligence 
Community Special Projects.” Team 10 was exclusively responsible for managin 
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databases, and had access from their comp stems such the 
Automated Case Support (ACS) system and 
FS} / STEW} SH /OCANE) 
The process unde iE disseminate Stellar Wind 
j ion was similar to the process the FBI established under the 
described in Chapter Three. In short, the NSA provided Top 


in turn 


Secret, compartmented Stellar Wind reports to Team 10, whi 
converted the information into Secret, non-compartmented 
electronic communications (EC) and disseminated the communications, 
referred to as “tippers,” to FBI field offices for appropriate 
action.330 The process was applied, with some differences, to 
each of Stellar Wind’s three “baskets” of information. The vast majority of 
Stellar Wind reports involved the NSA’s analysis of telephony meta data — 
that is, basic information such as date, time, and duration, about contacts 
between foreign and domestic telephone numbers for which the NSA 
determined there was a reasonable articulable suspicion to believe were 


related to al Qaeda or an affiliated group.33! -FSH SFEWH SHH OCEANA 


ach EC included a paragraph that summarized the 
project and explained that the CAU could not disclose the 
source of the information contained in the EC, but that the information 
came from a “sensitive and highly reliable” source. Each EC also included a 
aragraph advising the field offices that the information provided by the 
N source could be used for “lead purposes only” and could not be 


“incorporated into any affidavit, court proceeding, FISA application or 
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unclassified investigative file.” In addition, each EC assigned a 

“lead” that instructed the field office what investigative action, if any, should 
en regarding the information provided, We further describe ll 

eee and FBI field offices’ handling of them in Section IV of this 


chapter. {FS//STLW//SH//0C /NE} 


Before Team 10 disseminated Stellar Wind-derived information to field 
offices, an analyst queried FBI databases for relevant information about the 
telephone number, e-mail address, or individual (in the case of a content 
report) identified in the Stellar Wind report. These queries often identified, 
for example, subscriber information the FBI previously obtained for Stellar 
Wind telephone numbers as part of a prior FBI investigation, or active 
counterterrorism investigations in which the subscriber to a Stellar 
Wind-targeted number was the subject or in which the number, and 
sometimes the subscriber, were referenced. Team 10 analysts also checked 
public and commercial databases, most commonly in connection 


Any such information Team 10 located 
about a Stellar Wind-derived telephone number or e-mail address was 
included in the EC as a “CAU Comment’ or an “Analyst 
Comment” to differentiate the FBI information from the information 


provided by the Stellar Wind source.332 (TS7//STLEW77Si/7 CERNE 


Over time, Team 10 began to do more than receive and disseminate 
program-derived information. For example, Team 10 occasionally submitted 
telephone numbers to the NSA for possible querying against the database 
containing the bulk telephony meta data collected under Stellar Wind.333 


332 In this respect, Team 10 handled Stellar Wind content reports differently from 
meta data reports. Team 10 analysts typically did not perform additional analytical work 
on the information provided in Stellar Wind content reports other than to identify any FBI 
cases to which the information was relevant. For example, a content report might 
summarize intercepted communications indicating that an acquaintance of the subject of 
an FBI investigation is traveling to or from the United States. The connection between this 
Stellar Wind information and the relevant FBI investigation would be reported in the 

Ec. 


333 As described in previous chapters, the purpose of the bulk collection of meta 
data under Stellar Wind was to allow the NSA to use analytical tools such as contact 
chaining to identify known and unknown individuals associated with 
al Qaeda or an al Qaeda affiliate. The technique involves querying the telephony or e-mail 
database with a number or address for which an analyst had a “reasonable articulable 
suspicion” to believe was used by persons involved in al Qaeda or an al Qaeda affiliate, and 


then examining any contacts with that number or address. {F57/STEW} {51/66 Ay) 
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The telephone numbers Team 10 provided typically were obtained from the 
FBI’s domestic and international counterterrorism operations, such as a 
number identified during a phone conversation monitored under FISA or a 
number found in the address book of a subject arrested abroad. The NSA 
conducted independent analysis to determine whether telephone numbers 
(or e-mail addresses) provided by Team 10 met the querying standard 
established by the Presidential Authorizations that governed Stellar Wind 
(that is, a reasonable articulable suspicion to believe that communications 
from the telephone number relate to al Qaeda or an affiliated group).35+ 


Team 10 also contributed to the NSA’s drafting process for Stellar 
Wind reports. Telephone numbers and e-mail addresses identified through 
queries of the databases that contained the bulk telephony and e-mail meta 
data were reviewed by NSA analysts to determine whether the contacts 
should be reported to the FBI in a Stellar Wind report. Team 10 
participated in this process by reviewing draft reports and providing any 
information from FBI databases that might be relevant to this 


determination.335 FS HS FEWH SHOSE} 


We were told that one of the benefits of Team 10’s presence at the 
NSA and its involvement in the Stellar Wind report drafting process was an 
improvement in the quality of the information disseminated to FBI field 
offices. For example, the FBI Supervisory Special Agent (SSA) who 
supervised Team 10 from April 2005 to July 2006 told the OIG that he tried 
to reduce the NSA’s reporting of telephone numbers that were several hops 
removed from the telephone number linked to al Qaeda or an affiliated 
terrorist group. He said that he wanted Team 10 to disseminate “solid 
numbers with value,” not numbers with questionable value such as “high 


volume numbers” (public telephones, for example) and 
The FBI SSA said that the NSA expressed the concern 


334 Team 10 analysts submitted such telephone numbers to the NSA electronically 
through “Requests for Information,” or RFIs, which is the formal process by which the FBI 
and other agencies provide leads and request information from the Stellar Wind database. 
FBI records indicate that from April 2002 to January 2006 the FBI directed 

to NSA analysts for possible analysis under Stellar Wind, The records do not 


indicate the disposition of each RFI, -—fS//STLW//SI/ oC yy) — 


335 The NSA developed formal “checklists” to guide the Stellar Wind report drafting 
process for telephony and e-mail tippers. The checklists include over 30 steps that NSA 
analysts were required to complete, and a supervisor had to approve, before a report could 
be distributed to the FBI or any other Stellar Wind customers (the CIA and National 
Counterterrorism Center). A significant feature of the checklist from the FBI’s perspective 
was the requirement that NSA analysts check any telephone numbers and e-mail addresses 
in a draft report with the FBI and “make best effort to include FBI... data in [the] tipper.” 
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that it could not foresee whether any particular contact, although remote, 
might prevent the next terrorist attack, and did not want to find itself in the 
position of defending its decision not to pass that number to the FBI. 


However, he said the NSA took several steps to improve the quality of 
information such E A e the domestic contacts that 
were reported and including analytical judgments about the contacts.336 
TEST} SFLWH/SY-/OC/NF) 


As discussed in Chapter Five, the government transitioned Stellar 
Wind’s bulk e-mail meta data collection (basket 3) to FISA authority in July 
2004 with the Pen Register/Trap and Trace Order, bulk telephony meta 
data collection (basket 2) in May 2006 with the Section 215 Business 
Records Order, and content collection (basket 1) in January 2007 when the 
FISA Court granted the government’s domestic and foreign selectors 


applications. {TS77/STiwW77S/ (ec Ae- 


However, after the transition was completed the NSA continued to 
produce reports within the Stellar Wind compartment to the FBI and other 
program customers, even though the information contained in the reports 
was derived from the FISA-authorized collection activities. ; 
the FBI continued to disseminate the information under a 
process. The current Team 10 supervisor told us that this decision, reached 
after consultation with the FBI’s Office of the General Counsel (OGC), was 
made to adhere to the FISA Court’s continuing requirement that 


international terrorism FISA applications be scrubbed for Stellar Wind 
information (the procedure for which is described in Section III of this 


chapter). (f3//SFEW7/S140C ANB) 


The NSA received permission to begin the process to close, or 
“de-compartment,” the Stellar Wind program after the Protect America Act 
was passed in August 2007. In mid-2008, the NSA officially closed the 
program and discontinued issuing “Stellar Wind” re _ In ember 
2008, the FBI initiated a new investigative file, to 
disseminate the NSA’s FISA-derived information,337 The Team 10 supervisor 


336 The NSA told us that one of the difficulties it faced with the Stellar Wind 
program was that the NSA was serving two customers — the FBI and the CIA — but had just 
one set of reporting guidelines, This was so because the NSA traditionally does not provide 
single-agency reporting except in narrowly defined circumstances. 


I memorandum explaining the predication for openi 
investigation is on i 


The memorandum stated that as of Au 
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the 


told us tha issemination process and the FBI’s 
NSA — | is similar to what occurred unde 
However, one notable difference is that the NSA’s FISA-derived reports, 
while classified at the Top Secret/Sensitive Compartmented Information 
(TS/SCI) level, are not subject to the highly restrictive Stellar Wind 


compartment designation, which is significant from an operational 
standpoint. resi ECs, like 


ECs, can only include 
information classified Secret or lower because the FBI’s primary computer 
network for disseminating munications cannot be used for Top Secret 
information. Unlike under agents in field offices can now 
request access to additional information about leads because 
agents have the appropriate clearances. As discussed in Chapter Three and 
addressed below, the chief criticism o leads was the lack of 
detailed information that could be provided to field agents about tippers 
because of the highly compartmented nature of Stellar Wind. 


II, ’s Decision to Issue National Security Letters voce: 
miii.. Obtain Telephone Subscriber Information 

From August 2003 to November 2006, as part of e Say 
process the Communications Analysis Unit (CAU) assumed responsibility 
from the field offices for requesting National Security Letters (NSL) to obtain 
subscriber information o j telephone number tippers.338_The 
NSLs were authorized by the FBI’s OGC and issued pursuant to the 
MM project. As discussed below, however, this practice was contrary to 
applicable FBI investigative guidelines becau sei as opened as a 
non-investigative file and therefore under FBI policy should not have been 
used as the basis for issuing NSLs. —8//44)— 


The FBI uses NSLs to obtain information from third parties such as 
telephone companies, financial institutions, Internet service providers, and 
consumer credit agencies, NSLs, authorized by five specific provisions 
contained in four federal statutes, direct third parties to provide customer 
account information and transactional records such as telephone toll billing 


indivi i be associated wi an 
o 48} 
338 Field offices remained responsible for issuing NSLs in connection with e-mail 
address tippers, which was likely attributable to the comparatively low volume of e-mail 
tippers and the ability of field offices to handle them expeditiously. +S}/44}- 
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records.339 The OIG issued two reviews in 2007 and 2008 examining the 
FBI’s use of NSLs.379 (U) 


Justice Department investigative guidelines issued by the Attorney 
General govern the circumstances under which the FBI may use NSLs. The 
Attorney General guidelines in effect during the Stellar Wind program 
authorized the FBI to issue NSLs relevant to and in the course of an 
authorized national security investigation.*#! Further, FBI internal policy 
distinguishes between “investigative files” and non-investigative 
“administrative files” (commonly referred to as “control files”). This 
distinction is not a mere technicality. Investigative files, in the national 
security context, are opened based on evidence that a person, group, or 
organization is involved in international terrorism. From October 2003 to 
September 2008, the Attorney General Guidelines required the FBI to 
provide summary reports to the Justice Department at the end of each year 


339 The four federal statutes are the Right to Financial Privacy Act, 12 U.S.C. 
§§ 3401-3422; the Electronic Communications Privacy Act (ECPA), 18 U.S.C. § 2709; the 
Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq.; and the National Security Act, 50 
U.S.C. § 436(a)(1) (2000), NSLs issued under relied on the ECPA statute, which 
provides that the FBI may obtain subscriber information from a communications service 
provider if the FBI certifies that the information sought is 


relevant to an authorized investigation to protect against international 
terrorism or clandestine intelligence activities provided that such an 
investigation of a United States person is not conducted solely on the basis 
of activities protected by the first amendment to the Constitution of the 
United States. 


18 U.S.C. § 2709(b)(2) (2000 & Supp. IV 2005). The statute also permits access to “toll 
billing records” or “electronic communication transactional records,” 18 U.S.C, § 2709{a), 
but requires a warrant for access to the content of telephone communications. See 18 
U.S.C. § 2511 (Wiretap Act) and 3121 (Pen Register Act}; see also 18 U.S.C. § ENC) 


(U) 


34 The OIG’s first report on NSLs, issued in March 2007, was entitled, A Review of 
the Federal Bureau of Investigation’s Use of National Security Letters. The OIG’s second 
report, issued in March 2008, was entitled, A Review of the FBI’s Use of National Security 
Letters; Assessment of Corrective Actions and Examination of NSL Usage in 2006. (U) 


341 From March 8, 1999, through October 31, 2003, national security investigations 
were governed by the Attorney General’s Guidelines for FBI Foreign Intelligence Collection 
and Foreign Counterintelligence Investigations (FCI Guidelines). The FCI Guidelines were 
replaced, effective October 31, 2003, with the Attorney General’s Guidelines for FBI 
National Security Investigations and Foreign Intelligence Collection (NSI Guidelines). (U) 


The evidentiary standard for initiating an investigation i is the same un 


“inquiry,” under the FCI guidelines) requires only a showing o 
of such involvement. See NSI Guidelines, Section II.C. (October 31, 2003); FCI Guidelines, 
Section M.B. (March 8, 1999), TSE} 
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a full national security investigation continues. These requirements helped 
ensure that there was sufficient, documented predication for investigative 
activities FBI agents sought to conduct, such as requesting NSLs. 4S//NE} 


Control files, in contrast, are “separate files established for the 
purpose of administering specific phases of an investigative matter or 
program.” The files do not require any predication and remain open 
indefinitely without any reporting requirements for national security 
investigati ple, the September 2002 EC requesting that a 
control icc opened for Stellar Wind information stated that 
“a dedicated control file for this project will better serve the specific needs of 
the special project and will add an additional layer of security for the 
source.” The file has remained open since September 2002 without any 
official documentation of need or eaten (As discussed below, in 


No the FBI opened an investigative file; however, 
th control file was not closed at that time.) 


The FBI’s National Foreign Intelligence Program (NFIP) Manual states 


342 Thus, in accordance with the NFIP Manual, it was 
improper for the FBI to issue NSLs from control files during the Stellar Wind 
program. -(8//NF}+ 


The OIG’s March 2007 NSL report identified o is project as 
one of two circumstances where the FBI was using control files rather than 
investigative files to issue NSLs. The OIG report concluded that this use 


was contrary to FBI policy. However, our report also fo CAU 
officials involved in the decision to issue NSLs from lll 
file concluded j ith that the FBI had sufficient predication either to 
connect a =- with existing preliminary or full investigations 


of al Qaeda and affiliated groups or to open new preliminary or full 
investigations in compliance with Justice Department investigative 


guidelines. {S//A4}— 
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As part of our review of the FBI’s participation in ind, we 
sought additional explanation for the use of NSLs — We 
were told the purpose of having the CAU instead of the field offices obtain 
approval for the issuance of such NSLs was to make the telephony tippers 
more “actionable” by ensuring that field offices at a minimum knew the 
subscgi rs. As described in Chapter Three, the members 
of the (the predecessor to _ = received 
complaints from agents in FBI field offices that leads lacked 
direction about how to make investigative use of the telephone numbers and 
did not provide sufficient information to open national security 
investigations. This was problematic bec isseminated under the 

and for a time nde lll sci field 
offices to obtain subscriber information for tipped telephone numbers. 


Thus, if agents could not locate the information in FBI or commercial 
databases, they faced a dilemma about how to proceed in the absence of 


what they viewed as sufficient predication. 4FS//STLW//S1//CE;F}— 


The CAU’s first Unit Chief (who served in an Acting capacity) 


discussed the problem in an EC distributed in January 2003 that addressed 
‘hell project. The EC stated, 


Depending on the nature of the information provided [in an 
ae. field offices may determine this intelligence 
could be used to predicate either a criminal investigation or an 
intelligence investigation of someone in their territory. Some of 
= may contain a request for a field office to 
confirm a subscriber in their territory, if possible, in addition to 
providing intelligence. The identification of some subscribers 
might actually require a National Segui (NSL) ora 
Grand Jury subpoena; however, ‘ne lial Sort file 
would not be the appropriate legal authority for these requests. 


SANFL 


The Acting Unit Chiefs supervision of the CAU ended in February 
2003. In March 2003, another FBI Supervisory Special Agent (SSA) was 
appointed as the CAU’s first permanent Unit Chief. He told us that when he 
joined the CAU he was aware that field offices sometimes did not obtain 
subscriber information on tippers because some agents did not believe 
irag ECs provided sufficient information to open a national security 
investigation. The Unit Chief disagreed, based in part on his insider 
knowledge about how Stellar Wind operated, He said that he believed the 
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eT tippers contained sufficient information to open preliminary 


investigations and issue NSLs.3*8{T87/8TLW77SH/ (CC NF} 


The Unit Chief wanted field offices at a minimum to know the identity 
of subscribers of tipped telephone numbers. He also said it was important 
to ascertain the correct identities of the subscribers at the time the tipped 
calls were placed. The Unit Chief stated that if the field office did not issue 
an NSL for subscriber information promptly, or if the field office relied only 
on publicly available information, the passage of time could cause the user 
of the phone to be misidentified. In addition, the Unit Chief said that even if 
a tipper did not result in any investigative value at the time of the tip, it 
nevertheless was important to identify the subscriber in the event the tipper 
became relevant in the future or to another investigation. For all of these 
reasons, the Unit Chief said he took steps to make the CAU, instead of the 
FBI field offices, responsible for issuing NSLs for telephone number tippers 


under the Stellar Wind program.®*4 -—F5//STEW//S17// CEA 


In approximately July 2003, a CAU analyst was read into the Stellar 
Wind program to process a ss The analyst told us she 
questioned the Unit Chief and the Team 10 supervisor about whether it was 
permissible to issue NSLs out of a control file. The Unit Chief told us that 
he was not aware at this time that a control file such as could 


not be used to issue NSLs. —F8//STLW//S1//CCANF- 


The analyst volunteered to approach FBI OGC and met with Marion 
“Spike” Bowman of the OGC’s National Security Law Unit to discuss this 
concern. She said she told Bowman that the CAU wanted to know if it 
could issue NSLs under aa in view of its status as a control file. 

She said she told Bowman that the NSLs would seek subscriber information 
only and that field offices would be responsible for seeking related toll billing 


records if warranted by additional investigation. (PS//STEW//SH/8EfNF) 


According to the analyst, Bowman said that it would be permissible to 
issue NSLs out of wooo file as long as only subscriber information 
was sought. The analyst said she could not recall whether Bowman 
affirmatively stated that issuing NSLs from a control file would be 


343 On January 16, 2003, 2 months before the FBI SSA was appointed Unit Chief of 
the CAU, Attorney General Ashcroft authorized the FBI to issue NSLs during preliminary 
investigations. Prior to this time, the FCI guidelines authorized the FBI to issue NSLs only 
as part of a “full investigation.” 4SH} 


344 The Unit Chief told us that he did not believe it was critical at the preliminary 
stage to also obtain telephone subscribers’ calling records, or “toll records,” identifying all 


outgoing and incoming calls. (fS8//SPEW77SH/ SCC 
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permissible or whether he merely agreed that it would be permissible under 


the conditions the analyst presented.345 (F8//STLW//S}//oC AF} 


Shortly after the meeting, the CAU implemented procedures for 
requesting that OGC issue NSLs to obtain subscriber information for each 
a telephone number tipper disseminated to field offices that the 
FBI was not already aware of or for which it did not have subscriber 
info 1 er these procedures, the CAU analyst received a copy of 
er with telephone number tippers as they were issued by 
Team 10 and drafted a separate approval EC to the NSLB that repeated this 
information and requested that the NSLB issue NSLs for the numbers listed. 
NSLB attorneys were responsible for determining whether the NSL requests 
were “relevant to an authorized investigation,” as required by statute. If the 
attorneys determined that they were, NSLs were drafted and signed by the 
Deputy General Counsel for NSLB and forwarded to the CAU for service on 
the appropriate communications service providers. The providers returned 
the responsive records to the CAU, which in turn disseminated the 


information to the appropriate FBI field offices. From August 2003 to 
November 2006, the CAU issued over 500 NSLs onde M 


TES/}SFEWHISH-JOC/NF) o p 


We interviewed FBI Deputy General Counsel Julie Thomas about NSL 
issuance practices naer lll Thomas was read into Stellar Wind 
shortly after joining the NSLB in October 2004. She was responsible for 
reviewing and a.uthorizin EN SLs requested by the CAU. Thomas 
said she wa the operational reasons the CAU began issuing 
NSLs under but stated that it was not until the OIG was 

its first review of the FBI’s use of NSLs in 2006 that she learned 
was a control file and the significance of this status as it related 
to issuing NSLs. Thomas said that the CAU’s requests to NSLB to authorize 
NSLs under always identified the specific file number associated 
with the project and indicated that the CAU had initiated a preliminary 
inquiry in connection with the NSL request. Thus, in Thomas’s view, the 
NSL being requested was “relevant to” an authorized investigation, as 


345 FBI General Counsel Valerie Caproni told the OIG that she believes Bowman 
based his guidance to the CAU on the understanding that the NSA, by reporting a tipper to 
the FBI, already had established a reasonable articulable suspicion that the foreign end of 
the contact was related to al Qaeda or an affiliated group. Caproni said that in view of the 
hundreds of al Qaeda investigations was conducting, Bowman likely concluded it 
was permissible to issue NSLs — ee the subscriber information of tippers 
even if at the time there was not a specific investigation to which each NSL could be 
connected. The Team 10 supervisor at this time told the OIG that he recalled the decision 
to issue NSLs from was based on close relationship to the FBI’s 
ongoing investigations of al Qaeda and affiliated groups. 
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required by statute and Justice Department investigative guidelines.346 


However, Thomas said she did not believe the NSLs were 
improper even though they were issued from a control file. Thomas stated 
that the NSLs in fact were relevant to authorized international terrorism 
investigations in that the FBI was conducting hundreds of investigations of 
al Qaeda and its affiliates at the time the NSLs issued. Thomas told the OIG 
that, notwithstanding this position, in November 2006 the FBI converted 
foo p an “umbrella investigative file” to reflect the program’s 
relationship to international terrorism investigations. {fS//S}/Ae}— 


The OIG reviewed the communication from the CAU opening this 
investigative file. It stated that a member of the U.S. Intelligence 
Community [the NSA] reported to the FBI that al Qaeda members and 
associates are using telecommunications systems to facilitate their terrorist 
activities, that the FBI has independently determined that this is occurring, 
and that “inasmuch that Al-Qa’ida is a multi-faceted and international 
terrorism organization, the FBI has determined it is appropriate to open a 
full field investigative [sic].” The communication stated that the CAU was 
using information obtained from the member of the U.S. Intelligence 
Community to issue NSLs and that the results are disseminated to the 
appropriate FBI field offices. The communication also advised that all 
investigative leads associated with the investigation would be titled 
to protect the source of the information and the methods used to © 


obtain the information. {FS//STLW//S8}-/96 ANE, 


trently is taking a similar approach to NSLs under the 
A field office (instead of the CAU) is authorized to issue an 
NSL under the investigative file, even if the field office does not 


open its own investigation and the tipped domestic telephone number or 
e-mail address is not relevant to another open investigation. However, NSLs 


issued under ag can request subscriber information only and may not 
request transactional records, as was done under 
88 /-/ 31 SE 


The FBI’s decision to restrict [ial NSLs in this way was not 
required by law, but was an operational decision. As discussed below, FBI 


346 Th O o o file number is E Thomas told us that she 
did not realize that the “C” designation stood for “Control File.” In addition, in the approval 
ECs reviewed by the OIG that sought the issuance of NSLs, the CAU stated, among other 
things, that the source” reported telephonic contact between possible al Qaeda 
or other international terrorism entities and numbers in the United States and that ‘a 
preliminary CAU inquiry was conducted for the US telephone numbers reported by this 
STS / STEW] SHOE ANEL , 


source,” 


APPROVED FOR PUBLIC RELEASE 


~FOP-SEGRET//STLW//HACS/SY/ORCON/NOFORN _ 


field offices addressed noi tippers by conducting “threat 
assessments” to determine whether the tipper had a nexus to terrorism and 
warranted the field office initiating a preliminary or full investigation. The 
subscriber information for a tipper is sufficient for purposes of completing a 
threat assessment. The same is true for tippers, and the current 
Team 10 supervisor told us that it would not be a “good business” practice 
to collect transactional records on a U.S. person unless a threat assessment 
justified the field office initiating its own preliminary or full investigation of 


the individual. 4f8//SH NE} 


We believe the FBI should have opened on investigative 
file in July 2003 and used it to issue NSLs related to Stellar Wind 
information. The Justice Department investigative guidelines in effect at 
that time authorized the FBI to open full investigations of groups for which 
there were specific and articulable facts to believe were involved in 
international terrorism, such as al Qaeda. However, the FBI decided to 
issue Stellar Wind NSLs from an existing control file, which was contrary to 


FBI internal policy. ~fTS//STEW7/81/7/ee AF 


We did not find evidence that officials from the CAU and OGC involved 
in the decision to use an existing control file to issue NSLs related to Stellar 
Wind information deliberately tried to circumvent FBI guidelines. The July 
2003 rationale for issuing the NSLs out of the control file — the close 
relationship between the Stellar Wind program and the FBI’s ongoing 
investigations of al Qaeda and affiliated groups — essentially was the 
reasoning used in November 2006 he Eee investigative file 
and in November 2008 to open the investigative file. As we found 
in our March 2007 report concerning the FBI’s use of NSLs, the CAU and 
OGC officials involved in the decision to issue NSLs from a 
control file concluded in good faith that the FBI had sufficient predication 
either to connect the NSLs with existing preliminary or full 
investigations of al Qaeda and alifiliated groups or to open new preliminary 
or full investigations in compliance with Justice Department investigative 
guidelines. Nevertheless, the decision violated FBI internal policy. 


US STE Seep 


IH. -Æ Scrubbing Process {TS77SI7INE)— 


As discussed in Chapter Three, the Department implemented a 
process imposed by the FISA Court to “scrub” FISA applications to account 
for Stellar Wind-derived information. The objectives of the initial scrubbing 
process were to determine whether any NSA information contained in 
international terrorism FISA applications was derived from Stellar Wind and 
whether any of the facilities (telephone numbers or e-mail addresses} 
targeted by international terrorism FISA applications were also targeted for 
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Stellar Wind collection (commonly referred to as dual coverage). 


ES] SEEW} ISH} OC/NE}— 


The scrubbing process was coordinated by the Justice Department 
and NSA, beginning in February 2002 after Judge Lamberth was read into 
Stellar Wind. In May 2002, Judge Kollar-Kotelly succeeded Judge Lamberth 
as Presiding Judge of the FISA Court and continued the scrubbing 
procedures. However, whereas Judge Lamberth required only that he be 
notified of applications that contained Stellar Wind information, Judge 
Kollar-Kotelly required that such information be removed. 


As described in Chapter Four, on March 14, 2004, OIPR Counsel 
Baker briefed Judge Kollar-Kotelly about the President’s decision to sign the 
March 11, 2004, Presidential Authorization without the Justice 
Department’s certification as to the Authorization’s form and legality, and 
about subsequent changes the Authorization made to the Stellar Wind 


program. —{fS/7Si7 7 NFP 
According to a handwritten letter Judge Kollar-Kotelly drafted to 


Baker following this meeting, Baker had informed her that the Stellar Wind 
ro AR ena 


The letter also stated that Baker informed her that with these 
changes the Deputy Attorney General agreed to certify the program as to 
form and legality, and that OLC had prepared a new legal memorandum 
regarding the legality of Stellar Wind to replace the November 2001 


memorandum authored by Yoo. (F8//SFEW//S]//OC /NR) 


Judge Kollar-Kotelly’s letter marked the first time her expectations 
concerning the Department’s use of Stellar Wind information in FISA 
applications was communicated in writing to OIPR. Judge Kollar-Kotelly 
wrote, 


Although the Court has every confidence in the oral 
representations of Jim Baker [and] does not have any reason to 
question his honesty or credibility with the FISC or this judge, I 
am requesting that representations, previously done orally, now 
be put in writing that relate to [Stellar Wind] and FISA 
applications so that there are no misunderstandings. 


I want to emphasize my position which has been consistent 
since I came on the FISC in May 2002, the [Stellar Wind] 
program and FISA applications are to be kept separate, and no 
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information direct or indirect, derived or obtained from [Stellar 
Wind] should be included in FISA applications. Only in this 
way can the integrity of the process and intelligence collected 
through FISA applications be maintained. 


Judge Kollar-Kotelly also wrote that she would not sign any FISA 
applications that contained substantive information from Stellar 
Wind-generated tips or any applications where the Stellar Wind tip was the 
sole or principal factor for an agency initiating the underlying investigation, 
“even if the investigation was conducted independently of the tip from 


[Stellar Wind].” {TS//STLW//SH/OC-NB} 


Baker told us that this letter was Judge Kollar-Kotelly’s preliminary 
response to the changes in the Stellar Wind program. Through subsequent 
discussions between Judge Kollar-Kotelly and Baker, and between Baker 
and other Department and FBI officials, a more flexible arrangement was 
reached on scrubbing that addressed Judge Kollar-Kotelly’s concerns 
without imposing an absolute prohibition on including certain Stellar 
Wind-derived information in FISA applications.3*7 


+{PS//STLWY//SY /OC/NE) 


In short, the scrubbing procedures implemented in March 2004, and 
that continue to the present day, substantially expanded the procedures 
OIPR originally developed in February 2002.348 In addition to determining 
whether any NSA information contained in international terrorism FISA 
applications was derived from Stellar Wind and whether there was any dual 
coverage, Judge Kollar-Kotelly required the FBI to determine whether any 
facility (telephone number or e-mail address) that appeared in a FISA 
application also appeared in a Stellar Wind report and, if so, whether the 
FBI had developed, independent of Stellar Wind, an investigative interest in 
the facility before it was the subject of an tipper.3#9 This third 


347 FBI OGC said that it was not until these discussions that the FBI was aware of 
the scrubbing procedures OIPR had implemented in approximately February 2002 after 
Judge Lamberth was read into the Stellar Wind program. 


348 The scrubbing procedures described here apply both to NSA information derived 
from the Stellar Wind program and to information derived from the FISA Court’s PR/TT and 
Section 215 bulk meta data orders. Until mid-2008 when the Stellar Wind program 
officially was closed, leads the NSA developed from the FISA-authorized bulk meta data 
collections were disseminated under the Stellar Wind compartment. 


ES} SEL} SH} OC} NF} — 


349 As discussed in Chapter Three, Baker did not believe in May 2002, when he first 
discussed the subject with Judge Kollar-Kotelly, that such a scrub was possible. Baker 
told us that by March 2004 he better understood the NSA’s and FBI’s process for 
disseminating Stellar Wind information and the agencies’ ability to track program-derived 


tips in a timely manner. {TS/7STDW77ST/FOCTNE- 
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scrub is coordinated among OIPR, the FBI’s National Security Law Branch 


(NSLB), and Team 10. (fS//STEW/SH//6CAYF) 


The scrub requires NSLB to compile a list of all “facilities” — telephone 
numbers and e-mail addresses — that appeared in any draft international 
terrorism FISA applications.55° This list is compiled as FISA packages 
become ready for filing with the Court and is provided to an attorney in 
NSLB read into the Stellar Wind program. The attorney in turn forwards the 
facilities list to Team 10 at the NSA. Team 10 checks each facility against 
the NSA’s Stellar Wind reports database to determine whether a listed 
facility is contained in any Stellar Wind reports and, if so, whether the 
facility appeared in the tearline portion of a report that was further 
disseminated to FBI field offices. If both inquiries are positive, Team 10 
notes the date of the relevant Stellar Wind report and searches the FBI’s 
Automated Case Support System (ACS) to determine whether the facility 
appears in ACS and, if so, the date the facility came to the FBI’s attention. 
Team 10 reports the results of these checks to the NSLB attorney for review. 


(TS//STLW//SI) /OC/NR) 


The NSLB attorney takes one of two steps at this stage. If Team 10’s 
checks are negative — meaning none of the facilities are contained ina 
Stellar Wind report or contained in information below the tearline ofa 
Stellar Wind report — the NSLB scrub attorney notifies the OIPR attorney 
and FBI case agent that the FISA application can be cleared for presentation 
to the FISA Court and that the application can proceed to final processing. 
If both checks on a facility are positive, the NSLB attorney will try to 
determine if there is a basis for the Court to allow the information in the 
application based on the theories, discussed in further detail below, that the 
FBI had an independent investigative interest in or would have inevitably 
discovered the facility in question. To determine this, the NSLB attorney 
researches FBI databases, analyzes records, and attempts to craft an 
argument under one of these theories. The NSLB attorney then provides 
this information to OIPR for presentation the Court. If the NSLB attorney 
cannot find a basis for including the information under either of the 
theories, and the facility is not essential to the showing of probable cause 
for the requested FISA coverage, the facility is excised from the FISA 
application, and processing continues. If the information is important to 
the probable cause showing, the NSLB attorney discusses with OIPR 
whether to make the argument to the appropriate FISA Court judge (initially 
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Judge Kollar-Kotelly and now, the judge assigned to case) that the facility 


nevertheless can remain in the application. {FSHSFEWH SHOSHA 


According to the Deputy General Counsel for NSLB, the argument to 
keep such information in an application is based on “standard Fourth 
Amendment [exclusionary rule] analysis.” The “exclusionary rule” generally 
holds that where the government obtains evidence in violation of the Fourth 
Amendment, the court will suppress, or exclude, the evidence from the 
prosecutor’s case-in-chief in a criminal trial. Under the “fruit of the 
poisonous tree” doctrine, a corollary to the exclusionary rule, any evidence 
obtained directly or derivatively from the government’s improper conduct is 
also excluded. However, there are several exceptions to the exclusionary 
rule, two of which were relevant to scrubbing: independent source and 
inevitable discovery. The independent source exception holds that the 
exclusionary rule does not bar the use of evidence obtained in violation of 
the Fourth Amendment if there is also an independent, legal source for the 
evidence.55! The inevitable discovery exception applies when evidence 
obtained in violation of the Fourth Amendment would have been obtained 
independently had the illegal search not occurred, which the government 
must prove by a preponderance of the evidence.35? (U) 


Thus, in the scrubbing context, the issue is whether the Stellar Wind 
information contained in a FISA application should not be excluded, either 
because the FBI had an investigative basis independent of Stellar Wind for 
including the information in the application or because the FBI inevitably 
would have discovered the information in the absence of Stellar Wind. More 
specifically, under the independent investigative basis exception, if Team 
10’s search of ACS shows that a facility came to the FBI’s attention before 
the facility appeared in a Stellar Wind report, this fact establishes that the 
FBI has an independent, non-Stellar Wind factual basis to include the 
facility in the application.253 NSLB Deputy General Counsel Thomas told us 
that in her experience the FBI already is aware of the facility - meaning it 
appears in ACS or other FBI databases ~ in nearly every instance that a 
facility contained in a FISA application also appears in a Stellar Wind 


report, {FS/A/SFEW/SH CET NFT- 


351 See Segura v. United States, 468 U.S. 796, 805 (1984). (U) 
352 See Nix v. Williams, 467 U.S. 431, 443 (1984). (U) 


353 For example, in one case the NSLB attorney’s review of the underlying 
investigative file showed that the FBI had obtained the telephone number at issue in 
response to an NSL Letter. Because the NSL was dated earlier than the Stellar Wind report 
that also contained the telephone number, the FBI had an independent investigative basis 


for including the number in the FISA application. (FS//STEWA/SH (Oc /NF) 
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The inevitable discovery exception in the scrubbing context applies 
when Team 10’s check of ACS indicates the FBI was not aware of the facility 
before the date of the Stellar Wind report containing the facility. Under this 
approach, the NSLB attorney attempts to demonstrate to OIPR that normal 
investigative steps in the underlying investigation inevitably would have 
identified the facility in question. The scrubbing attorney analyzes such 
case evidence as close associates and other relationships of the subjects of 
the investigation that could logically lead investigators — through NSLs, for 
example — to the facility contained in the Stellar Wind report.354 


{ESH STEW TSH TOETNF} 


Until January 2006, when the full FISA Court was read into Stellar 
Wind, Judge Kollar-Kotelly required that all applications the FBI determined 
contained facilities or information that also appeared in Stellar Wind reports 
be cleared with her before being filed with the FISA Court. As she wrote in a 
January 12, 2005, letter to OIPR, “I want to ensure, that, to the extent ‘ 
possible, [Stellar Wind] information is excluded from applications submitted 
to the FISC and that, if it is necessary to include such information, it is 
specifically identified to the FISC as derived from [Stellar Wind] collection 
when the application is presented.” OIPR Deputy Counsel Skelly-Nolen — 
who was read into Stellar Wind on March 12, 2004, but who had been 
involved in the scrubbing process since 2001 — was responsible, along with 
Baker, for coordinating this aspect of the scrubbing process and, when 
warranted, for presenting the argument to the judge that an application 
containing information that was the subject of a Stellar Wind report to the 


FBI should nevertheless be approved for filing. (FS//SFEW//S1//0GAE+- 


Skelly-Nolen characterized the applications she presented to Judge 
Kollar-Kotelly as either “vanilla” or “non-vanilla.” Vanilla applications were 
those for which Skelly-Nolen could confidently represent that the FBI had 
an independent investigative basis for the facility identified in the 
application that was the subject of a Stellar Wind report (for example, a 
facility the FBI learned of through FISA coverage that pre-dated the Stellar 
Wind report). Skelly-Nolen told us that over time Judge Kollar-Kotelly 
allowed the vanilla applications to be handled telephonically in an 
unclassified manner, a departure from her general requirement that the 
discussions be held in judge’s chambers. Non-vanilla applications typically 
involved those cases that required Skelly-Nolan to demonstrate that the FBI 


354 For example, in one case a telephone number of a particular business did not 
appear in an FBI database prior to the date it appeared in a Stellar Wind report. However, 
the subject of the underlying investigation was the target of an FBI national security 
investigation, and OIPR argued that the telephone number inevitably would have been 
connected to the subject through the “natural course of the investigation,” possibly from 
toll records associated with other telephone numbers used by the subject, trash covers and 


open source information, or physical surveillance. (TS//STEW//S7F+/0C AS 
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inevitably would have discovered the facility in question during the normal 
course of investigation. Skelly-Nolen said these cases were always 


discussed with Judge Kollar-Kotelly in person. {FS//STEW/{SH/CETANF) 


Skelly-Nolen told us that there were instances when Judge 
Kollar-Kotelly requested additional information to support the proffered 
theory for including Stellar Wind information in the FISA application. In 
some cases, Judge Kollar-Kotelly simply struck a line through the 
paragraphs in the filed application that contained the Stellar Wind-derived 
information and annotated in the margin, “This section (strike) not 
considered in evaluation of probable cause,” followed by her signature and 
the date. Skelly-Nolen also said that in one or two cases Judge 
Kollar-Kotelly required that certain Stellar Wind information arguably 
necessary for establishing probable cause be removed from the 
applications.255 However, in general Judge Kollar-Kotelly accepted OIPR’s 
and the FBI’s assessment that there was a non-Stellar Wind investigative 
basis for the information in question, or that the information inevitably 
would have been discovered even in the absence of Stellar Wind-derived tips 


to the FBI. ¢£S//SPEW//SH//OC/NEL 


After operating under the expanded scrubbing procedures for 
approximately 6 months, Judge Kollar-Kotelly agreed in November 2004 to 
allow other FISA Court judges who had not yet been read into the Stellar 
Wind program to handle scrubbed international terrorism applications. 
However, Judge Kollar-Kotelly still required that Skelly-Nolen bring to her 
attention all vanilla and non-vanilla applications so they could be “cleared” 
before being formally filed. As noted above, it was not until January 2006, 
when the full FISA Court was read into Stellar Wind, that Skelly-Nolen was 


able to discuss such cases with other judges. (FS//STLW//S}//966 A} 


Since that time, the basic scrubbing procedure described above has 
continued. The Office of Intelligence attorney primarily responsible for the 
process told us that each new FISA application that references a facility that 
was disseminated under Stellar Wind is brought to the attention of the 
judge assigned to the case.3°6 However, with limited exceptions, the FISA 
Court judges do not require that the government inform them of renewal 
applications that contain such facilities so long as they were previously 
brought to the Court’s attention in the initiation application or prior renewal 
applications. The Office of Intelligence attorney told us that the government 


355 According to Skelly-Nolen, Judge Kollar-Kotelly nevertheless allowed OIPR to file 
these applications and approved them. -FS//STFLW//S1-/0¢/NE)} 


356 The Office of Intelligence Policy and Review (OIPR) became a part of the 
Department’s National Security Division, which was created in September 2006. As of April 
2008, OIPR was renamed the Office of Intelligence. (U) 
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relies on the independent investigative interest theory in the majority of 
cases in which it seeks to keep a facility in an application. The attorney 
also said that from the perspective of the Office of Intelligence the scrubbing 
process is more manageable today than in the past because the process is 
better organized, additional personnel have been read into the program, and 
the FISA Amendments Act of 2008 extended the period of time the 
government must bring emergency applications to the FISA Court from 72 
hours to 7 days. However, from the FBI’s perspective, the scrubbing 
process continues to be burdensome and requires a significant expenditure 


of time and other resources. (F5//STEW//S}//0 6/444 


IV. Impact of Stellar Wind Information on FBI Counterterrorism 


Efforts {S//N¥} 


This section examines the impact of the information obtained from 
Stellar Wind on FBI counterterrorism efforts. It first provides statistics 
concerning the number of tippers from Stellar Wind information — 
telephony, e-mail, and content — disseminated to FBI field offices through 
| as rocess. Next, it describes how FBI field offices generally 
investigated iv c< and the typical results of the investigations. 
This section then summarizes two statistical surveys of meta data tippers 
the FBI conducted in 2006 to assess the value of Stellar Wind to FBI 
operations, and describes observations about the program’s value provided 
to us by FBI officials and employees in OIG interviews and contained in 
documents the OIG obtained during the course of this review. Finally, the 
section examines fl FBI international terrorism investigations commonly 
cited as examples of Stellar Wind’s contribution to counterterrorism efforts 


in the United States. (£3//STEW//SH/06/NE} 


A. Stellar Wind foe Statistics 
{TSHSTEWHSH7964NE}- 


We reviewed FBI and NSA statistics relating to the Stellar Wind 
program. According to an NSA document, from October 1, 2001, to 
February 28, 2006, the NSA provided ME telephone numbers and 
e-mail addresses under the Stellar Wind program. The FBI disseminated 
most of these as tippers to field offices. Chart 6.1 depicts the distribution of 
the telephone numbers and e-mail addresses the NSA provided the FBI by 


type. {FS//STEW//SH/OC/NE) 
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As described in Chapter Three, the NSA provided ratings, or 

for each telephone number and e-mail address to help 
the FBI prioritize the tippers being disseminated to field offices. The FBI 
defined the rankings in ECs disseminated to field offices in the following 


Manner: 


The FBI included these rankings 1 i... 
ECs until early 2003. At that time, Team 10 began to make independent 
assessments about tippers’ priority for the FBI, set leads on that basis, and 
generally discontinued including the ratings in ECs. As 
discussed in this chapter, Team 10 usually set Action leads for telephone 
numbers and e-mail addresses the FBI did not already know and 
Discretionary leads for those the FBI was aware of in connection with closed 


or ongoing cases, {FSH STEWHSHTO€7NFY 


We could not compare the relationship between the N sas oo o| 
WE 2nd the FBI’s leads because the FBI did not maintain statistics 
about the lead type for each tipper that Team 10 disseminated. However, in 
connection with our visits to the FBI’s Detroit and Seattle field offices, we 
examined the number of individual telephone numbers and e-mail 
addresses provided to those offices and the type of lead assigned for each. 


We determined that FBI Headquarters assigned Action leads for 
approximately 50 percent of the total leads sent to these offices. 
As depicted in Chart 6.2, of the leads sent to the Detroit 


field office from December 2001 to December 2006, jas 
Action leads. During this same period, of th leads sent 
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to the Seattle field office, O as Action leads. These figures, 
taken together with the fact that only 5 percent of the meta data leads the 
NSA provided the FBI from October 1, 2001, to February 28, 2006, were 
rated indicate that FBI field offices were required to investigate a 
substantial volume mbers and e-mail addresses that NSA 
analysts had — A terms of their connections to 
terrorism. (fFS//STEW SH /ee AER 


CHART 6.2: Percentage of Lead Types for Detroit and Seattle 
(January 2001 to May 2007) {S//NF) 
(Chart below is SEGRET//NOFORN) 


Information 
29% 


Discretionary 
40% 


With respect to leads that provided the content of communications the 
NSA intercepted under Stellar Wind, the manner in which these leads were 
disseminated depended on the nature of the co 
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357 The FBI did not maintain statistics on the number o 
content tippers disseminated to FBI field offices from Stellar Wind 


content reports. (fS//SfrEw7 SHTOSA — 


We also found e O cads were distributed unevenly 
among FBI field offices. The majority of tippers were disseminated to large 
offices with substantial counterterrorism programs, such as New York, 
Washington, Chicago, and Los Angeles, and to offices whose territory 


contained significant Middle Eastern ia. For 
example, FBI records indicate that of the leads 


disseminated in 2005, 50 percent were assigned to 10 field offices. Table 
6.1 depicts the distribution of Min 2005 among FBI field 
offices.358 (FS//STEWFASH CELE 


TABLE 6.1: SEE Leads by Division (2005) (U//FO¥e) 
(Table below is SECRET//NOFORN) 


358 A “lead” in these figures does not equate to a single telephone number or e-mail 


address; each | lead could contain several telephone numbers or e-mail 
addresses. For example, the Detroit field office — | in 2005 containing 


individual tippers. (FS7/SFEW 51/6644} 
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B. FBI Field Office Investigations of 


4S7P NFP 
FBI field — | ee to investigate every tipper 
minated unde 359 Rather, the type of lead that the as 


EC assigned — Action, Discretionary, or For Information — governed a 
field office’s response to a tipper.36° BEE content tippers, which 


359 As discussed in Chapter Three, the practice under o. the 


first several weeks of the Stellar ae program was to set Action leads for all telephone 


number tippers. This p 
in a Stellar Wind report 


360 An Action lead instructs a field office to take a particular action in response to 
the EC. An Action lead is “covered” when the field office takes the specified action or 
conducts appropriate investigation to address the information in the EC. A Discretionary 
lead allows the field office to make a determination whether the information provided 
warrants investigative action. A field office that receives a “For Information” lead is not 


expected to take any specific action in response to the EC, other than possibly route the 
{Contd} 
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provided information derived from communications of telephone numbers 
and e-mail addresses under surveillance, generally assigned Discretionary 
or For Information leads. The information in these tippers usually related to 
individuals already under FBI investigation and was provided to the agents 
responsible for those cases, D. i address tippers generally 
assigned Discretionary leads to field offices unless the information was 
particularly urgent. As noted above, content and e-mail address tippers 
accounted for a comparatively small portion of the oers 
disseminated by Team 10. 


The vast majority of FBI investigative activity related to Stellar Wind 
information involved responding ‘MEER A number tippers 


that assigned Action leads. Team 10 generally assigned Action leads for 
telephone numbers that the FBI did not previously know or that Team 10 
otherwise deemed a high priority, such as a number that had a relationship 
j BI investigation.561 From approximately September 2002 (when 
was created) to July 2003, Action leads instructed field offices to 
obtain subscriber information for the telephone numbers within its 
jurisdiction and to conduct any “logical investigation to determine terrorist 
connections.” However, some agents complained that these Action leads 
lacked guidance about how to make use of the tippers, particularly given 
concerns that the communications provided insufficient 
predication to open national security investigations. 


Two changes in 2003 addressed some of these complaints. First, in 
July 2003 the CAU assumed responsibility from field offices for issuing 
NSLs, as we discussed in Section II above. Second, in October 2003 the 
Attorney General issued new guidelines for FBI national security 


investigations that created a new nn of ues ce es a 


“threat assessment.”862 
communication to the office personnel whose investigations or duties the information 
concerns.{S//N#E}- 

361 Discretionary leads were assigned td telephone numbers that already were 
known to the FBI, meaning the number or the number's subscriber was referenced in an 
active FBI investigation. These leads identified the case number of the related investigation 
and advised receiving field offices to “use the information as deemed appropriate” to bring 
the information to the attention of the appropriate case agent. 


362 As noted earlier, the October 2003 guidelines, entitled Attorney General’s 
Guidelines for FBI National Security Investigations and Foreign Intelligence Collection (NSI 
guidelines), replaced the Attorney General Guidelines for FBI Foreign Intelligence Collection 
and Foreign Counterintelligence Investigations. In September 2008, the Attorney General 
issued Guidelines for Domestic FBI Operations that replaced the October 2003 NSI 
guidelines with respect to domestic operations. The September 2008 guidelines use the 
term “assessment” instead of “threat assessment.” (U) 
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beginning in October 2003, Action leads assigned by (RE tele) 
number tippers instructed field offices to conduct threat assessments. 


During our review, we visited the Detroit and Seattle field offices to 
review their handling o leads. In addition, we interviewed 
several supervisory special agents at FBI Headquarters who had experience 
handling the leads in their respective field offices before being read into the 

rogram, In general, these agents’ and analysts’ experience with 

leads was unremarkable. A threat assessment conducted by these 

agents and analysts typically involved querying several FBI, public, and 
commercial databases for any information about the tipped telephone 
number, and requesting that various state and local government entities 
conduct similar queries. Sometimes these queries identified the subscriber 
to the telephone number before the CAU obtained the information with an 
NSL. In other cases, the threat assessments continued after the field office 


received the NSL results.363 {FS//STtEW//SH/ (eC AF 


Examples of the databases utilized in their threat assessments 
s the Automated Case Management System 


databases, and loc i 
department da : mmercial databases, such az 
The results of their checks of these databases 
could sometimes be extensive and include personal information not only 
about the subscriber to the tipped telephone number, but also about 
individuals residing in the subscriber’s residence or other acquaintances. 

In other cases, checks were negative or revealed little information about the 
number or the subscriber. {S//4#}+ 


363 We were told that it sometimes for field offices to receive 
subscriber information from the CAU. A Team 10 supervisor said field offices frequently 
contacted the CAU about the status of outstanding NSLs because the usefulness of threat 
assessments conducted on a telephone number were limited without the identity of the 


subscriber, -—S/{NFPr 
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The agents and analysts said they reviewed the results of these 
database checks to determine whether additional investigative steps under 
the threat assessment were warranted or whether there was predication to 
open a preliminary inquiry. None of the agents we interviewed could recall 
initiating any investigations based on a th ent of an 
tipper.364 They said they frequently cose hee after a 
conducting a threat assessment interview of the subscriber and determining 
that there was no nexus to terrorism or threat to national security. 
Alternatively, the leads were closed based solely on the results of database 


checks. -—FS//SH/ | AF 


Under the Attorney General’s October 2003 national security 
investigations guidelines, 


agents were not permitted to explain to subscribers how they 
obtained the information that caused them to seek an interview. Instead, 
agents simply asked subscribers about their contacts in certain countries 
and with specific telephone numbers. Agents told us that subscribers 
generally consented to these interviews and were cooperative and 
forthcoming. In a few cases, subscribers refused the request or sought the 


advice of counsel.366 {PS7/STEWLTSH 6G AFL 


364 Prior to the CAU’s July 2003 decision to assume responsibility for issuing NSLs, 
agents in FBI field offices often opened investigations in order to issue NSLs to obtain 
subscriber information. These cases usually were closed after the agents conducted 
investigations and determined the domestic telephone number tipper did not have a nexus 


to terrorism. tS/7NFL 


365 On September 29, 2008, the Attorney General issued new guidelines for 
domestic FBI operations, which includes national security investigations. These guidelines 


Compare 
Attorney General’s Guidelines for Domestic FBI Operations, Section ILA.4.f. (September 29, 
2008), with Attorney General’s Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, Section ILA.6. (October 31, 2003). {S77NF}—— 


366 Several of the threat assessment interviews that agents described to us and that 
we reviewed in FBI documents provided examples of how some domestic telephone 
numbers appeared on their face to be in contact with an individual involved in terrorism. 
In the Seattle field office, several interviews revealed that the foreign telephone calls placed 
to domestic numbers were made using a pre-paid telephone service from local stores 
because the callers, often relatives of the domestic contacts, did not have telephone service 
at their residences, Thus, while the intelligence indicating that an individual involved in 
terrorism used the foreign telephone number might have been accurate, the number also 
was used by individuals about whom there was no reason to believe were involved in 


terrorism. $?37/ STEW} SH OC NEL 
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FBI field offices were required to report the results of the threat 
assessments to the CAU. In most of the ECs we reviewed, the field offices 
reported all of the information that was located about the telephone 
numbers, including the details of any subscriber interviews, and then stated 
that the office determined the tipped telephone number did not have a 
nexus to terrorism and considered the lead closed. Much less frequently, 
field offices reported that a preliminary investigation was opened to conduct 
additional investigation.267 Regardless of whether any links to international 
terrorism were identified, the results of any threat assessments and the 
information that was collected about subscribers generally were reported in 
communications to FBI Headquarters and uploaded into FBI databases. 


S7PSF} 


Cc. FBI Statistical Surveys of W Data Tippers 
{TS//STLW//SH /OGHNF}- 


The FBI made several attempts, both informal and more formal, to 
assess the value of Stellar Wind to FBI counterterrorism efforts. The first 
was an informal attempt by the FBI’s OGC. FBI General Counsel Valerie 
Caproni told us that in early 2004 she spoke with the CAU Unit Chief and 
the Section Chief for the Communications Exploitation Section about trying 
to assess the value of Stellar Wind information. According to Caproni, the 
two managers stated that based on anecdotal and informal feedback from 
FBI field offices, the telephony meta data tippers were the most valuable 
intelligence from the program for agents working on counterterrorism 
matters. However, Caproni told us it was difficult to conduct any 
meaningful assessment of the program’s value in early 2004 because FBI 
field offices at that time were not required to report to FBI Headquarters the 
investigative results of the Stellar Wind leads disseminated under 

FBI] Headquarters did not make such reporting mandatory until 
October 2004. As a result, Caproni’s discussions with the FBI managers did 
not result in any written assessment of the program. 


(ESP / STEW LST /OC NE} 


367 The CAU advised field offices that investigative feedback about es 
tippers was important because it informed the “reliable source’s” (the NSA’s) assessment of 
whether to continue analyzing the “foreign entity” that caused the tippers to be 
disseminated. An NSA official told us that such information was also important to 
improving the NSA’s analytical process, but he said it was sometimes difficult to obtain 
such feedback, A CAU Unit Chief told us that the NSA expressed particular concern about 
insufficient feedback from the FBI regarding investigative results ini the tippers’ 
nexus to terrorism. He said this was a difficult situation in that n to 
be sending out high value information about known links to terrorism,” and it was 
“uncomfortable” to receive little feedback from field offices other than, “You're sending us 
garbage.” Members of Team 10 told us that efforts to improve field office feedback over time 


had mixed results. {f8//SFL¥//81/ (ech, 
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The FBI’s second informal assessment of the value of Stellar Wind 
came after the December 2005 New York Times articles that publicly 
disclosed the content collection aspect of the Stellar Wind program. Caproni 
said that in preparation for Director Mueller’s testimony at congressional 
hearings in 2006 on the issue, she attempted to evaluate the Stellar Wind 
program. Caproni stated that because NSA Director Hayden asserted 
publicly that the program was valuable, she wanted Mueller’s testimony to 
identify, if possible, any investigations that illustrated Stellar Wind’s positive 
contribution to the FBI’s counterterrorism efforts. Caproni stated that this 
effort was complicated by the fact that Mueller’s testimony would be limited 
only to the aspect of the program disclosed in the New York Times article 
and subsequently confirmed by the President — the content collection 


basket. (£S//STLW//SH//06/NEL 


As discussed above, Caproni said that FBI field offices did not find 
this aspect of the program to be as useful as the telephony meta data, 


rimarily because eae 
N -< comparatively small and the FBI had FISA coverage on 


many of these already. Caproni told us that ultimately she was able to 
identify “a couple” of content tippers that contributed to FBI investigations, 


but she commented that there were not many. {f87//STEW//SH/C EAH — 
The FBI subsequently conducted two more efforts to study the Stellar 


Wind program’s impact on FBI operations, both in early 2006. The first 
study sampled |); tippers the FBI had receiv 
Stellar Wind from 2001 through 2005. The second study reviewe 

e-mail tippers the NSA provided the FBI from August 2004 through 
January 2006. In both of these studies, the FBI sought to determine what 
percentage of tippers resulted in “significant contribution{s] to the 
identification of terrorist subjects or activity on U.S. soil.” We describe in 
the next sections the findings of these two studies. 


{ES} /STLW}/ST/OC/NE}— 


1, Early 2006 Survey Telephony and E-Mail 
Meta Data Tippers {FS//STLW//SH/96CAF} 


Following the December 2005 New York Times article publicly 
disclosing the content collection aspect of Stellar Wind, additional members 
of the Senate and House Intelligence Committees were read into the 
program. During this time, the NSA provided to cleared members of 
Congress substantive briefings about Stellar Wind, and the FBI was asked 
to testify about its participation in the program. In preparation for these 
briefings and testimony, the FBI sought to quantify the value of Stellar Wind 
intelligence for FBI counterterrorism operations. The CAU conducted a 
statistical study for this purpose, and in May 2006 the FBI provided a copy 
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of the statistical report to the Senate Select Committee on Intelligence. 

FSP PSTEWT TSH TOC] NET 
The study, conducted during a 1-week period in January 2006, 

sample unique telephone numbers and e-mail addresses the 
NSA provided the FBI from the inception of the Stellar Wind program 
through 2005.368 The study sought to determine what percentage of the 
tippers resulted in “significant contribution[s] to the identification of 
terrorist subjects or activity on U S soil? king with an FBI statistician, 
the CAU determined le selected tippers 


would be required to obtain statistically significant results. 


ESTP STEWT SH POC INF 


Approximately 30 analysts from the FBI’s Counterterrorism Division 
were assigned the task of reviewing tippers to determine the 
disposition of each.369 The analysts sought to determine whether a 
particular tipper made a “significant” contribution to FBI counterterrorism 
efforts. For purposes of the study, a tipper was considered “significant if it 
led to any of three investigative results: the identification of a terrorist, the 
deportation from the United States of a suspected terrorist, or the 
development of an asset that can report about the activities of terrorists.” A 
tipper that led to a field office opening a preliminary or full investigation was 
not considered “significant” for purposes of the study. 


ESTP STEW? SH TOEPNF) 


The analysts researched each tipper’s disposition in investigative 
records contained in FBI electronic databases, beginning with ‘ne a 
— BE that disseminated the tipper to the field. If an analyst concluded 
based on this research that a tipper was significant, a second analyst who 
was familiar with the Stellar Wind program further reviewed that 
determination. Ifthe CAU analyst agreed with the initial finding, the tipper 


368 According to the CAU A had provided the F ers since 
the inception of Stenar Wind, but were du plicates: was the 
f 


total number o 


The study also did not 


include content tippers. {FS//STLYISTH OG ANF} 

369 Most of the analysts were not read j tellar Wi m and were told 
that the study concerned the disposition of leads. Of tippers reviewed 
by the analysts, approximately 12 percent were e-mail addresses, a figure consistent with 
the overall tipper breakdown between e-mail addresses and telephone numbers. 
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and supporting information was presented to the CAU Unit Chief for a final 


review.370 4FS//SFEW/ASH/OCEPNF} 
is methodology, the study found that 1.2 percent, 
o tippers were “significant.” The study extrapolated this 


figure to the entire DE o iai and determined that one 
could expect to fin tippers the NSA provided the FBI 
under Stellar Wind were significant. {PS7/SPEW//SH//0C/NE) 


The report documenting the study’s findings included brief 
descriptions o “significant” tippers. For example, according to the 
report, one tipper led to the opening of a full investigation that developed 
evidence that the user of the tipped e-mail address had “definite ties to 
terrorism.” The user was arrested and pled guilty to charges of 
er led to the identification of an individual who 


Several of the “significant” tippers related to ongoing FBI 
investigations. For example, information from one tipper designated as 
significant was already known to the relevant FBI field office, which had an 
investigation oo concerning a subject associated with the tipper prior 


to receiving the EC. According to the study’s brief description of 
the case’s significance, the investigative file stated that the tipper was “very 
beneficial in the on-going investigation” by connecting the subject to 
terrorism, without describing that connection. Another tipper caused a field 
office to change a preliminary investigation to a full investigation regarding 
the possible illegal [The tipper indicated a 


a known terrorist. E [OG INE 


The study also found that 28 percent of tippers were never 
disseminated to FBI field offices for investigation. According to the report, 
the CAU filtered out these tippers based on “lack of significance” when they 
were first provided to the FBI by the NSA. These tippers were deemed 
non-significant for purposes of the study. In addition, the study found that 
for 22 percent of the sample tippers, FBI field offices did not report any 


370 According to a CAU analyst closely involved with the study, establishing a fairly 
“tight” criteria to identify “significant” tippers was necessary in order to obtain statistically 
significant results within the one-week time frame the CAU was given to complete the 
review. The analyst told the OIG that analysts initially applied a broader “significant” 
standard in their reviews of the tippers, but that it immediately became apparent that.a 
stricter standard was required. The Unit Chief for the CAU told the OIG that the definition 
of “significant” ultimately used for the study was reached by consensus among 
Counterterrorism Division operational and analytical personnel. 48//0¢A}— 
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investigative results. The study assumed that the field offices investigated 
the leads that were set but did not document their work in ACS. These 
tippers were deemed non-significant for purposes of the study.37! Thus, 
combining these two categories, approximately 50 percent of the tippers 
reviewed as part of the CAU study either were never disseminated to FBI 
field offices, or were disseminated but with unknown investigative results.372 


ESP STEW} SH OG ANF}- 


The FBI’s report of the study did not explicitly state any conclusions 
about whether Stellar Wind was a valuable program, FBI OGC told the OIG 
that based in part on the results of this study, which ‘ovna of the 
leads were significant, FBI executive management concluded that the 
program was “of value.” The FBI OGC also said that FBI Director Mueller 
and Deputy Director Pistole provided congressional testimony in February 
and May 2006, respectively, about the value of the program, which the FBI 
OGC stated was based in part on the results of the study. 


—-ES// STEW ISH /OG/NF}- 


2. January 2006 Surve vg E-Mail Meta Data Tippers 


The CAU conducted a second study of Stellar Wind tippers in January 
2006. According to Caproni, this study was in response to a request from 
the FISA Court about intelligence being obtained pursuant to the July 14, 
2004, Pen Register/Trap and Trace Order that authorized the bulk l 
collection of e-mail meta data. As discussed in Chapter Five, e-mail meta 
data was the first basket of Stellar Wind’s signals collection activity that was 
placed under the FISA Court’s authority. However, as noted earlier, the 


371 As noted, Caproni cited this lack of reporting from field offices as a reason for 
not being able to conduct a meaningful assessment of the Stellar Wind program’s value in 


the spring of 2004. FBI — M: officially require field offices to report. 


investigative results concerning tippers until October 2004. According to the 
CAU analyst with whom the OIG spoke about the study, the idea of contacting fiel eS 
to discuss the disposition of tippers and to seek general observations anou 
rejected because of the concern the inquiries might expose the Stellar Wind program. 


ESL /SFLW HSH OG HE} — 


372 By its methodology, the only tippers the study assessed for “significance” were 
those for which field offices reported investigative results to the CAU and therefore generally 
did not take into account tippers assigned as Discretionary leads. Discretionary leads, as 
distinguished from Action leads, did not require field offices to report to the CAU about how 
the tippers were used. Yet, according to FBI personnel, these leads sometimes were 
associated with ongoing investigations and sometimes provided new or additional 
indications of terrorist connections, or reported the content of communications indicating a 
subject’s international movements, The “value” of this category of tippers was not captured 


in the FBI’s study. ({£377/8TEW//SI/TOCT NET 


sop eA “804 ems 
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NSA continued to provide e-mail addresses to the FBI in Stellar Wind 


reports. (FS//STEW+451/ (ee AS 


This second study, which reviewed cach aaa e-mail tippers the 
NSA provided the FBI from August 2004 through January 2006, applied the 
same methodology for assessing “significance” that was used in CAU’s first 
study. The second study found that none e-mail tippers was 
“significant” under this standard. The report noted, however, that many of 
the investigations related to the reviewed e-mail tippers were still ongoing. 
In addition, the study observed that some of the tippers reviewed had only 
recently been disseminated to field offices for investigation and that it was 
possible investigation of these tippers had not been completed. 


D. FBI Judgmental Assessments of Stellar Wind Information 


ASHANA — 


To attempt to further assess the value of Stellar Wind information for 
the FBI, we interviewed FBI Headquarters officials and employees who 
regularly handled Stellar Wind information. We also interviewed personnel 
in FBI field offices who were responsible for handing tippers. 
We asked these witnesses for their assessments of the impact of Stellar 
Wind or A information on FBI counterterrorism operations. We 


also recognize that FBI officials and agents other than those we interviewed 
may have had experiences vith a different than those summarized 


below. {fS//STLW//SI//OC/NE) — 


The members of Team 10 and its predecessor 
were strong advocates of the program and stated that they believed it 
contributed significantly to FBI international terrorism investigations. 
Several claimed that program tippers helped the FBI identify previously 
unknown subjects, although they were not able to identify for us any 
specific cases where this occurred. Other witnesses cited the FBI’s 
increased cooperation with the NSA on international terrorism matters as a 


side benefit of the Stellar Wind program.373 {FS//STEW///S1H// CEA 


FBI officials and agents from the International Terrorism and 
Operations Section (ITOS) expressed a more moderate assessment of Stellar 
Wind. None of the ITOS officials we interviewed could identify significant 
investigations to which Stellar Wind substantially contributed. However, 


373 FBI Deputy General Counsel Julie Thomas also said that Stellar Wind helped 
improve the relationship between the FBI and CIA. She said the program provided an 
opportunity. to demonstrate the “interoperability of different agencies,” and based on her 
experience dealing with program-related matters the relationship between the FBI and the 
NSA was “better now than it has ever been.” 
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they were generally supportive of the program, often stating that it was “one 
tool of many” in the FBI’s fight against international terrorism. 


PST SH NF} — 


ITOS personnel frequently noted for us the deficiencies in the Stellar 
Wind information disseminated to field offices, such as the lack of details 
about the foreign individuals allegedly involved in terrorism with whom 
domestic telephone numbers and e-mail addresses were in contact. 
However, these FBI employees believed the possibility that such contacts 
related to terrorism made investigating the tips worthwhile. Some ITOS 
witnesses also told us that in their experience the FBI was already aware of 
man telephone numbers and e-mail addresses disseminated under 
but that this duplication did not mean the information was 
without investigative value. For example, one witness said such contacts 
could “help move cases forward” by confirming a subject’s contacts with 
individuals involved in terrorism or identifying additional terrorist contacts. 


{TS//STEW/ISH/OC/NE) 


One FBI Headquarters supervisory special agent said that FBI field 
offices might have been less critical of had there been agents in 
the offices read into Stellar Wind. He said that such agents would have 
been better positioned than FBI Headquarters’ officials to assure others in 
their respective offices about the reliability of the information being 
disseminated. A former ITOS section chief told the OIG that he proposed to 
the NSA that the head of each FBI field office be read into Stellar Wind for 
this reason and to be able to make fully informed decisions about handling 


the Stellar Wind tippers. -—FS//STLW//SI/0C/NF) _ 
The most critical comments we heard about 


ae: 
came primarily from the supervisory special agentS we interviewed who 


managed counterterrorism ms at the two FBI field offices we visited. 
These agents said the tippers and any i ation developed 
from the leads might be useful, but that the program was not an 
effect y to identify threats. For example, one supervisor stated that 
represented FBI Headquarters’ failure to prioritize threat 
information. He said that by simply disseminating tippers to 
field offices in ECs that often provided little in the way of details, FBI 
Headquarters effectively made the field offices “insurance carriers,” placing 
the responsibility solely on them to timely and adequately investigate every 
lead. The supervisor stated that ordinarily he accepts this responsibility as 
part of his job, but that i gaa 


fa tippers were especially frustrating 
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as compared to other counterterrorism leads the office received because 
they did not provide sufficient information for him to prioritize the leads.37+ 


Another supervisory special agent expressed a similar assessment of 
stating that 'he felt the project “perverted the logical priority of 

tasking.” He said that absent the leads’ special status as part ee 

a very low percentage of the tippers would have been considered 

priority matters. He told us that he did not have the freedom to prioritize 

the leads in the manner he felt was warranted by the information provided 


in RS ECs. (1S //S1/ NB} 


Field office agents who inva r also were critical 
of the lack of details contained in ECs about the nature of the 
terrorist connection to the domestic contact, or about the contact itself, 
such as the duration or frequency of the calling activity. Some agents we 
interviewed said they also occasionally were frustrated by the prohibition on 
using information in any judicial process, such as in FISA 


applications, although none could identify an investigation in which the 


restrictions adversely affected the case. {TS//STLW//SI/ /oOC /NE) — 


Most of the agents we interviewed viewed tippers as just 
another type of lead that required appropriate attention, and the agents 
generally did not handle the leads with any greater care or sense of urgency 


than non- counterterrorism leads. -T5 HSIHNF} 


Moreover, none of the agents we interviewed identified an 
investigation in their office in which played a significant role, 
nor could they recall how such a tipper contributed to any of their 
international terrorism cases. Nevertheless, the agents generally viewed 
tippers as a potentially valuable source of information, noting 
that the information developed from the investigations of tippers might 


prove useful in the future. (FS//SH-/NF) 


Agents also stated that through the threat assessment interviews they 
conducted of the subscribers to tipped telephone numbers, 
“opened a window” to populations within the field offices’ jurisdiction that 


374 The supervisor stated that cads had little investigative value to his 
office. First, he said the leads did not provide enough detail about the reliability of the 
information being provided. Such details might include, for example, what other 
individuals had access to the foreign telephone allegedly used by someone involved in 
international terrorism, and how many calls were made from that number and for what 
durations. These details would help evaluate the threat represented by the foreign a 
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A LOR i 


In 2007, FBI Deputy Director John Pistole briefed the Senate Select 
Committee on Intelligence concerning the FBI’s participation in the Stellar 
Wind program. A document prepared in connection with that briefing 
addressed, among other subjects, the program’s value in FBI national 
security investigations. The document stated, 


[S]uccessful national security investigations are rarely the result 
of a single source of information. Rather they occur after 
exhaustive hours of investigation and the use of legal process in 
which bits and pieces of intelligence from many sources are 
gathered and combined into a coherent whole. The success or 
effectiveness of any intelligence program — whether Stellar 

Wind . . . or anything else — is sometimes difficult to assess in 
the abstract because of that blending of multiple strains of 
intelligence and because success should never be measured 
only in terms of terrorist plots that have visibly been disrupted, 
but also in plots that never formed because our investigative 
actions themselves had a disruptive effect. (Italics in 


original.)375 —F37/STEW//Si7 /OCT NET 


We interviewed FBI Director Mueller in connection with this review 
and asked him about the value of Stellar Wind to the FBI’s counterterrorism 
program. FBI Director Mueller told us that he believes the Stellar Wind 
program was useful and that the FBI must follow every lead it receives in 
order to prevent future terrorist attacks. He said “communications are 
absolutely essential” to this task and called meta data the “key” to the FBI’s 


375 A “talking points” document the FBI drafted for Director Mueller also expressed 
this view. The document stated: 


[The] impact of any single piece of intelligence or program is difficult to 
quantify. Combination of various information, including humint, sigint, and 
elsur, is necessary to address the global threat. Accordingly, it is not 
possible to make an unequivocal “but for” connection between a tip and any 
particular FBI investigation that has resulted in a seizure or arrest. 
However, the information has amplified, corroborated and directed FBI 


investigative resources, (FSA SFEWT SH CETNFY— i 
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communications analysis. Mueller also stated that to the extent such 
information can be gathered and used legally it must be exploited and that 
he “would not dismiss the potency of a program based on the percentage of 
hits.” Asked if he was familiar with any specific FBI investigations that 
represent Stellar Wind successes, Mueller said that as a general matter it is 
very difficult to quantify the effectiveness of an intelligence program without 
“tagging” the leads that are produced in order to evaluate the role the 


program information played in any investigation. {FS//STEW77Si7/7 OCTRF)- 


We also asked Mueller about the issue of allocating finite FBI 
resources to respond to Stellar Wind leads. Mueller said that in the period 
after the September 11 terrorist attacks, the FBI remained in a state of 
continuous alert for several years. Mueller stated that he understood the 
President’s desire to take every step to prevent another terrorist attack, and 
believes that it would be wrong not to utilize all available capabilities to 


accomplish this, so long as it is done legally. (TS//STLW//SI//OC/NF)__ 


Mueller also commented_on media reports regarding FBI agents’ 
frustration with the volume of leads. For example, articles 
described complaints of unidentified FBI field agents regarding the lack of 
information in the tippers they received — and how the 
high volume of tippers necessitated devoting significant resources to what 
were described as “dry leads.”376 Mueller said that the agents’ frustration 
was similar to that expressed about other sources for the thousands of leads 
the FBI received after September 11, such as calls from citizens. Mueller 
stated that he understood the frustration associated with expending finite 
resources on numerous leads unlikely to have a terrorism nexus, but said 
that his philosophy after September 11 was that “no lead goes 
unaddressed.” Moreover, he stated that frustrations can result from any 


counterterrorism program. (S//NE- 


We also interviewed Kenneth Wainstein, the first Assistant Attorney 
General for the Justice Department’s National Security Division, which was 
created in September 2006. Wainstein told us that he was aware of “both 
sides” on the question of Stellar Wind’s value. He also said that he heard 
the government had not “gotten a heck of a lot out of it,” but noted that NSA 
Director Hayden and FBI Director Mueiler have stated that the program was 


valuable —S}/NF}—- 


Hayden told us that he sine s felt the Stellar Wind program was 


276 See, e.g., Lowell Bergman, et al., “Domestic Surveillance: The Program; Spy 
Agency Data After Sept. 11 Led F.B.I. to Dead Ends,” The New York Times, January 17, 
2006. (U) 
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P Hayden said the FBI 
believed the leads represented ‘ ‘something certain,” when in fact the leads 
were only “narrow threads” and that the idea was to help build the FBI’s 
intelligence base. Hayden also observed that the enemy may not have been 
as embedded in the United States as much as feared, but said that he 


believes Stellar Wind helped determine this. (TS//STEW//SH/06C AF) 


E. Examples of FBI Counterterrorism Cases Involving Stellar 


` Wind Information {8//NF}— 


As part of our review, we sought to identify specific FBI international 
terrorism investigations in which Stellar Wind information was used and to 
describe the information’s specific contributions to the investigations. We 
agree with FBI officials that this is a difficult task in view of the nature of 
these investigations, which frequently are predicated on multiple sources of 
information. To the extent Stellar Wind tips played a role in an 
investigation, the tips could be one of several sources of information 
acquired over time and used by the FBI to pursue the investigation. 
Moreover, the FBI agents and analysts we interviewed during our review 
could not say that “but for” a Stellar Wind tipper a given investigation would 
not have been productive, and they were unable to recall specifically how, if 
at all, Stellar Wind intelligence may have caused their investigations to take 


a particular direction. (S7//NE_ 


Our review did not seek to describe Stellar Wind’s impact on each FBI 
field office, and we recognize that FBI officials and agents other than those 
we interviewed might have had experiences with 
those summarized in this chapter. 


Because such reporting was not disseminated to FBI field offices under 
m any contribution the information might have made to 
igations FBI personnel we interviewed were familiar with might not 
have been accounted for in our questions about Stellar Wind andj 


PRaiinformation. +FS//STLWH/SH OC /NE\ 


In view of these difficulties, we examined several investigations 
frequently cited in NSA and FBI documents the OIG obtained during this 
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review as examples of Stellar Wind information that contributed to — a 
c terterrorism efforts.377 For these investigations, we examine 

ECs, FBI Letterhead Memoranda describing the status of investigative 
activities in specific cases, Counterterrorism Division responses to OIG 
questions about the role of in specific investigations, 
government pleadings filed in international terrorism prosecutions, and FBI 


briefing materials.378 (TS//STLW//SH//OC/NF}— 


1. (ES77+STEW? TSH FOCTNF}— 


377 As noted above, the FBI was not the only customer of Stellar Wind information, 
The CIA and the National. Counterterrorism Center also received Stellar Wind reports 
potentially relevant to their operations. Pursuant to a directive in the FISA Amendments 
Act of 2008, Intelligence Community OIGs are examining the impact Stellar Wind had on 
their respective agencies or if Stellar Wind information contributed to their agencies’ 


operations. {FS//STLW//SH//0C/NF} 


73 The briefing materials were prepared by the FBI’s Communications Exploitation 
Section (CXS) shortly after aspects of the Stellar Wind program were publicly revealed in a 
series of New York Times articles in December 2005. The briefing materials were prepared 
at the direction of FBI General Counsel Valarie Caproni, who anticipated that Director 
Mueller and Deputy. Director Pistole would be called to testify about the program. These 
briefing materials were intended to help. prepare Mueller and Pistole for their testimony. 
The briefing materials include summaries of specific cases relating to Stellar Wind 


information that were highlighted by the NSA: 4FS//STLW//SI//OC/NE} 
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This information generated 


leads for FBI field offices. {FS//SFLW//SH//O6G/NF- 


Several of th ted in the FBI initiating investigations of 
Ree ee identify any involvement in terrorism. In 
most cases, the FBI concluded that the individuals’ connection was 
not related to any involvement in terrorism. However, in one case FBI 


investigation determi individual was in contact with additional 
See cngaged in activities indicating possible 


involvement in terrorist activities.38! In another case, the FBI 


379 We described M Chapte 
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who had come 
but who was 


not under investigation at the time of the 

departed the country O {FS7/STEW/T SH OCTNFT— 
The subject of another of the leads generated by 

was already under investigation by an FBI field office. The 


lead caused the FBI office to convert its preliminary 
investigation into a full investigation and obtain emergency authorization to 
conduct electronic surveillance under re 
used by the individual. The FBI also interviewed the 


individual several times and issued National Security Letters 
However, the FBI did not develop any 


information that linked the individual to terrorism or terrorist groups. 
FS HSFEWHSHHOGINPA 


Ao o C 
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However, according to documents provided to the OIG, the FBI was 


therefore was unable to establish that there was a nationwide conspiracy 
to provide material support to 

terrorism. +S//C€/NFY 

Nevertheless, FBI documents state that "A å O=O 
closed, field offices with IE NA investigations conducted 
“successful disruption operations” of criminal activities that were identified 
during the course of the investigations. {8//CE/NF) 

3. (FS//+SFEW//SH/OCANF) 


The FBI’s 
based on his statement 


opened a full investigation i 


(S779670F} 


This investigation came to be known by the code 
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eee ne EC set a discretionary lead for the FBI 
but encouraged the field office to “provide any pertinent 


follow-up questions to... CAU, for submission to and consideration by the 
ee source.” {F3//STEW//SH/0ECHFEL 


An FBI response to an OIG request for information ab 
am in 
tipper, the return to the 


United States an i 
entitled 


385 FBI documents we reviewed do not indicate how this information was obtained 


or whether it was derived from Stellar Wind. (fS7/STEW7/St/7/OC7NFT 


386 te that it could not be verified vene 
(SPHOS AF} 
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FBI briefing materials state that the FBI first began surveillance of an 
individual later determined to be misidentified Sz Through open 
source investigation, the FBI obtained the telephone number of the 
misidentified subject and was granted emergency FISA authority on that 
number. FISA surveillance was initiated on the telephone believed to be 


use (FSH STEW SH FC ETNFY 


On the FBI employees located at the NSA (Team 10) 
submitted a request to the NSA for call chaining analysis and consideration 
for Stellar Wind “tasking,” or content collection. The NSA initiated content 
collection on the erroneous telephone number the same day. Contact 


chaining on the telephone number did no cts with any 
known terrorist-associated numbers. On it was 
determined was not using the telephone number tasked and 


chained under Stellar Wind authority 


ce -authorized 
electronic surveillance of the number By ongoing 


physical surveillance confirmed that the telephone number believed to be 


@ had been misidentified. {FS//STEW/817 fOET NFP 


suspects in the 


An FBI document stated that TEO fom poe provided a 
wealth of intelligence to the FBI and the Intelligence Community,” and that 
the intelligenc rovided has been disseminated to intelligence | 


TSOR) 


337 A CXS intelligence analyst who drafted the summary of 
for the CXS briefing materials told the OIG that she coneuded that the FBI “probably 
would have figured out eventually” w based on 
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ATAO 


mremains incarcerated 


FBI PowerPoint presentation about the FBI’s role 
tipper “facilitated the FBI’s 
in a timely 
failed to 


According to 
in Stellar Wind, th qi 
ability to locate, initiate physical surveillance, and debrie 
manner.” The facts reviewed by the OIG show that 

return to the United States, but 


result in notification to the FBI a 
that through Stellar Wind information the FBI was able to locate) and 


obtain surveillance off] @S//StLW//s1//oc/Ne}- 
4. [RRR esspstewssstvecany), 
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to FBI briefing material, as a result of tipper 
opened a full international terrorism investigation on 


(S47 O670F} 


ers apply for a FISA order to 
The FBI subsequently obtained 
and began FISA electronic 


FSH STEW ASH FOE TNFY 


According to an Letterhead Memorandum (LHM) 


fter receiving the 
requested 
surveillance 


draf 
fro 
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and an associate 
were indicted on 


The arrest and indictment arose out o 
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Following Iii trial, | convicted W oOo i 


393. He was sentenced Oo prison term. 4S HNE- 


In an undated summary of successes under the Stellar Wind program, 
the NSA characterized A- - 


was convicted on again st 
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The government’s response to the stated that 
the FBI initiated a national security-international terrorism investigation of 
after receiving the EC. The government stated that the 


The FBI closed its ae investigation De enoa e] 
h 


ad no nexus to terrorist activities. 


E. it concluded 
{SH ANF} 
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_— filed in discovery litigation concernin 
merrell A E rae was not 


FBI briefing materials 


oo 060tt—~—~*™Y the FBI applied for and obtained a FISA order to 


conduct electronic suryejllance and a physical search an ae E 
D E this time had been in FBI custody for several days. 


395 In 
support of the FISA application, the government reported that 
also in custody at that time, recently had 


394 Based on the specific wording of the EC, it is evident that the tipper was derived 


ff Vise 247 fark] 
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The NSA recommended that the FBI cite BE oiiaii in 
briefing materials as an example of Stellar Wind’s contribution to 
counterterrorism efforts. The FBI briefing materials also state that the 
tipper in investigation was “instrumental in becoming the 
subject of a Full Investigation on ? 


In response to the OIG’s request for information about the role 
GB information played in the investigation o th FBI’s 
Counterterrorism Division told ise based on its searches of 
internal FBI databases and discussions with the case agents, “no 
reporting factored int investigation.” According to a 
declaration the FBI filed in prosecution, the o ipper in 
investigation “did not directly lead to any i tion or evidence 
that was used in the prosecution of the case against and was not 
incorporated into any application to a court, including the [FISA Court].”998 
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mea Fara ey 


Vv. OIG Analysis (U) 


The FBI created the OR to disseminate Stellar Wind 
information as leads to FBI field offices and assigned the CAU’s Team 10 to 
the NSA to work on Stellar Wind full-time for this purpose. We found that 
the co-location improved the FBI’s knowledge about Stellar Wind operations 
and gave the NSA better insight about how FBI field offices investigated 
Stellar Wind information. .We were told these benefits translated to 
improvements in the Stellar Wind report drafting process, and by extension, 


n leads. {7S//STLW//SH-/OCANF) 


One of the changes the FBI implemented to attempt to improve the 
investigation of leads was to make FBI Headquarters-based 
CAU, instead of the field offices, responsible for issuing National Security 
Letters (NSL) to obtain subscriber information on tipped telephone numbers 
and e-mail addresses. This measure, initiated in July 2003, was intended 
to address agent concerns that ER did not provide sufficient 
information to initiate national security investigations, a prerequisite under 
Justice Department investigative guidelines to issuing NSLs. 


However, we found that the CAU issued the NSLs from the 
control file, a non-investigative file created in September 2002 to serve as a 
repository fo -related communications between FBI 
Headquarters and field offices. Issuing the NSLs from a control file instead 
of an investigative file was contrary to internal FBI policy. The FBI finally 
opened an investigative file for wooo project in November 2006. 
We believe the CAU and OGC officials involved in the decision to issue NSLs 
frorn the control file concluded in good faith that the FBI had 
sufficient predication either to connect n NSLs with existing 
preliminary or full investigations of al Qaeda and affiliated groups or to open 
new preliminary or full investigations in compliance with Justice 
Department investigative guidelines. However, we also concluded that the 

I could have, and should have, opened an investigative file for the 

Boeci when the decision first was made to have FBI Headquarters 


issue NSLs for eads. fES7 STEW SH CET) 


We also described in this chapter a change the FISA Court made in 
March 2004 to the “scrubbing” process used to account for Stellar Wind 
information in international terrorism FISA applications. The change 
requires the FBI’s Team 10 and FBI OGC, in coordination with the 
Department’s Office of Intelligence (formerly OIPR), to determine whether 
any facility (telephone number or e-mail address) that appears in a FISA 
application also appeared in a Stellar Wind report and, if so, whether the 
FBI had developed, independent of Stellar Wind. an investigative interest in 
the facility before it was the subject of an tipper, or whether the 


APPROVED FOR PUBLIC RELEASE 


facility would have been “inevitably discovered.” FISA Court Presiding 
Judge Kollar-Kotelly imposed this additional scrubbing requirement after 
being advised of modifications made to Stellar Wind in March 2004 following 
the Justice Department’s revised legal analysis of the program. The FBI and 
Office of Intelligence continue to expend significant resources to comply with 
this scrubbing requirement.299 However, we did not find any instances of 
the requirement causing the FBI not to be able to obtain FISA surveillance 


coverage on a target.-(FS//STEW/SH/ (OCT NFS _ 


Our primary focus in this chapter was to assess the general role of 
Stellar Wind information in FBI investigations and its value to the FBI’s 
overall counterterrorism efforts. Similar to the FBI, we had difficulty 
assessing the specific value of the program to the FBI’s counterterrorism 
activities. However, based on our interviews of FBI managers and agents 
and our review of documents, and taking into account the substantial 
volume of leads the program generated for the FBI, we concluded that 
although the information produced under the Stellar Wind program had 
value in some counterterrorism investigations, it played a limited role in the 
FBI’s overall counterterrorism efforts. ($//N2}— 


The vast majority of Stellar Wind information the NSA provided the 
FBI related to telephone numbers and e-mail addresses the NSA identified 
through meta data analysis as e having connections to O Andiadadis believed to 
be aavolveds in internat 


FBI agents and analysts with experience investigating 
leads told us that most leads were determined not to have any connection to 


399 As noted earlier, the scrubbing procedure applies both to NSA information 
derived from the Stellar Wind program and to information derived from the FISA Court’s 
PR/TT and Section 215 bulk meta data orders. This is so because until mid-2008, when 
the Stellar Wind program officially was closed, leads the NSA developed from the 
FISA-authorized bulk meta data collections were disseminated under the Stellar Wind 


compartment. —(F8//SFEWHASH/ CEH} 


400 Stated another way, the Stellar Wind program generated 


leads for the FBI each month from October 2001 to February 2006. 
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terrorism, and they did not identify for us any specific cases where leads 
helped the FBI identify previously unknown subjects involved in terrorism 
(although several stated that this did occur). This is not surprising given 
that the vast majority of leads sent to FBI field offices for investigation 
concerned telephone numbers and e-mail addresses that the NSA already 
had determined were at best one or two steps removed from numbers and 
addresses suspected of being used by individuals believed to be involved in 


terrorism. (S//SFEW//S}H// 0G) 


The FBI’s two statistical studies that attempted to assess the 
“significance” of Stellar Wind meta data leads to FBI counterterrorism efforts 
did not include explicit conclusions on the program’s usefulness. The first 
study | taken — meta data leads the 
ided the FBI from approximately October 2001 to December 2005, 
or 1.2 percenffmade “significant” contributions. The FBI’s 
second statistical study, which reviewed each e-mail tippers the 
NSA provided the FBI from August 2004 through January 2006, identified 
no examples of “significant” contributions to FBI counterterrorism efforts.4°! 
The FBI OGC told us that FBI executive management’s statements in 
congressional testimony that the Stellar Wind program had value was based 


in part on the results of the first study. (#S//SPEW//SH/CEPNF) 


While we believe Stellar Wind’s role in FBI cases was limited, 
assessing the value of the program to the FBI’s overall counterterrorism 
efforts is more complex. Some witnesses commented that an intelligence 
program’s value cannot be assessed by statistical measures alone, Other 
witnesses, such as General Hayden, said that the value of the program may 
lie in its ability to help the Intelligence Community determine that the 
terrorist threat embedded within the country is not as great as once feared. 
Witnesses also suggested that the value of the program should not depend 
on documented “success stories,” but rather on maintaining an intelligence 
capability to detect potential terrorist activity in the future. (FS//SH/4S- 


FBI personnel we interviewed generally were supportive of the Stellar 
Wind | program, calling the information “one tool of many” in 
the FBI’s anti-terrorism efforts that “could help move cases forward” by, for 
example, confirming a subject’s contacts with individuals involved in 
terrorism or identifying additional terrorist contacts. However, FBI 
personnel also frequently noted for us the deficiencies in the Stellar Wind 
information disseminated to FBI field offices, such as the lack of details 


#1 As described earlier in this chapter, the FBI considered a tipper “significant” if it 
led to any of three investigative results: the identification of a terrorist, the deportation 
from the United States of a suspected terrorist, or the development of an asset that can 
report about the activities of terrorists. 7 
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about the foreign individuals allegedly involved in terrorism with whom 
domestic telephone numbers and e-mail addresses were in contact. Yet, 
these FBI employees also believed the possibility that such contacts related 
to terrorism made investigating the tips worthwhile. Some FBI employees 
also cited the FBI’s increased cooperation with the NSA on international 
terrorism matters as a side benefit of the Stellar Wind program. 


{ESP {STEW 7SH TOCTNF) 


FBI Director Mueller told us that he believes the Stellar Wind program 
was useful and that the FBI must follow every lead it receives in order to 
prevent future terrorist attacks. He said “communications are absolutely 
essential” to this task and called meta data the “key” to the FBI’s 
communications analysis. Mueller also stated that to the extent such 
information can be gathered and used legally it must be exploited and that 
he “would not dismiss the potency of a program based on the percentage of 


hits.” (PS//SELW//SY/ LOC/NE) 


We sought to look beyond these comments of general support for 
Stellar Wind to specific, concrete examples of the program’s contributions 
that also illustrated the role Stellar Wind information could play. We 
therefore examined five cases frequently cited in documents we reviewed 
and during our interviews as examples of Stellar Wind’s contribution to the 
FBI’s counterterrorism efforts. The cases incl 


In another case, Stellar Wind information revealed to the FBI that 


According to the FBI, 
while the Stellar Wind information was eithe sed or “was of no 


value” in the ae investigation that led A arrest and conviction, it 


was a tipper that led to the national security investigation that 


preceded the criminal prosecution. fFS//SFEW//SY /OC/NE) _ 


directly from Stellar Wind information. The NSA and the FBI at times have 
= ==- as an example of the contributions of Stellar Wind to 
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counterterrorism investigations. An FBI declaration filed in 
rosecution indicated ol 


Moreover, the FBI told us in response to our 
inquiry that Stellar Wind information did not “factor to 


investigation.” However, we concluded that Stellar Wind may have played 
some indirect rol- -oming the subject of a Full Investigation by 


the FBI. Our review of documents indicated that 
investigation, which appears to have been advanced by Stellar Wind 


reporting, might have caused the FBI to reopen its investig 
We were unable to describe with the same certainty as i 
investigation the extent of Stellar Wind’s contribution to 
investigation, in part because of differing assessments in the FBI’s own 
documents regarding the role of Stellar Wind this matter. 


In short, we found that Stellar Wind generally has played a limited 
role in FBI counterterrorism investigations, but that the evidence shows 
there are cases where Stellar Wind information had value. For example, in 
some of the cases we examined Stellar Wind information caused the FBI to 
take action that led to useful investigative results. However, in others the 
connection between the Stellar Wind information and the FBI’s investigative 
actions was more difficult to discern. (S//4HFy 


As discussed in Chapter Five and in this chapter, Stellar Wind’s bulk 
meta data collection activities were transitioned to FISA authority and are 
ongoing.. The FBI, under the Pe project (the successor to 
requires field offices to conduct, ata minimum, threat assessments on = 
telephone numbers and e-mail addresses the NSA derives from this 
FISA-authorized collection that the FBI is not already aware of, including 
numbers and addresses one or two steps removed from direct contacts with 
individuals involved in terrorism. In view of our findings about the Stellar 
Wind programs contribution to the FBIs counterterrorism efforts, we 
believe that the FBI should regularly assess the impact {iM leads 
have on FBI field offices and whether limited FBI resources should be used 


to investigate all of them. (#S//STLW//SI/ /OC/NF) 


Another consequence of the Stellar Wind program and the FBI’s 
approach to assigning leads was that many threat assessments were 
conducted on individuals located in the United States, including U.S. 
persons, who were determined not to have any nexus to terrorism or 
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represent a threat to national security.*02 These assessments also caused 
the FBI to collect and retain a significant amount of personal information 
about the users of tipped telephone numbers and e-mail addresses. In 
addition to an individual’s name and home address, such information could 
include where the person worked, records of foreign travel, and the identity 
of family members. The results of these threat assessments and the 
information that was collected generally were reported in communications to 
FBI Headquarters and uploaded into FBI databases. 


(TS/7STLW77 Si FOCTNFY 


The FBI’s collection of U.S. person information in this manner is 
ongoing under the NSA’s FISA-authorized bulk meta data collection. To the 
extent leads derived from this program generate results similar to those 

_ under Stellar Wind, the FBI will continue to collect and retain a significant 
amount of information about individuals in the United States, including 
U.S. persons, that do not have a nexus to terrorism or represent a threat to 


national security. {FS//STLWY//SI//OC/NF) 


We recommend that as part of -—_ project, the Justice 
Department’s National Security Division (NSD), working with the FBI, 
should collect information about the quantity of telephone numbers and 
e-mail addresses disseminated to FBI field offices that are assigned as 
Action leads and that require offices to conduct threat assessments. The 
information compiled should include whether individuals identified in threat 
assessments are U.S. or non-U.S. persons and whether the threat 
assessments led to the opening of preliminary or full national security 
investigations. With respect to threat assessments that conclude that users 
of tipped telephone numbers or e-mail addresses are not involved in 
terrorism and are not threats to national security, the Justice Department 
should take steps to track the quantity and nature of the U.S. person 
information collected and how the FBI retains and utilizes this information. 
This will enable the Justice Department and entities with oversight 
responsibilities, including the OIG and congressional committees, to assess 
the impact this intelligence program has on the privacy interests of U.S. 
persons and to consider whether, and for how long, such information 


should be retained. {F8//SH/C€7NF) 


We also recommend that, consistent with NSD’s current oversight 
activities and as part of its periodic reviews of national security 
investigations at FBI Headquarters and field offices, NSD should review a 
representative — leads to those offices. For each lead 
examined, NSD should assess FBI compliance with applicable legal 
requirements in the use of the lead and in any ensuing investigations, 
particularly with the requirements governing the collection and use of U.S. 


person information. 4TS//SI/ /OC/NFE) 


In sum, we agree that it is difficult to assess or quantify the 
effectiveness of a particular intelligence program. However, based on the 
interviews we conducted and documents we reviewed, we found that Stellar 
Wind information generally played a limited role in the FBI’s 
counterterrorism efforts, but that the information had value in some cases. 
In addition, some witnesses said the program provides an “early warning 
system” to allow the Intelligence Community to detect potential terrorist 
attacks, even if the system has not specifically uncovered evidence of 
preparations for such an attack. Moreover, other OIGs in the Intelligence 
Community are reviewing their agency’s involvement with the program and 
the results of those reviews, analyzed together, will provide a more 
comprehensive picture of the program’s overall usefulness. 


Finally, because the bulk meta data aspect of the Stellar Wind 
program continues under FISA authority, we recommend that the NSD take 
steps to gather information on the continuing operations of the program, 
including the use and handling of vast amounts of information on U.S. 
persons and the effectiveness of the program in FBI counterterrorism 


investigations. +F8//STEW//s}//ec As 
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CHAPTER SEVEN 
DISCOVERY ISSUES RELATED TO STELLAR WIND 


INFORMATION {TS//St//NF}L 


In this chapter we discuss the government’s statutory and judicial 
discovery obligations in international terrorism cases relating to Stellar 
Wind-derived information. Under the Stellar Wind program, the federal 
government collected vast amounts of information, including the content of 
communications and meta data about telephone and e-mail 
communications involving U.S. citizens and non-U.S. citizens. 


ee Oten tially triggering an obligation under the Federal 

Rules of Criminal Procedure and applicable case law for the government to 
disclose certain information to the defendant. This obligation created a 
tension between the need to protect the secrecy of the Stellar Wind program 
and the need to comply with legal disclosure requirements. 


In this chapter, we examine the process by which the Department of 
Justice attempted to resolve this tension and meet its discovery obligations 
to criminal defendants.49 (U) 


I. Relevant Law (U) 


The government’s obligation to disclose certain statements made by a 
defendant and to disclose other information concerning a defendant in a 
criminal proceeding comes primarily from two sources: Federal Rule of 
Criminal Procedure 16 and the U.S. Supreme Court case of Brady v. 
Maryland, 373 U.S. 83 (1963). (U) 


Federal Rule of Criminal Procedure 16(a)(1)(B)(i) requires the 
government to make various disclosures at the request of a criminal 
defendant. Among other things, the government must disclose “any relevant 
written or recorded statement by the defendant if the statement is within 
the government’s possession, custody, or control; and the attorney for the 
government knows - or through due diligence could know — that the 
statement exists[.]” Rule 16(a)(1)(E) provides that, upon a defendant’s 
request, the government must allow a defendant to inspect and copy papers, 


403 In our review, we did not seek to determine what the government disclosed in 
specific cases. Rather, we focused on the adequacy of the process that the Justice 
Department implemented to comply with its discovery obligations in cases that involved 


Stellar Wind-derived information. {TS//STLW//SI//OC/NBEL. 
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documents, data, and other matecieds “cf the item is within the government's 
possessiun, cuslocy, or control’ and the item is material to sreparing the 
defense; the government intends to use thie item in its cas¢-in-chief at trial: 
or the item was cbta:ned from or belongs to the defendant. 'U) 


Under Ruie 16, a defendants statements carry s “near presumption of 
relevance,” and “the production of a detendant’s statements has become 
‘practically a matter of sight even without a showing of materiality.” United 
States v. Yunis, 867 F 2d 617, 621-22, 625 & 1.10 (1.0. Circuit 1989) 404 
iv) 


Disclosure of a defendant’s statements is usually msde by the 
government after receiving a request pursuant to Rule 16. However, even 
without making 4 Rule 16 request, a defendant has an independent right to 
discovery of his statements ard certain other relevant information under 
Brady v. Maryland, 373 U.S, 83 (1953). Brady requires the government to 
disclose evidence i its possession favorable ta the defendant ard raaterial 
to either guilt or punishment. Material evidence must be disclosed if ic is 
exculpatory or if it coud be used to impeach a governinent witness. (U 


“[pjradent prosecutors err heavily on the side of disclosure to avoid 
unnecessary discovery litigation. or charges of prosecutorial misconduct.” 


The memorandum neted that most courts and the Justice Department’s 
Office of Professional Responsibility view av. intentional failure to disclose 
Brady material as prosecutorial misconduct.4¢§ [Uj 


However, according to the merncrandum, when production of the 
deferncant’s statements or other information would reveal classified 
<ncormation, the government may assert a national security privilege, 
sometimes knowr as the state secrets privilcge406 Jf the government: 
asserts £ colorable claim in a legal proceeding that classified information is 
privieged, the defendant must show that the information js not only 

WS See alec United States v. Scarpa, G13 F.2d 993, 1011 (201 Cir. 1990}, citing 
United States v. McBiroy, 697 F.2d 489, 164 (29¢ Cir, 1L9Ha'{“lesle 16 Aces net cover ural 
statements unreated to the evine charged ur complotcly separete from the zovernmeni’s 
iria] ev:idence."!|, IL} 


“3 Counsel for Intelligence Policy damnes Baker tolé us the memorandum was 
crafted at h’s request by an Assisten U.S. Attorney who hac been detailed to OIPR, Baker 
sail he requested the memorandum. to refresh his urwersianding of the government's 


aiscovery ahlizstions in criminal sresscutioas. (U//PAUD) 


Wo The slate secrete privilege is a com-nen law dectrine asserted by ihe United 
States goverment to protect classified infermation. See generally, United States v. 
Reynolds. 340 15.7 (1952), CH 


G54 
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relevant but material. If the defendant can show materiality, some courts 
balance the defendant’s need for disclosure against the government’s 
substantial interest in protecting sources and methods associated with the 
sensitive information. See United States v. Sarkissian, 841 F.2d 959, 965 
(9t Cir. 1988); United States v. Smith, 781 F.2d 1102, 1180 (4th Cir. 1985) 
(en banc). (U) 


The government can also invoke the Classified Information Procedures 
Act (CIPA), 18 U.S.C. App. 3, to protect classified information in federal 
prosecutions. CIPA does not expand or limit a defendant’s right to discovery 
under Rule 16; rather, CIPA allows a court, “upon a sufficient showing” to 
authorize the government to delete specified items of classified information 
from otherwise discoverable documents, substitute a summary of the 
information, or stipulate to relevant facts that the classified information 
would tend to prove. (U) 


As detailed below, after aspects of the Stellar Wind program were 
disclosed in The New York Times and confirmed by the President in 
December 2005, the Justice Department invoked CIPA to prevent disclosure 
of the program and any program-derived information i 
criminal cases 


{PS/ {STEW} SHFOCTNEP 


II. Cases Raise Questions about Government’s Compliance with 
Discovery Obligations (U) 


The tension between the highly classified nature of the Stellar Wind 


program and the governmenit’s discovery obligations in criminal cases 
initially arose in ie 
A. pee (TS7/STLW//SI/7OCTNFY- 


The Department’s awareness that Stellar Wind woul 
implications in criminal discovery arose in a case involving 


_(Cont’d.) 
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information collected under Stellar Wind would be discoverable and, more 
generally, how the Stellar Wind collections might be treated in view of the 
government’s discovery obligations in criminal prosecutions. 


(TS77 STEW PSI OEY 


Baker said he raised these issues with Attorney General Ashcroft, FBI 
Director Mueller, and other Justice Department, FBI, and NSA officials. 
Baker state z at a determination should first be made 
whether M icc through Stellar Wind also 
were captured through FISA and therefore could be produced. Baker said it 
turned out had been intercepted under FISA and 
could be produced under that authority rather than as a result of Stellar 
Wind collections. Baker told the OIG that he was relieved by this outcome, 
but continued to be concerned about future cases. 


ESTP STEWT TSI TOCTNEY 
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° a Yoo orally recommended to Ashcroft that the 
Justice Department not disclose the Stellar Wind program intercepts to the 
Pee Yoo subsequently memorialized his advice ina 


memorandum. 
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Yoo finished his written memorandum regarding 
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412 At the time Yoo wrote thc EEE emorandum, he, Baker, and 
Ashcroft were the only non-FBI Justice Department officials read into the Stellar Wind 


program. {F3773PEW7SH70€7NF}— 


413 
414 


(Conca, 


339° fa eo saree z z 5 stant igus nate 


acknowledged that he is not well versed in criminal law. During an 
interview with the Department’s Office of Professional Responsibility (OPR) 
in connection with its investigation concerning his legal opinions in support 
of a detainee interrogation program, Yoo stated that “criminal prosecution 
process in the Department was not my specialty,” and “criminal law was not 


my area.”415 (PS3}/81/-/OC/NE) 


II. Criminal Division Examines Discovery Issues (U) 


Following the Justice Department’s Criminal 
Division was tasked with developing procedures for handling Rule 16 
disclosure issues because the issues fell within its area of expertise. Asa 
result, in Patrick Rowan, a senior counsel in the Criminal 
Division, was read into the program to deal with Stellar Wind-related 
discovery issues. Rowan’s supervisor, Criminal Division Assistant Attorney 
General Christopher Wray, was also read into the program at the same time. 


415° The OPR investigation concerned a Top Secret compartmented program relating 
to detainee interrogations: Yoo drafted legal opinions for this program while in the Office of 
Legal Counsel. However, as discussed in Chapter Four, in contrast with the Stellar Wind 
program at least four other OLC attorneys assisted Yoo with drafting the legal memoranda. 
Yoo was also able to consult with Criminal Division attorneys and the client agency on this 


matter. {TS7/STEWH}/SH7OC/NE) 
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Wray and Rowan were the first Department attorneys with Criminal 
Division-level responsibility for terrorism prosecutions to be read into the 


program.{FS//STLWH}SH CEFF 


Wray told the OIG that after his and Rowan’s read-in, they “were kind 
of left on our own.” He said that no one directed him or Rowan to continue 
studying the Rule 16 issues or the government’s Brady obligations in 
connection with international terrorism prosecutions, nor did anyone tell 
them to develop any judgments or opinions on the subject. (U) 


that at some point after his read-in he may have read 
voo i memorandum on the Department’s discovery 
obligations in and he instructed Rowan to review the 
memorandum, but stated that he could not recall whether the purpose of 
Yoo’s memorandum was to lay out in general the pertinent legal issues or to 
document es in particular was to be handled. Rowan 
told us that he did not recall having any problems with the conclusions Yoo 


reached. {TS//STEW//S1/7/OG7NF) 


A. The “Informal Process” for Treating Discovery Issues in 
International Terrorism Cases (U) 


During his OIG interview, Rowan described the processes at the 
Department prior to the December 2005 disclosure of aspects of the Stellar 
Wind program in The New York Times to address discovery obligations with 
respect to Stellar Wind-derived information. He said that the NSA was 
generally aware of the Justice Department’s international terrorism criminal 
cases, at least in part due to NSA’s ongoing contacts with Patrick Philbin 
and others in the Department. According to Rowan, the NSA’s general 
awareness of the Department’s international terrorism docket amounted to 
an “informal process” for spotting cases that may present discovery issues. 
Rowan stated that prosecutors in U.S. Attorney’s Offices typically would 
request the NSA to perform “prudential searches” of its databases for any 
relevant information concerning their prosecutions, including for discovery 
purposes, although this did not happen in every international terrorism 
case. Rowan stated that if the NSA located any responsive but classified 
information, it would be expected to notify senior Justice Department 
officials with the requisite clearances about the information. Rowan said he 
was confident that if Brady information were known to the NSA, it would be 
brought to the attention of the Department and steps would have been 
taken to dismiss the case or otherwise ensure the program was not 


disclosed. —F8//SFEW//SH7/CCTNF) 


In addition to these routine communications between Department 
prosecutors and the NSA in criminal prosecutions, Rowan described other 
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mieasures that were in olace to keep Stellar Wind-derived information oul of 


the criminal prosecution process. He stated that the FBI had “walled of” 
any evidence it collected trom inchision jn ap ecasés hy tppine cut 


Stellar Wind-derived information under Ree with a caveat that. the 
mfonastion in the tipper was “for lead purposes only.” Rowan noted that 
OIPR also had in place a serabbmg process to deicie program-desived 
information from FISA applications. Rowan expressed confidence that these 
mechanisms ensured that no program information was used in 
im.ertiatigaal terrorisra prosecutions.4/6 Finally, towan siated that the FBI 
is “very quick to get FISAs tp,” thereby rointmizing the hlcelinvoc that He 
NSA’s Stellar Wind database would be the sole repository or Brady material. 
ATS ASTLALL eS OC ANE 


BE. May 2005 Memorandum Analyzing Discovery Issues Raised 
by the Stellar Wind Program {T57 /STLW//SY /OC/RFI- 


At the direction of Assistant Attorney General Wray, Rowar 
memorialized his research regarding these discovery issues ina 
memorandum entitled “Tiscovery Issues Raised by Stellar Wind.” He 
completed the memorandum en May 4, 2005, shortly before Wray lelt the 
Department, Rowan said he worked on the memorandum largely alone, 
consulting occasionally with Wray. Rowan said it was very difficult to work 
an the matter secause of the secrecy surrounding uke program and the 
other demands of his job.’ (Sy (ETE ASSL LOGS 


4G As discussed in Crantor Six, the caverts were ditended te exclude ei. the outset 
any Stellar Wine-derived in: macion trom FISA applications and other criminal pleacings. 
The scrubbing prosess acts as a second eieck agameat including this information in PISA 
applications. However, neither the caveats nor the scrubbing, process relieved ike 
goverament of its obhgetions tider Brady to disciose evidence in the government's 
pussesyion favorubie to the defendant and material te either guilt or puntshment. 


-TIF Pp SEL 4 SEE POET NES 


47 He memorandum noted, “Becaucs there were ro additional attorneys wittum the 
Orminal Division who were reac. ints the prasram. lanc very few in the Ucpartment 


Nea 


generally}, we Lave been unable fo assign. wor to others er to fully consult with others 
within the Division.” {88 /;81/ {98} 
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Attorney’s Manual (USAM). For cases in which the Intelligence Community 
had no active involvement in the criminal investigation, the USAM stated 
that there are two circumstances in which the prosecutor must conduct a 
“suitable search” of Intelligence Community files: (1) where the prosecutor 
has “direct or reliable knowledge” that the Intelligence Community 
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possesses potential Brady or other discovery material: os, (2) in the ebserece 
of suca knowledge, where “there nonetheless exists any reliable indication 
suggesting” that the Inteiligeace Community possesses such material. 

USA M, Ormi nal Resources Manua: § 2052 (2902). The USAM sisted that, 
as a general rule, a prosecutor shouid not seek access te Intelligence 
Community files unless there -sertaficmelive obligation to do so. However, 
il noted that certain types of cases, including terrerism prosecutions, fall 
outside this genera. rule. In such cases, the USAM advised that the 
prosecutor should conduct a “prudeniial search.” Id. 

“TPE ALE EAL AI SES HOC AME. 


Rowan wrote that the practice in several sections within the Crintinal 
Division was to “generally go beyond both the iegal obligations outlined! ‘in 
his memorandum} ard the gencral rule outlined in the USAM, ictiating 
searches ou! of prudence, rather than a legal obligalion.” For instance, 
Rowan reported that the practice of the Criminal Division's 
Counterespionage Section [CES] was to search Intelligetice Community files 
in almost every case, even in: -nstances i it ae the tr poe sas Community 

„hat EE inibe, 


us ANE E S AS 
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ait 


The OIG i interviewed Joka Dion, the Caiet of CES, which became part of the 
National Seeurity Devision in 2006. Dion stated chat CES had no Exed policy fer 
comclicting prudenmial sesrches of Intelligence Cenntanty files, Sut rather approached rhe 
subject art a cage- Dy-case basis, Dion stated thai such : searches are conducted im cases in 
which there ia akely to be -tell'gence coilection concerning the defendant as “suggested by 
the facis of the matien” Ee added that the searches were requested fora ve viety of 


reasons, inchiding for pu TPOSES of meeiiny discovery obligations. Dior said tar searches 
also were requested to determine whetter the defendant has à “velationskin” with ar 
Ts 


intelligence agency. He vored that CES dses not request prudential searches as 4 inalier of 
course lot eed pals spurious recuvets. 487 ti MEL 


Ge sid CES was a propyusr: L 
gi the position that. line prosecutors with whom € TES co-presecutes cases should have the 
sume knowlecge as CES concerning the “national security enuiti¢s® ivo vad in each case, 
Dion sad this arrangement ase allows for the AUBA, who is often the prosecutor isos 
lamia: with the case and the jurisdictional practices, to review any Intelligesce 
Community material for Rule 16 and Prady surposes. Dion acknowledged the imitations 
In this arrar.gerert conceruing strictly cermpartmer ted programs such as Stelar Wing, 
where the NSA understandably would be veisetant to read in iine prosecutors for the 
“mited purpose uf screening defcrse discovery requests, BAYSTAWY YOGA 
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was for the CES attorney to use the provisions of CIPA to prevent disclosure 
of sensitive material. Rowan noted that other sections within the Criminal 
Division also relied on CIPA to protect Intelligence Community files found 


during searches. {FS//S1/-/0C/NF) 


Thus, although Rowan’s memorandum did not contain a proposal for 
handling discovery requests in cases involving Stellar Wind, it identified key 
legal issues that would have to be addressed as a part of any such proposal. 


R2 When Rowan became principally responsible for coordinating the Department’s 
résponses to defense discovery requests as a Deputy Assistant Attorney General in the 


(Cont’d.)- 
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Shortly before Rowan finished his memorandum in May 2005, OLC 
Principal Deputy Assistant Attorney General Steve Bradbury became the 
acting head of OLC. Bradbury told us that he recalled having some 
discussion with Rowan about how discovery matters should be handled in 
connection with the Stellar Wind program. Bradbury said that Join 
Bisenberg, later a Deputy in OLC, alsa may have discussed the matter with 
Rowan. Bradbury stated that he did not believe that OLC followed up on 
Rowan’s request that it continue researching these issues. 


Fisenberg told us that he discussed the Rule 16 issue with Rowan at 


some point, but did not recall whether they discussed the Brady issue, He [b1, b3, b6, 
recaled discussing Yoo" EEE an with Rowan and |b7C, b7E 
said he believes the Justice Department took the position that the Yoo - 
was correct, at least with respect to Yoo’s legal analysis in 
iii Sst.) j1/ ;oc1 Ne . 
When we showed Eisenberg a copy of Rowan’s May 4, 2005, 
memorandum, Eisenberg stated that he had not previously seen it. 
Eisenberg told us that OLC would not typically be responsibie for 
addressing the discovery issues presented in Rowan’s memorandurn and 
that he was not aware of any DLC opinion on the subject other than Yoo’s 
memorandum. Eisenberg also said ‘he was not aware of any formal 
procedures for handling Rule 16 disclosure requests or the government’s 


. affirmative Brady obligations other than the ex parte in camera motions 
practice pursued by the National Security Division, discussed below. 


CES Chief Dion agreed that OLC would not be the appropriate entity . 
to review discovery procedures in the context of Stellar Wind, in part 
because OLC attorneys generally do not have criminal litigation expertise. 
Dien suggested that if the Department were to develop procedures for 
handling discovery of Intelligence Conmmumity files, it should be done by the 
Department’s National Security Division in coordination with United States 
Attorneys’ Offices, and it- should be binding only an those two entities. 
Rowan, while generally agreeing with Dion, told the OIG that he believed the 
OLC appropriately could have analyzed the legal issue of what impact a 


re ae F 


on The results of these searches were produces tothe coutts es T 
parie in camera, pursuant to CIPA. FS 4-SPLW alison Sa 
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guilty plea would have on the government’s Brady obligations. 


IV. Use of the Classified Information Procedures Act (CIPA) to 
Respond to Discovery Requests (U) 


After publication of The New York Times articles in December 2005, 
the Justice Department received numerous discovery requests in connection 
with international terrorism prosecutions throughout the country. After 
these articles, additional officials in the Criminal Division were read into the 
Stellar Wind program, including the new Assistant Attorney General Alice 
Fisher and other senior officials, both to assist with the Criminal Division’s 
investigation into the leak of information to The New York Times and to 
handle the discovery requests following the public confirmation of the 
program by the President and other Administration officials in December 
2005.423 After the National Security Division was created in September 
2006, it assumed much of the responsibility for handling the responses to 


discovery requests. [TS//STEW//SH-/0G/NFE}— 


Typically, the defense motions sought to compel the government to 
produce information concerning a defendant that had been derived from the 
“Terrorist Surveillance Program,” the term sometimes used by the 
government to refer to what the President confirmed after publication of The 
New York Times articles. The government responded to the discovery f 
requests by filing ex parte in camera responses requesting to “delete items” 
from material to be produced in discovery pursuant to CIPA.-(S8//NF)- 


In the following sections we provide a brief overview of CIPA and its 
use in international terrorism cases potentially involving Stellar 


Wind-derived intelligence. (FS//STEW//S]7/96 A454 
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A. Overview of CIPA (U) 


The Classified Information Procedures Act, 18 U.S.C. App. 3, was 
enacted in 1980 to provide procedures for protecting classified information 
in federal criminal prosecutions. When a party to a criminal proceeding 
notifies the court that classified information will be used in the course of the 
proceeding, CIPA requires the court to initiate procedures to “determine the 
use, relevance, or admissibility of the classified information that would 
otherwise be made during the trial or pretrial proceeding.” 18 U.S.C. App. 3 
§ 6(a). Where the government holds the classified information, it may bring 
the matter before the court ex parte, but it also must provide notice to the 
defense that classified information is at issue. Id. at § 6(b)(1). (U) 


Protective procedures generally are established through a CIPA 
hearing with both parties present. The hearing may be conducted in 
camera if the government certifies that an in camera hearing is necessary to 
protect the classified information. Id. at § 6(a). Typically, the government 
seeks an order to protect against the disclosure of any classified information 
to the defense. The government may also seek to withhold production of the 
classified information in one of three ways: (1) deletion of the classified 
items from the material disclosed to the defendant, (2) summarization of the 
classified information, or (3) admission of certain facts that the classified 
information would tend to prove. Id. at § 4. Based on the OIG’s review of 
CIPA filings related to the Stellar Wind program, the government has only 
used option 1 (deleting classified items from material to be disclosed to the 
defendant) in response to defense motions for Stellar Wind information. 


To prevent the disclosure of classified information, the government 
may make an ex parte showing to the court. To do so the government must 
submit “an affidavit of the Attorney General certifying that disclosure of 
classified information would cause identifiable damage to the national 
security of the United States and explaining the basis for the classification 
of such information.” Id. at § 6(c)(2). If the court decides that the 
defendant’s right to access to the evidence outweighs the government’s 
national security interests, the government can choose to dismiss the 
indictment rather than make a disclosure. United States v. Moussaoui, 382 
F.3d 453, 466 n. 18, 474-76 (4% Cir. 2004). (U) 


B. Use of CIPA in International Terrorism Prosecutions Alleged 
to Involve Stellar Wind-Derived Information 


{ES//STLWTSI/ OCT NE) 


We reviewed the CIPA pleadings files maintained in the National 
Security Division relating to the Stellar Wind program. In almost every 
instance, the CIPA litigation was handled by the National Security Division 
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without the involvement of the line prosecutors in the U.S. Attorney’s Offices 
who handled the underlying prosecutions but who were not read into the 


Stellar Wind program. -—FS//STLWH/SI-40C/ NF) 


Rowan, who became the National Security Division Acting 
Assistant Attorney General in April 2008 and was confirmed_as the 


Assistant Attorney General in September 2008, told us tha 


(FS /SELW//SH/JOC/NE) 


The scope and nature of the defense motions initiating the CIPA 
litigation varied, depending on the procedural posture of the case. For 
instance, some defense motions sought to compel discovery of NSA 
surveillance information, while others sought to suppress all government 
evidence and, in the alternative, have the government’s case dismissed on 
the theory that illegal electronic surveillance caused the government to 
initiate its criminal investigation in the first instance. 


Regardless of the varying procedural posture of the cases and the 
scope and nature of the defense motions, the government responses we 
examined were fairly uniform, consisting of a motion to delete items from 
discovery, a legal memorandum in support of the motion, declarations from 
senior FBI and NSA officials, and a proposed order. 


+837 /STEWT/SI/7 OC NFL 


The government’s CIPA submissions asserted that the information at 
issue in the discovery litigation was classified and subject to the national 
security privilege as codified in CIPA. They generally described the types of 
information i i l j i incl) 
might reveal. 
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The government’s responses we reviewed uniformly stated that 
information in the NSA’s intelligence reports had not been or would not be 
used as evidence, and that there was no causal connection between the 
information in the reports and any evidence used or to be used at trial, or 
was too attenuated from the evidence to be discoverable. The government 
argued that because the facts concerning the NSA’s reporting would not aid 
the defense, the court need not explore the sources and methods used to 
acquire the information. The submissions also argued that the information 
collected by the NSA was not included in the government’s FISA application, 
and therefore was too attenuated from the trial evidence to merit a review of 
the means by which the intelligence information was gathered. The 
government asserted that the “causal connection” between discovery of the 
derivative evidence and the alleged illegal search “may have become so 
attenuated as to dissipate the taint.”426 It is important to note th 

overnment did not ar i 


C. Government Arguments in Specific Cases (U) 


In this section we describe M cases that illustrate the arguments 
made by the government in CIPA litigation with respect to defendant’s 
requests for discovery of Stellar Wind-derived information. 


TTS STEWSHOC/NF}) 


425 In several instances, the Stellar Wind information was disseminated within the 
FBI after the FBI already had obtained a FISA order to conduct electronic surveillance of 
the defendant, thus allowing the government to argue that the NSA reporting played no role 
in its acquisition of the evidence used or planned to be used against the defendant. 
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426 Nardone v. United States, 308 U.S. 338, 341 (1939). The government also 
argued in its submissions that suppressing its evidence would not serve any deterrence 
purpose. The government argued that the NSA acquires, processes, and disseminates 
intelligence not to produce criminal prosecutions, but to protect the national security. It 
asserted that any suppression of evidence would therefore frustrate a criminal prosecution 
and create an incentive for the intelligence community not to share information with law 
enforcement, thereby harming national security, 
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YV. ORG ANALYSIS (U) 


We found ihai. the Department made Little cffert lo understand and 
comply with its discovery obigations in connection with Stelar 
Wind-derivec infortaatier for the first several years of the program. The 
Department’s Tmtled initial effort was also hampered by the hniuted mumher 
of attormeya who were read into the program. As a result, OLC attorney 
Jobn. Yoo elene initiaily analyzed the government’s discovery obligations in 
one early case, and he produced a legal analysis that was based on an 
incorrect understancing of the facts of the case to which it applied. When 
other attorneys from the Departments Criminal Division eventually were 
reac into the prograra, Lheir review of these discovery issues implicitly 
rejected You's analysis. At thar point, the Department eventually tool steps 
+o address, on a case by-case basis, its discovery obligations. However, in 
our view, inest Di ave not complete and do not fully ensure that the 
government has met its discovery obligations regarding monna jorn 
obtained through nae stellar Wind program. {TS 4 SILY BER Oe sae 


As described in this chapter, in 2002 the Department first recognized 


that the Stelar Wind program could have intulications for Niscovery 
obligations in terrorism cases, OIPR Counsel Baker raised with Desartment 
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and FBI officials the question of how the government would meet its 
discovery obligations regarding Stellar Wind information. Despite 
awareness of this issue, the Department took no action at this time to 
ensure that it was in compliance with Rule 16 or Brady with respect to 
Stellar Wind-derived information. We believe that at this point senior 
Department officials were on notice that, at a minimum, the discoverydss 
merited attention. However, no concrete action was taken until — 
in the context haa when the Department had to address 
how to handle Stellar Wind information that was not also obtained under 
FISA and that could be material to the def 

was assigned to Yoo, who concluded 


As with other aspects of the Stellar Wind program, we believe the 
error in Yoo’s legal analysis may have resulted in part from the failure to 
subject his memorandum to typical OLC and Department review and 
scrutiny. Because other Department attorneys were not read into the 
Stellar Wind program, the risk that the Department would produce a 
factually flawed and inadequate legal analysis of these important discovery 
issues was escalated. As we concluded in Chapters Three and Four, we 
believe the lack of sufficient legal resources at the Department during this 
early phase of the Stellar Wind program hampered its legal analysis of 
important issues related to the program. We believe that — 
memorandum is one more manifestation of this problem. OO 


{EST} STEW (S17 OC TNFY- 


In July 2004, Patrick Rowan, a senior counsel in the Criminal 
Division, was read into the program and conducted a more systemic 
analysis of the De ; 
Wind information. 
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With his memorandum, Rowan initiated a request that the issue be further 


examined by OLC.-{F8//SH//44*}-— 


i , other than in informal discussions with Rowan concerning 
M ocrancurs, OLC did not further examine these issues or 
follow up on Rowan’s recommendation. While we recognize that OLC was 
not responsible for developing litigative strategy on this issue, we believe 
that OLC or another appropriate Department component should have 


provided guidance on this important legal issue. {FS//STLW//SI//OC/NF) | 


We recommend that the Department conduct a comprehensive legal 
assessment of the important 
that still remain unresolve 


the legal 


ramifications of a guilty plea on the government’s disclosure obligations 
under Rule 16 and in particular Brady. We believe the Department should 
carefully consider whether it must re-examine past cases to see whether 
potentially discoverable but undisclosed Rule 16 or Brady material was 
collected by the NSA, and take appropriate steps to ensure that it has 
complied with its discovery obligations in such cases. (F8//SH/}/NF}- 


However, the Department’s handling of these motions did not require the 
Department to identify the potentially discoverable information derived 
under the Stellar Wind program that may exist in other cases. We 
recommend that the Department, in coordination with the NSA, develop and 
implement a procedure for identifying Stellar Wind-derived information that 
may be associated with international terrorism cases, currently pending or 
likely to be brought in the future, and to evaluate such information in light 
of the government’s discovery obligations under Rule 16 and Brady. 


{TS//STLW//ST//OC/NE}— 
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CHAPTER EIGHT 
PUBLIC STATEMENTS ABOUT THE SURVEILLANCE 
PROGRAM (U) - 


This chapter examines Attorney General Alberto Gonzales’s testimony 
and public statements related to the Stellar Wind program. Aspects of this 
program were first disclosed publicly in a series of articles in The New York 
Times in December 2005. In response, the President publicly confirmed a 
portion of the Stellar Wind program — the interception of the content of 
international communications of people reasonably believed to have links to 
al Qaeda and related organizations. Subsequently, Attorney General 
Gonzales was questioned about the program in two hearings before the 
Senate Judiciary Committee in February 2006 and July 2007. {S//NF)- 


In between those two hearings, former Deputy Attorney General 
James Comey testified before the Senate Judiciary Committee about the 
dispute between the Department and the White House concerning the 
program. Gonzales’s and Comey’s differing congressional testimony led to 
allegations that Gonzales had made misleading statements to Congress 
about the dispute and the program itself.434 (U) 


In this chapter, we examine whether Attorney General Gonzales made 
false, inaccurate, or misleading statements related to the Stellar Wind 
program. (U//FOUO) 


I. Summary of the Dispute about the Program (U) 


As described in detail in Chapters Three and Four, the Stellar Wind 
program is best understood as consisting of three types of collections, 
informally referred to as “baskets.” Basket 1 related to the collection of 
e-mail and telephone content. Initially, the Stellar Wind program collected 
e-mail and telephone content when probable cause existed to believe one of 
the parties to the call or e-mail was outside the United States and at least 
one of the communicants was a member of an international terrorist group. 


434 For example, Senator Arlen Specter stated at a Senate hearing on July 24, 2007, 
that he did not find Attorney General Gonzales’s testimony to be credible and suggested to 
the Attorney General that he “review this transcript very, very carefully.” After this hearing 
Senate Judiciary Committee Chairman Patrick Leahy sent a letter to the OIG, dated 
August 16, 2007, asking the OIG to review Gonzales’s statements to determine whether 
they were intentionally false, misleading, or inappropriate. Gonzales testified several times 
before the Senate and House Judiciary and Intelligence Committees about the program, In 
this chapter, we focus on his February 2006 and July 2007 testimony in which he 
discussed the events of March 2004. (U) 
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Basket 2 involved bulk collection of telephony meta data, and basket 3 


involved bulk collection of e-mail meta data. (TS7/STEW77SH/7CCTNF) 


These collections were authorized by a Presidential Authorization that 
was re-issued at approximately 30 to 45-day intervals. Each Authorization 
was certified as to form and legality by the Attorney General. The Attorney 
General’s certifications were initially supported by legal opinions from OLC 
attorney John Yoo affirming the legality of the program. 


(TS//STLWY/ST//OC/NF) 


As discussed in Chapter Four, after Jack Goldsmith was confirmed as 
Assistant Attorney General for OLC in October 2003, he, along with 
Associate Deputy Attorney General Patrick Philbin, conducted an analysis of 
the legal basis underlying each basket in the Stellar Wind program. Asa 
result of this review, he, Philbin, and recently confirmed Deputy Attorney 
General Comey concluded that they could find no legal ort for several 
aspects of the existing program. 


In early March 2004, the dispute between the Department and the 
White House over the Department’s revised legal analysis of the Stellar Wind 
program came to a head. Deputy Attorney General Comey, who assumed 
the duties of the Attorney General when Attorney General Ashcroft was 
hospitalized, informed the White House that the Department could not 
recertify the program. This dispute culminated in the unsuccessful attempt 
by then-White House Counsel Gonzales and White House Chief of Staff 
Andrew Card to get Attorney General Ashcroft to overrule Comey and 
recertify the program while he was in the hospital. When Ashcroft refused 
to certify the program and said that Comey was acting as the Attorney 
General, not him, the President reauthorized the program without the 
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Attorney General’s certification. Instead Gonzales, as White House Counsel, 


recertified the program. (FS//SH//NF}- 


After the White House’s actions to continue the program without 
Justice Department certification, Deputy Attorney General Comey, FBI 
Director Mueller, and many other senior Department officials considered 
resigning. When the President learned of this, he directed that the 


 ATSHSTLWHSHTOC4NF} 


II. The New York Times Articles and President Bush’s Confirmation 
Regarding NSA Activities (U) 


In 2004, aspects of the Stellar Wind program were disclosed to two 
reporters for The New York Times. The reporters, James Risen and Eric 
Lichtblau, sought to publish an article about the program in late 2004. 
However, after a series of meetings with Administration officials who argued 
that publication of the story would harm the national security, The New 
York Times agreed to delay publishing the story. {SNEL 


The New York Times eventually published a series of articles about 
the program on December 16 through 19, 2005. According to one of the 
reporters, the Times decided to publish the articles at least in part because 
the newspaper learned of serious concerns about the legality of the program 
that had “reached the highest levels of the Bush Administration.”435 (U) 


The first article, on December 16, 2005, was entitled, “Bush Lets U.S. 
Spy on Callers Without Courts.” This article stated that “Months after the 
Sept. 11 attacks, President Bush secretly authorized the National Security 
Agency to eavesdrop on Americans and others inside the United States to 
search for evidence of terrorist activity without the court-approved warrants 
ordinarily required for domestic spying, according to government officials.” 
The article described in broad terms the content collection aspect of the NSA 
program (basket 1), stating that according to officials the NSA has 
“monitored the international telephone calls of hundreds, perhaps 


4335 See Eric Lichtblau, Bush's Law (2008), p. 203. (U) 
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thousands, of people inside the United States without warrants over the 
past three years in an effort to track possible ‘dirty numbers’ linked to al 
Qaeda.” The article stated that the NSA continued to seek warrants to 


monitor purely domestic communications._{f87/STEW}/51H/ (CCA 


The article asserted that “reservations about aspects of the program” 
had also been expressed by Senator Jay Rockefeller (the Vice Chair of the 
Senate Select Committee on Intelligence) and a judge who presided over the 
FISA Court. The article added, “Some of the questions about the [NSA’s] 
new powers led the administration to temporarily suspend the operation last 
year and impose more restrictions, officials said.” The article also stated 
that “In mid-2004, concerns about the program expressed by national 
security officials, government lawyers and a judge prompted the Bush 
administration to suspend elements of the program and revamp it.” 
However, the article incorrectly tied this suspension of the program to Judge 
Colleen Kollar-Kotelly’s concerns that information gained from the program 
was also being used to seek FISA orders, rather than to the March 2004 
dispute between Department officials and the White House about the 


legality of aspects of the program. (TS//SH-/NF}- 


On December 17, 2005, the day after The New York Times published 
the first article, President Bush publicly acknowledged the portion of the 
NSA program that was described in the article. President Bush described in 
broad terms these NSA electronic surveillance activities, stating: 


In the weeks following the terrorist attacks on our nation, I 
authorized the National Security Agency, consistent with U.S. 
law and the Constitution, to intercept the international 
communications of people with known links to al Qaeda and 
related terrorist organizations. Before we intercept these 
communications, the government must have information that 
establishes a clear link to these terrorist networks. 


This is a highly classified program that is crucial to our national 
security. Its purpose is to detect and prevent terrorist attacks 
against the United States, our friends and allies. Yesterday the 
existence of this secret program was revealed in media reports, 
after being improperly provided to news organizations. Asa 
result, our enemies have learned information they should not 
have, and the unauthorized disclosure of this effort damages 
our national security and puts our citizens at risk. Revealing 
classified information is illegal, alerts our enemies, and 
endangers our country .... 


The activities I authorized are reviewed approximately every 45 


days. Each review is based on a fresh intelligence assessment of 
terrorist threats to the continuity of our government and the 
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threat of catastrophic damage to our homeland. During each 
assessment, previous activities under the authorization are 
reviewed. The review includes approval by our nation’s top legal 
officials, including the Attorney General and the Counsel to the 
President. I have reauthorized the program more than 30 times 
since the September 11th attacks, and I intend to do so for as 
long as our nation faces a continuing threat from al Qaeda and 
related groups.436 (U) 


WI. Other Administration Statements (U) 


On January 19, 2006, the Justice Department issued a document, 
informally referred to as a “White Paper,” entitled “Legal Authorities 
Supporting the Activities of the National Security Agency Described by the 
President.” The 42-page document addressed in an unclassified form the 
legal basis for the collection activities that were described in the 
December 16, 2005, New York Times article and other media reports and 
confirmed by President Bush. The White Paper stated that the President 
acknowledged that “he has authorized the NSA to intercept international 
communications into and out of the United States of persons linked to al 
Qaeda or other related terrorist organizations.” (U) 


The White Paper reiterated the legal theory advanced by the 
Department in Goldsmith’s May 2004 memorandum about the revised NSA 
program, which concluded that the September 18, 2001, Congressional 
Authorization for the Use of Military Force authorized the President to 
employ “warrantless communications intelligence targeted at the enemy,” a 
fundamental incident of the use of military force, pursuant to the 
President’s Article II Commander-in-Chief powers. The White Paper also 
argued that the NSA’s activities were consistent with FISA, as confirmed and 


supplemented by the AUMF. -FS//Si/-/¥}———_ 


On January 22, 2006, the White House also issued a press release 
and memorandum to counter criticism of the NSA program by members of 
Congress. The press release was entitled “Setting the Record Straight: 
Democrats Continue to Attack the Terrorist Surveillance Program.” This 
document was the first time we found any official use of the term “Terrorist 
Surveillance Program” to apply to the NSA program or aspects of the 


program.*37 {SNF} 


436 The full text of President Bush’s December 17, 2005, radio address can be found 
at htip:/ /www.whitehouse.gov/news/releases/2005/12/print/20051217.html. (U) 


437 See http:/ /www.whitehouse.gov/news/releases/2006/01/200060122 html. We 
found that the term was used in the media prior to this time. The first published reference 
(Cont’d.) 
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The following day, on January 23, 2006, President Bush referred to 
the “terrorist surveillance program” during a speech at Kansas State 
University: 


Let me talk about one other program ... something that you've 
been reading about in the news lately. It’s what I would calla 
terrorist surveillance program. (U) 


In the speech, President Bush described the program as the interception “of 
certain communications emanating between somebody inside the United 
States and outside the United States; and one of the numbers would be 
reasonably suspected to be an al Qaeda link or affiliate.” (U) 


On January 24, 2006, Attorney General Gonzales delivered a speech 
at the Georgetown University Law Center which, according to his prepared 
remarks, began by stating that his remarks “speak only to those activities 
confirmed publicly by the President, and not to purported activities 
described in press reports.” Gonzales referred to the program throughout 
his speech as either the “terrorist surveillance program” or “the NSA’s 
terrorist surveillance program.” (U) 


IV. Testimony and Other Statements (U) 


After the New York Times articles disclosed aspects of the NSA 
program, members of Congress expressed concern that the President had 
exceeded his authority by authorizing electronic surveillance activity 
without FISA orders, and congressional hearings were held on the issue. 
Gonzales testified before the Senate Judiciary Committee on February 6, 
2006, and July 24, 2007, about the NSA’s surveillance activities. We 
describe in the next sections his testimony and other statements he made 
about the NSA’s activities, as well as testimony by former Deputy Attorney 
General Comey before the Senate Judiciary Committee on May 15, 2007. 


PSHE SH PRE} — 


we found to the “terrorist surveillance program” in connection with the NSA electronic 
surveillance activities was in NewsMax, an online news website, on December 22, 2005. (U) 
See “Barbara Boxer: Bush Spy Hearings Before Alito,” NewsMax.com, December 22, 2005, 
http: / /archive.newsmax.com/archives/ic/2005/12/22/173255.shtml. On January 20, 
2006, the term appeared again on another Internet blog called “RedState.” See “Making the 
case for the NSA terrorist surveillance program,” at 

http: //www.redstate.com/story/2006/1/20/92730 /0977. (U) 
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A. Gonzales’s February 6, 2006, Senate Judiciary Committee 
Testimony (U) 


In his opening statement before the Senate Judiciary Committee on 
February 6, 2006, Gonzales began by saying that his testimony would 
necessarily be limited: 


Before going any further, I should make clear what I can 
discuss today. I am here to explain the Department's 
assessment that the President's terrorist surveillance program 
is consistent with our laws and Constitution. I am not here to 
discuss the operational details of that program, or any other 
classified activity. The President has described the terrorist 
surveillance program in response to certain leaks, and my 
discussion in this open forum must be limited to those facts the 
President has publicly confirmed — nothing more. Many 
operational details of our intelligence activities remain classified 
and unknown to our enemy — and it is vital that they remain so. 
(U) 


The questioning of Gonzales at this hearing focused primarily on the 
nature of the NSA surveillance activity and the legal basis for it.438 Senator 
Charles Schumer asked Gonzales specifically about accounts of a 
disagreement within the Justice Department over the NSA program: 


SEN. SCHUMER: But it’s not just Republican senators who 
seriously question the NSA program, but very high-ranking 
officials within the administration itself. Now, youve already 
acknowledged that there were lawyers in the administration 
who expressed reservations about the NSA program. There was 
dissent. Is that right? 


ATTY GEN. GONZALES: Of course, Senator. As I indicated, 
this program implicates very difficult issues. The war on terror 
has generated several issues that are very, very complicated. 


SEN. SCHUMER: Understood. 


ATTY GEN. GONZALES: Lawyers disagree. 


438 Neither the Chairman of the Senate Judiciary Committee at the time (Senator 
Specter}, nor the Ranking Member (Senator Leahy}, were read into the program or provided 
the underlying documents authorizing the program.. Senator Leahy stated at the outset of 
the hearing that he and others had made a request to review the Presidential 
Authorizations and OLC memoranda about the program, but that these materials had not 
been provided to the Committee. (U} 
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SEN. SCHUMER: I concede all those points. Let me ask you 
about some specific reports. It’s been reported by multiple 
news outlets that the former number two man in the Justice 
Department, the premier terrorism prosecutor, Jim Comey, 
expressed grave reservations about the NSA program, and at 
least once refused to give it his blessing. Is that true? 


ATTY GEN. GONZALES: Senator, here’s a response that I feel 
that I can give with respect to recent speculation or stories 
about disagreements. There has not been any serious 
disagreement, including — and I think this is accurate — there’s 
not been any serious disagreement about the program that the 
President has confirmed. 


There have been disagreements about other matters regarding 
operations, which I cannot get into. I will also say — 


SEN. SCHUMER: But there was some —I’m sorry to cut you off. 
But there was some dissent within the administration, and Jim 
Comey did express at some point — that’s all I asked you — some 
reservation. 


ATTY GEN. GONZALES: The point I want to make is that, to my 
knowledge, none of the reservations dealt with the program that 
we're talking about today. They dealt with operational 
capabilities that we’re not talking about today. 


SEN. SCHUMER: I want to ask you again about — I’m just — we 
have limited time. 


ATTY GEN. GONZALES: Yes, sir. 


SEN. SCHUMER: It’s also been reported that the head of the 
Office of Legal Counsel, Jack Goldsmith, a respected lawyer and 
professor at Harvard Law School, expressed reservations about 
the program. Is that true? 


ATTY GEN. GONZALES: Senator, rather than going individual 
by individual — 


SEN. SCHUMER: No, I think we’re — this is — 


ATTY GEN. GONZALES: -let me just say that I think differing 
views that have been the subject of some of these stories does 
not — did not deal with the program that I’m here testifying 
about today. 

SEN. SCHUMER: But you are telling us that none of these 
people expressed any reservations about the ultimate program. 
Is that right? 
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ATTY GEN. GONZALES: Senator, I want to be very careful here, 
because, of course, I’m here only testifying about what the 
President has confirmed. And with respect to what the 
President has confirmed, I believe —I do not believe that these 
DOJ officials that you're identifying had concerns about this 
program. (U) 


Throughout the hearing, other Senators asked Gonzales questions 
relating to various aspects of the NSA program, and Gonzales would often 
qualify his answers by stating that he was not discussing activities beyond 
what the President had confirmed. However, in doing so Gonzales 
sometimes suggested that the NSA’s activities under the program were 
limited to what the President had confirmed. In one exchange with Senator 
Leahy, for example, Gonzales suggested that the electronic surveillance 
activities the President had publicly confirmed were the only activities the 
President had authorized to be conducted. Specifically, in response to a 
series of questions from Senator Leahy regarding what activities beyond 
warrantless electronic surveillance Gonzales would deem legal under the 
Authorization for the Use of Military Force, Gonzales stated, 


Sir, I have tried to outline for you and the committee what the 
President has authorized, and that is all that he has 
authorized. ... There is all kinds of wild speculation out there 
about what the President has authorized and what we're 
actually doing. And I'm not going to get into a discussion, 
Senator, about hypotheticals.*39 (S//44)— 


39 On February 28, 2006, Gonzales wrote to Senator Specter to provide additional 
responses to questions that he had answered during his February 6 hearing and to clarify 
certain responses. Gonzales wrote that he confined his letter and testimony 


to the specific NSA activities that have been publicly confirmed by the 
President. Those activities involve the interception by the NSA of the 
contents of communications in which one party is outside the United States 
where there are reasonable grounds to believe that at least one party to the 
communication is a member or agent of al Qaeda or an affiliated terrorist 
organization (hereinafter, the “Terrorist Surveillance Program”). 


One response Gonzales sought to clarify was this response to Senator Leahy. 
Gonzales wrote: 


First, as I emphasized in my opening statement, in all of my testimony at the 
hearing I addressed ~ with limited exceptions — only the legal underpinnings 
of the Terrorist. Surveillance Program, as defined above. I did not and could 
not address operational aspects of the Program or any other classified 
intelligence activities. So, for example, when I testified in response to 
questions from Senator Leahy, “Sir, I have tried to outline for you and the 
Committee what the President has authorized, and that is all that he has 


authorized,” Tr. at 53, I was confining my remarks to the Terrorist 
i = (Cont’d:) 
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In response to Senator Sam Brownback’s question about whether the 
FISA application process would include “even these sort of operations we've 
read about data mining operations? Would that include those sorts of 
operations, or are those totally a separate type of field?” (U) 


Gonzales responded: 


I’m not here to talk about that. Again, let me just caution 
everyone that you need to read these stories with caution. 
There is a lot of mumbling — I mean, mixing and mangling of 
activities that are totally unrelated to what the President has 
authorized under the terrorist surveillance program, and so I’m 
uncomfortable talking about other kinds of operations that 
might — that are unrelated to the terrorist surveillance program. 
(U) 


B. Comey’s May 15, 2007, Senate Judiciary Committee 
Testimony (U) 


Former Deputy Attorney General Comey appeared before the Senate 
Judiciary Committee on May 15, 2007, in a hearing called to examine 
whether the Department had politicized the firing of U.S. Attorneys. 
Senator Schumer, who presided over the hearing, began the questioning by 
asking Comey about reports in the media that in March 2004 White House 
Counsel Gonzales and White House Chief of Staff Card had visited Attorney 
General Ashcroft in the hospital in an effort to override Comey’s decision, 
made when he served as Acting Attorney General, not to certify a classified 
program. Comey was asked to recount the details of the incident. (U) 


After prefacing his remarks by stating that he could not discuss 
classified information, Comey described the events of March 2004, including 
the confrontation between the Department and White House officials in 
Ashcroft’s hospital room. In describing these events, Comey referred to a 
single classified program. For example, Comey testified that: 


In the early part of 2004, the Department of Justice was 
engaged — the Office of Legal Counsel, under my supervision, in 
a reevaluation both factually and legally of a particular 
classified program. And it was a program that was renewed on 
a regular basis and required signature by the Attorney General 


Surveillance Program as described by the President, the legality of which was 
the subject of the February 6th hearing. 


Gonzales also attempted to clarify a response he had given to Senator Leahy about 
when the first Presidential Authorization was signed. Gonzales wrote that “The President 
first authorized the [Terrorist Surveillance] Program in October 2001... .” (U) 
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certifying to its legality. And the - and I remember the precise 
date; the program had to be renewed by March the 11th, which 
was a Thursday, of 2004. And we were engaged in a very 
intensive reevaluation of the matter. (U) 


Comey also testified that “as Acting Attorney General, I would not 
certify the program as to its legality, and explained our reasoning in detail, 
which I will not go into here, nor am I confirming it’s any particular 
program.” As detailed in Chapter Four, Comey then described from his 
perspective the incident in the hospital room and testified that after that 
incident “[t]he program was reauthorized without us, without a signature 
from the Department of Justice attesting as to its legality... .” (U) 


C. Gonzales’s June 5, 2007, Press Conference (U) 


In light of Comey’s statements, questions were raised about the 
accuracy of Gonzales’s February 2006 testimony to the Senate Judiciary 
Committee. For example, in a press conference on June 5, 2007, called to 
announce the indictment of members of an international gang called MS-13, 
the first question a reporter asked Gonzales concerned Comey’s testimony: 


REPORTER: Attorney General, last month Jim Comey testified 
about visits you and Andy Card made to John Ashcroft’s 
hospital bed. Can you tell us your side of the story? Why were 
you there and did Mr. Comey testify truthfully about itP Did he 
remember it correctly? 


ATTY GEN. GONZALES: Mr. Comey’s testimony related toa 
highly classified program which the President confirmed to the 
American people some time ago. Because it’s on a classified 
program I'm not going to comment on his testimony. (U) 


As discussed below, when later asked about this statement, Gonzales 
said that he had misspoke, and that he did not mean to say that Comey’s 
testimony related to the program that the President confirmed. (U) 


D. Gonzales’s July 24, 2007, Senate Judiciary Committee 
Testimony (U) 


Gonzales was again called to testify before the Senate Judiciary 
Committee on July 24, 2007. In advance of Gonzales’s July 24 appearance, 
Senator Leahy sent Gonzales a letter advising him of the questions that 
would be asked at the hearing.*4° The letter referenced Gonzales’s 


410. According to the letter, Senator Leahy took this step because in Gonzales’s 
appearance before the Senate Judiciary Committee on April 19,2007, to discuss the 
removal of nine U.S. Attorneys, Gonzales had responded to an estimated 100 questions that 
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February 6, 2006, testimony in which he stated that Department officials 
did not have “concerns about this program,” The letter also referenced 
Comey’s May 15 testimony concerning the incident in Ashcroft’s hospital 
room in March 2004. The letter specifically advised Gonzales that he would 
be asked to “provide a full explanation for the legal authorization for the 
President’s warrantless electronic surveillance program in March and April 
2004.” (U) 


At the July 24 hearing, Gonzales was repeatedly questioned about 
alleged inconsistencies between his and Comey’s accounts of the events of 
March 2004 and the NSA program. For example, Senator Specter asked: 


Let me move quickly through a series of questions — there’s a lot 
to cover — starting with the issue that Mr. Comey raises. You 
said, quote, “There has not been any serious disagreemént 
about the program.” Mr. Comey’s testimony was that Mr. 
Gonzales began to discuss why they were there to seek approval 
and he then says, quote, “I was very upset. I was angry. I 
thought I had just witnessed an effort to take advantage of a 
very sick man.” 


First of all, Mr. Attorney General, what credibility is left for you 

when you say there’s no disagreement and you're party to going 
to the hospital to see Attorney General Ashcroft under sedation 

to try to get him to approve the program? 


ATTY GEN. GONZALES: The disagreement that occurred and 
the reason for the visit to the hospital, Senator, was about other 
intelligence activities. It was not about the terrorist surveillance 
program that the President announced to the American people. 
(U) 


At other points in the hearing, Gonzales stated that the dispute 
referred to “other intelligence activities,” and not the “terrorist surveillance 
program.” (U) 


Senator Schumer also questioned Gonzales about his answer in the 
June 5 press conference in which he stated that Comey’s testimony “related 
to a highly classified program which the President confirmed to the 
American people some time ago.” Gonzales first responded that he would 
have to look at the question and his response from the press conference, 
and then he said “I’m told that what I’d in fact — here in the press 


he could “not recall.” Leahy wrote that he wanted to assist Gonzales with his preparation 
for the July 24 testimony to “avoid a repeat of that performance.” (U) 
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conference —I did misspeak, but I also went back and clarified it with the 
reporter.”441 (U) 


Gonzales then responded to Senator Schumer that “The President 
confirmed the existence of one set of activities,” and that “Mr. Comey was 
talking about a disagreement that existed with respect to other intelligence 
activities. ... Mr. Comey’s testimony about the hospital visit was about 
other intelligence activities, disagreements over other intelligence activities. 
That’s how we’d clarify it.” (U) 


Other Senators questioned Gonzales’s responses on this issue. For 
example, Senator Feingold stated: 


With respect to the NSA’s illegal wiretapping program, last year 
in hearings before this committee and the House Judiciary 
Committee, you stated that, quote, “There has not been any 
serious disagreement about the program that the President has 
confirmed,” unquote, that any disagreement that did occur, 
quote, “did not deal with the program that I am here testifying 
about today,” unquote, and that, quote, “The disagreement that 
existed does not relate to the program the President confirmed 
in December to the American people,” unquote. (U) 


Two months ago, you sent a letter to me and other members of 
this committee defending that testimony and asserting that it 
remains accurate. And I believe you said that again today. 
Now, as you probably know, I’m a member of the Intelligence 
Committee. And therefore I’m one of the members of this 
committee who has been briefed on the NSA wiretapping 
program and other sensitive intelligence programs. I’ve had the 
opportunity to review the classified matters at issue here. And I 
believe that your testimony was misleading, at best. I am 
prevented from elaborating in this setting, but I intend to send 
you a classified letter explaining why I have come to that 
conclusion. (U) 


Senator Whitehouse, also a member of the Intelligence Committee, 
similarly stated: 


Mr. Gonzales, let me just follow up briefly on what Senator 
Feingold was saying, because I’m also a member of both 
committees. And I have to tell you, I have the exact same 


+H Gonzales also testified that he did not speak directly to the reporter (Dan Eggen, 
from the Washington Post) to clarify the comment. Rather, Gonzales said he told a 
Department spokesperson to go back and clarify the statement to Eggen. (U) 
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perception that he does, and that is that if there is a kernel of 
truth in what you've said about the program which we can’t 
discuss but we know it to be the program at issue in your 
hospital visit to the Attorney General, the path to that kernel of 
truth is so convoluted and is so contrary to the plain import of 
what you said, that I, really, at this point have no choice but to 
believe that you intended to deceive us and to lead us or 
mislead us away from the dispute that the Deputy Attorney 
General subsequently brought to our attention. So you may act 
as if he’s behaving, you know, in a crazy way to even think this, 
but at least count two of us and take it seriously.*#2 (U) 


Gonzales also offered to answer a question about the terrorist 
surveillance program in closed session during this exchange with Senator 
Specter: 


SEN. SPECTER: Going back to the question about your 
credibility on whether there was dissent within the 
administration as to the terrorist surveillance program, was 
there any distinction between the terrorist surveillance program 
in existence on March 10th, when you and the Chief of Staff 
went to see Attorney General Ashcroft, contrasted with the 
terrorist surveillance program which President Bush made 
public in December of 2005? 


ATTY GEN. GONZALES: Senator, this is a question that I 
should answer in a classified setting, quite frankly, because 
now you're asking me to hint or talk — to hint about our 
operational activities. And I’d be happy to answer that 
question, but in a classified setting. 


SEN. SPECTER: Well, if you won’t answer that question, my 
suggestion to you, Attorney General Gonzales, is that you 
review this transcript very, very carefully. I do not find your 
testimony credible, candidly. When I look at the issue of 
credibility, it is my judgment that when Mr. Comey was 
testifying he was talking about the terrorist surveillance 
program and that inference arises in a number of ways, 
principally because it was such an important matter that led 
you and the Chief of Staff to Ashcroft’s hospital room, ...So 
my suggestion to you is that you review your testimony very 
carefully. The chairman’s already said that the committee’s 


42 According to a May 17, 2006, letter from the Director of National Intelligence, 
two other members of the Judiciary Committee - Senators Dianne Feinstein and Orrin 
Hatch — also had been briefed on the NSA program. (U) 
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going to review your testimony very carefully to see if your 
credibility has been breached to the point of being actionable. 
(U) 


Near the end of the hearing Senator Schumer questioned Gonzales 


regarding the meeting at the White House with the “Gang of Eight” 
congressional leaders, just before Gonzales and Card went to Ashcroft’s 
hospital room on March 10, 2004: 


SEN. SCHUMER: OK. But you testified to us that you didn’t 
believe there was serious dissent on the program that the 
President authorized. And now youre saying they knew of the 
dissent and you didn’t? 


ATTY GEN. GONZALES: The dissent related to other 
intelligence activities. The dissent was not about the terrorist 
surveillance program the President confirmed and. . . 


SEN. SCHUMER: You said, sir — sir, you said that they knew 
that there was dissent. But when you testified before us, you 
said there has not been any serious disagreement. And it’s 
about the same program. It’s about the same exact program. 
You said the President authorized only one before. And the 
discussion — you see, it defies credulity to believe that the 
discussion with Attorney General Ashcroft or with this group of 
eight, which we can check on — and I hope we will, Mr. 
Chairman: that will be yours and Senator Specter’s prerogative 
-- was about nothing other than the TSP. And if it was about 
the TSP, you’re dissembling to this committee. Now was it 
about the TSP or not, the discussion on the eighth? 


ATTY GEN. GONZALES: The disagreement on the 10th was 
about other intelligence activities, 

SEN. SCHUMER: Not about the TSP, yes or no? 

ATTY GEN. GONZALES: The disagreement and the reason we 
had to go to the hospital had to do with other intelligence 
activities. 

SEN. SCHUMER: Not the TSP? Come on. If you say it’s about 
“other,” that implies not. Now say it or not. 

ATTY GEN. GONZALES: It was not. It was about other 
intelligence activities. 


SEN. SCHUMER: Was it about the TSP? Yes or no, please? 
That’s vital to whether you're telling the truth to this committee. 
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ATTY GEN. GONZALES: It was about other intelligence 
activities. (U) 


When we interviewed Gonzales, he stated that there was never any 
intent to hide the NSA program from Congress, and he said that Congress 
was briefed on multiple occasions about the program. 443 Gonzales also 
stated that he could not explain to the Se 
“serious” dispute concerned 


Gonzales said that he could 
not recall where the term “terrorist surveillance program” originated, but 
that when he used the term it referred only to the content collection 
activities the President had confirmed publicly, and that the rest of the 
program remained classified. Gonzales also asserted that this distinction 
should have been clear to those on the committee who were read into the 


Stellar Wind program. {TS//STLW//SH//OG/NEE 


E. FBI Director Mueller’s July 26, 2007, House Committee on 
the Judiciary Testimony (U) 


Two days after Gonzales’s July 24, 2007, Senate Judiciary Committee 
testimony, FBI Director Mueller testified before the House Judiciary 
Committee. At this hearing, Mueller was asked about his conversation with 
Attorney General Ashcroft at the hospital on the evening of March 10, 2004. 
As discussed in Chapter Four of this report, Mueller arrived at the hospital 
just after Gonzales and Card left. Mueller was asked to recount what he 
learned from Ashcroft concerning Ashcroft’s exchange with Gonzales and 
Card earlier that evening: 


REP. JACKSON LEE: Could I just say, did you have an 
understanding that the discussion was on TSP? 


MR. MUELLER: I had an understanding the discussion was on 
a-a NSA program, yes. 


REP JACKSON LEE: I guess we use “TSP,” we use warrantless 
wiretapping, so would I be comfortable in saying that those were 
the items that were part of the discussion? 


+43 Gonzales cited in particular the “Gang of Eight” briefing convened on March 10, 
2004, to inform congressional leaders of the Department’s legal concerns about aspects of 
the program and the need for a legislative fix. We also reviewed Gonzales’s closed-session 
testimony before the House Permanent Select Committee on Intelligence (HPSCI), which he 
provided on July 19, 2007, just a few days before his July 24 Senate Judiciary Committee 


testimony. In his classified HPSCI testimony, Gonzales stated, “This disagreement [with 
Justice Department officials] primarily centered o 
+PS7/ STEW SH CE HHT ——= 


MR. MUELLER: I- the discussion was on a national ~ an NSA 
program that has been much discussed, yes. (U) 


We asked Mueller about his understanding of the term “terrorist 
surveillance program,” Mueller said that the term “TSP” was not used by 
the FBI prior to The New York Times article and the President’s confirmation 
of one aspect of the program. Mueller said he understood the term to refer 
to what the President publicly confirmed as to content intercepts. Mueller 
said he believed the term “TSP” was part of the “overarching” Stellar Wind 
program, but that “TSP” is not synonymous with Stellar Wind.444 4+S/}/}44)- 


F. Gonzales’s Follow-up Letter to the Senate Judiciary 
Committee (U) i 


In an effort to clarify his July 24, 2007, Senate testimony, on 
August 1, 2007, Gonzales sent unclassified letters to Judiciary Committee 
Chairman Leahy and Senator Specter: Gonzales’s letter to Leahy stated that 
he was deeply concerned with suggestions that his testimony was 
misleading and he was determined to address any such impression. He 
explained that “shortly after 9/11, the President authorized the NSA to 
undertake a number of highly classified activities,” and that, “although the 
legal bases for these activities varied, all of them were authorized in one 
presidential order, which was reauthorized approximately every 45 days.” 
Gonzales wrote that before December 2005 “the term Terrorist Surveillance 
Program’ was not used to refer to these activities, collectively or otherwise.” 
Rather, Gonzales wrote that the term was first used in early 2006 “as part of 
the public debate that followed the unauthorized disclosure [by the New 
York Times] and the President’s acknowledgement of one aspect of the NSA 
activities[.]” (U) 


444 We also interviewed an NSA official, who serves as an original classifying 
authority for the NSA, about the use of the term “terrorist surveillance program” or “TSP” at 
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Gonzales also wrote in this letter that in his July 24 testimony he was 
discussing “only that particular aspect of the NSA activities that the 
President has publicly acknowledged, and that we have called the Terrorist 
Surveillance Program].|” He wrote that he recognized that his use of this 
term or his shorthand reference to the “‘program’ publicly ‘described by the 
President” may have “created confusion.” Gonzales maintained that there 
was “not a serious disagreement between the Department and the White 
House in March 2004 about whether there was a legal basis for the 
particular activity later called the Terrorist Surveillance Program.” (U) 


Gonzales also wrote in his letter, “That is not to say that the legal 
issues raised by the Terrorist Surveillance Program were insubstantial; it 
was an extraordinary activity that presented novel and difficult issues and 
was, as I understand, the subject of intense deliberations within the 
Department. In the spring of 2004, after a thorough reexamination of all 
these activities, Mr. Comey and the Office of Legal Counsel ultimately agreed 
that the President could direct the NSA to intercept international 
communications without a court order where the interceptions were 
targeted at al Qaeda or its affiliates. Other aspects of the NSA’s activities 
referenced in the DNI’s letter [attached to Gonzales’s letter] did precipitate 
very serious disagreement.” (U) 


V. OIG Analysis (U) 


In this section, we assess whether Gonzales made false, inaccurate, or 
misleading statements during his testimony before the Senate Judiciary 
Committee. As discussed below, we concluded that Gonzales’s testimony 
did not constitute a false statement under the criminal statutes. We also 
concluded that he did not intend his testimony to be inaccurate, false, or 
misleading. However, we found in at least two important respects his 
testimony was confusing, inaccurate, and had the effect of misleading those 
who were not read into the program. (UJ 


At the outset, we recognize that Gonzales was in a difficult position 
because he was testifying in an open, unclassified forum about a highly 
classified program. In this setting, it would be difficult for any witness to 
clearly explain the nature of the dispute between the White House and the 
Department while not disclosing additional details about classified activities, 
particularly because only certain NSA activities had been publicly confirmed 
by the President. (U) 


However, some of this difficulty was attributable to the White House’s 
decision not to brief the Judiciary Committee, which had oversight of the 
Department of Justice, about the program. As discussed in Chapter Four, 
the strict controls over the Department’s access to the program hindered the 


APPROVED FOR PUBLIC RELEASE 


Department’s ability to adequately fulfill its legal responsibilities concerning 
the program through March 2004. Similarly, the White House’s decision 
not to allow at least the Chair and Ranking Members of the House and 
Senate Judiciary Committees to be briefed into the program created 
difficulties for Gonzales when he testified before Congress about the 
disputes regarding the program. This limitation also affected the 
Comunittee’s ability to understand or adequately assess the program, 
especially in connection with the March 2004 dispute. We agree with 
Goldsmith’s observation about the harm in the White House’s “over-secrecy” 
for this program, as well as Director Mueller’s suggestion, made in March 
2004, that briefings on the program should have been given to the House 
and Senate Judiciary Committees. This did not occur, and it made 
Gonzales’s testimony to the Senate Judiciary Committee unusually difficult. 


ESL /SH PNP Y— 


Yet, even given these difficulties, we believe that Gonzales’s testimony 
was imprecise, confusing, and likely to lead those not read into the program 
to draw wrong conclusions about the nature of the dispute between White 
House and Department officials in March 2004. In addition, two Senators 
who had been read into the program stated that they were confused by 
Gonzales’s testimony. Although we concluded that Gonzales did not intend 
to mislead Congress, his testimony nonetheless had the effect of creating 
confusion and inaccurate perceptions about certain issues covered during 
his hearings. (U) 


Gonzales, as a participant in the March 2004 dispute between the 
White House and the Justice Department and, more importantly, as the 
nation’s chief law enforcement officer, had a duty to balance his obligation 
not to disclose classified information with the need not to be misleading in 
his testimony about the events that nearly led to mass resignations of senior 
officials at the Justice Department and the FBI. Instead, Gonzales’s 
testimony only deepened the confusion among members of Congress and 
the public about these matters. We were especially troubled by Gonzales’s 
testimony at the July 2007 Senate hearing because it related to an 
important matter of significant public interest and because he had sufficient 
time to prepare for this hearing and the questions he knew he would be 
asked. (U) 


At the outset of his testimony on February 6, 2006, Gonzales 
explained that he was confining his remarks to the program and the facts 
that the President publicly confirmed in his radio address on December 17, 
2005. In those remarks, the President had, in essence, confirmed the 
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content collection part, or basket 1, of the NSA surveillance program.*45 
The President, and Gonzales, used the term “terrorist surveillance program” 
in connection with the President’s confirmation of these NSA activities. 
However, as discussed below, it was not clear —- even to those read into the 
program — whether the term “terrorist surveillance program” referred only to 
content collection (basket 1) or the entire program. 


Nevertheless, Gonzales suggested in his testimony that the dispute 
between the White House and the Department concerned other intelligence 
activities that were unrelated to the content collection portion of the 
program that the President had confirmed. This was not accurate. {SAHNE} 


We recognize that the term “terrorist surveillance program” was 
intended by Gonzales and other Administration officials to describe a limited 
set of activities within the Stellar Wind program and that the term was 
created only in response to public disclosures about the program. However, 
by using phrases such as the “terrorist surveillance program” or “the 
program that the President has confirmed,” and setting that program 
distinctly apart from “other intelligence activities,” Gonzales’s testimony 
created a perception that the two sets of activities were entirely unrelated, 
which was not accurate. Gonzales’s testimony suggested that the dispute 
that Comey testified about was not related to the program that the President 
had confirmed, and instead that the dispute concerned unrelated 
“operations” or “intelligence activities.” Thus, while Gonzales may have 
intended the term “terrorist surveillance program” to cover only content 


collection (basket 1), it 1 

testified that the dispute 

was unrelated to “the terPUTsrec:vemiaice propleaii. 
(P37 / STEW} / SHC / NB} 


Gonzales reinforced this misperception throughout his testimony. For 
example, when asked by Senator Leahy what activities Gonzales believed 
would be supported under the Authorization for Use of Military Force 
rationale, Gonzales stated, “I have tried to outline for you and the committee 
what the President has authorized, and that is all that he has authorized.” 
In fact, the President had authorized two other types of collections in the 
same Authorization. Gonzales himself subsequently realized that his 
response to Senator Leahy was problematic. In a February 28, 2006, letter 
to Senators Specter and Leahy, Gonzales sought to clarify his response, 
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stating, “I was confining my remarks to the Terrorist Surveillance Program 
as described by the President, the legality of which was the subject of the 
February 6th hearing.” However, in our view this attempt to clarify his 
remarks did not go nearly far enough. As discussed below, it was not until 
after Gonzales’s next appearance before the Senate Judiciary Committee in 
July 2007 that Gonzales acknowledged that the President had also 
authorized a range of intelligence-gathering activities, including those 
described under the terrorist surveillance program, in a single order. 


TEST {STEW ISH HOC INE) 


We concluded that Gonzales created a misimpression for Congress 
and the public by suggesting that the March 2004 dispute between the 
Department and the White House concerned issues wholly unrelated to “the 
program the President confirmed,” or the terrorist surveillance program. We 
believe a fairer and more accurate characterization would have been that 
the March 2004 dispute concerned aspects of a larger program of which the 
terrorist surveillance program was a part. As discussed earlier, the NSA 
viewed the three types of collections as a single program. The three types of 
collections were all authorized by the same Presidential order and 
administered by a single intelligence agency. Moreover, all three collections 
were known in the Intelligence Community by the same Top 
Secret/Sensitive Compartmented Information program cover term, Stellar 
Wind. {237 /SPEW//SH/OC/NE) 


In addition, we believe that Gonzales’s testimon 
dispute between the Department and the White Hous 


was incomplete and not accurate. FS//SH/eCcATF) 


When Senator Schumer asked Gonzales at the February 2006 Senate 
hearing whether media accounts that Comey “expressed grave reservations 
about the NSA program” were true, Gonzales responded that there was no 
“serious disagreement about the program that the Presi ed.” 
But there was a dispute abou As 
recounted in detail in Chapter Four of this report 
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When we interviewed Gonzales, he told us that he was trying to be 
careful during his public testimony about discussing or characterizing a 
classified program with persons not read into the program, and that he used 
the term “serious disagreement” to distinguish the disagreement regarding 
from other disagreements regarding the 
program. Gonzales told us that he believed his statement that there was 

“no serious disagreement” was accurate because 


2 


to be a point of “ serious disagreement” between 
the Justice Department and the White Hou mpared 
to the more serious disagreement related to |446 
Gonzales also told the OIG vaye sone to Ashcroit’s 
hospital room solely ove and other evidence 
discussed in Chapter Four tends to confirm tha 
was not the critical issue in the confrontation with 
Department officials at the hospital or that it precipitated the threat of mass 
resignations by senior Department and FBI officials, 


Yet, even if one agrees that 
was not a “serious disagreement” between the Department and the White 
House, Gonzales’s testimony is still problematic. When Senator Schumer 
pressed Gonzales on whether Department officials “expressed any 
reservations about the ultimate program,” Gonzales replied: “Senator, I 
want to be very careful here, because, of course, I’m here only testifying 
about what the President has confirmed. And with respect to what the 
President has confirmed, I believe —I do not believe that these DOJ officials 
that you’re identifying had concerns about this program.” 


We understand that it is possible to construct an argument that the 
Department officials did not have “reservations” or “ d 


owever, while such an argument at best might be considered technically 
accurate, it would still not account for key details that were omitted from 


146 While Gonzales may subjectively have believed the disagreement about this 


issue did not rise to the level of a serious dispute, he was aware that Goldsmith and 
Addington sharply disagreed about! 
(FSF7SHHNF} 
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Gonzales’s testimony that would be necessary for an accurate 
understanding of the situation. The Department clearly had reservations 
and concerns abut li of the program, 


Moreover, Gonzales himself contradicted this attempted 
construction by stating in a February 28, 2006, letter to Senator Specter 


that the terrorist surveillance pro was first authorized by the President 
in October 2001, years before th 
` ` Gonzales knew that Comey, 
Goldsmith, and i e Department had expressed “reservations” or 
“concerns” abou prior to the President’s decision to 
(ESA SEEWH/SH-fOC NE) 
ae: : (a 
was more significant than 

the dispute about the evidence is clear that Comey and others had 


strong and clearly id 


entified concerns regarding the extent of the President’s 
authority to —_ | These concerns had 


been communicated to the White House in several meetings over a period of 
months prior to and including March 2004, and the White House did not 
EE «2. oF tine program in response to 
these concerns. However, Gonzales’s testimony suggested that such 
concerns and reservations on the part of Justice Department officials never 
existed. To the contrary, the Department’s firm objections to this aspect of 


the program were instrumental in bringing about 
collection in “the program the President has confirmed.” 


Following his July 24, 2007, testimony, Gonzales acknowledged in an 
unclassified August 1, 2007, letter to Senator Leahy that his use of the term 
“terrorist surveillance program” and his “shorthand reference to the 
‘program’ publicly ‘described by the President’ may have created confusion,” 
particularly for those familiar with the full range of NSA activities authorized 
by the President. Gonzales wrote that he was determined to address any 
impression that his testimony was misleading. In this letter, Gonzales 
attempted to describe what he had meant by the term “terrorist surveillance 
program,” stating that it covered one aspect of the NSA activities that the 
President had authorized. His letter also acknowledged the dispute 
concerned the legal basis for certain NSA activities that were regularly 
authorized in the same Presidential Authorization as the terrorist 
surveillance program. Gonzales also acknowledged that Comey had refused 
to certify a Presidential Authorization “because of concerns about the legal 
basis of certain of these NSA activities.” Yet, this follow-up letter, while 
providing more context about the issues than his July 2007 statements, did 
not completely address the misimpressions created by his testimony. 
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Gonzales still suggested in his August 1 letter that the only dispute between 


the Department and the White House concerned aspects of the program 
Nae aa ere ete (ESH STEW SH Ce ANE} 


While we again acknowledge the difficulty of the situation Gonzales 
faced in testifying publicly about a highly classified and controversial 
program, we believe Gonzales could have done other things to provide 
clearer and more accurate testimony without divulging classified 
information, Similar to the import of his August 1 letter, and without 
providing operational details about these other activities, he could have 
clarified that part of the dispute with the Department concerned the scope 
of what he called “the terrorist surveillance program,” while another part of 
the dispute concerned other “intelligence activities” that were either related 
to the terrorist surveillance program or, more accurately, a different aspect 
of the same NSA program. Gonzales also could have explained that different 
activities under the program raised different concerns within the 
Department because each set of activities rested upon different legal 


theories. 47 45HNF}— 


Alternatively, Gonzales could have declined to discuss any aspect of 
the dispute at an open hearing.*#8 Or, short of seeking a closed session, 
Gonzales could have sought White House approval to brief the Chairs and 
Ranking Members of the Senate and House Judiciary Committees about the 
program so that they would fully understand the nature of the NSA program 
and the classified issues surrounding the dispute. Instead, Gonzales gave 
public testimony that was confusing and inaccurate, and had the effect of 
misleading those who were not read into the program, as well as some who 
were. (U) 


Concerning Gonzales’s July 2007 testimony in particular, the 
questions Gonzales would be expected to answer were clearly foreseeable, 
especially in light of the disparities between his February 6, 2006, testimony 
and Comey’s May 15, 2007, testimony. In addition, Gonzales had been 
provided a letter by Senator Leahy referencing Comey’s testimony and 
advising Gonzales to be prepared to discuss the legal authorization for the 
“President’s warrantless electronic surveillance program in March and April 


#48 As noted, Gonzales provided closed-session testimony before HPSCI on 


July 19, 2007, in which he described the March 2004 dispute between White House and 
Justice Department officials Ren ee 
MR (FS Stow si pocae 
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2004.” Gonzales was therefore on notice that he would be expected to bring 
clarity to the confusion that existed following Comey’s testimony. Rather 
than clarify these matters, we believe Gonzales further confused the issues 
through his testimony. (U) 


Finally, we considered whether Gonzales’s testimony constituted 
criminal false statements and concluded that his statements did not 
constitute a criminal violation of 18 U.S.C. § 1001. A person violates that 
statute by “knowingly and willfully” making a “materially false, fictitious, or 
fraudulent statement or representation[.]” 18 U.S.C. § 1001(a)(2). We do 
not believe the evidence showed that Gonzales intended to mislead Congress 
or willfully make a false statement. Moreover, we do not believe a 
prosecutor could prove beyond a reasonable doubt that there was no 
interpretation of his words that could be viewed as literally true, even if his 
testimony was confusing and created misperceptions.*49 (U) 


In sum, we believe that while the evidence did not show that 
Gonzales’s statements constitute a criminal violation, or that he intended to 
mislead Congress, his testimony was confusing, not accurate, and had the 
effect of misleading those who were not knowledgeable about the program. 
His testimony also undermined his credibility on this important issue. As 
the Attorney General, we believe Gonzales should have taken more care to 
ensure that his testimony was as accurate as possible without revealing 
classified information, particularly given the significance of this matter and 
the fact that aspects of the dispute had been made public previously. (U) 


+9 See United States v. Milton, 8 F.3d 39, 45 (D.C. Cir. 1993)(“defense of literal 
truth” applies to false statement prosecutions under 18 U.S.C. § 1001), cert. denied, 513 
U.S. 919 (1994). See also United States v. Hsia, 24 F. Supp. 2d 33 (D.D.C. 1998), in which 
the court stated, “A false statement is an essential element of a prosecution under 18 
U.S.C. § 1001, and if the statement at issue is literally true a defendant cannot be 
convicted of violating Section 1001.” Id, at 58; United States v. Hsia, 176 F.3d 517, 525 
(D.C, Cir. 1999}(reversing on other grounds). (U) 
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PUBLIC RELEASE 


CHAPTER NINE 
CONCLUSIONS (U) 


Within weeks of the terrorist attacks of September 11, 2001, the 
National Security Agency (NSA) initiated a Top Secret, compartmented 
program to collect and analyze international and domestic telephone and 
e-mail communications and related data. The intent of the NSA program, 
which used the cover term Stellar Wind, was to function as an “early 
warning system” to detect and prevent future terrorist attacks within the 


United States. {TS//STLW//ST//0C/NF}- 


The program was authorized by the President in a series of 
Presidential Authorizations that were issued at approximately 30 to 45 day 
intervals and certified as to form and legality by the Attorney General. The 
Presidential Authorizations stated that an extraordinary emergency existed 
permitting the use of electronic surveillance within the United States for 
counterterrorism purposes, without a court order, under specified 
circumstances. Under the program the NSA collected vast amounts of 
information through electronic surveillance and other intelligence-gathering 
techniques, including information concerning the telephone and e-mail 
communications of American citizens and other U.S. persons. Top Secret 
compartmented information derived from this collection was provided to, 
among other agencies, the FBI, which sent Secret-level, non-compartmented 
versions of the information to FBI field offices as investigative leads. 


{EST} STEW HSH OC {NE} _ 


The Stellar Wind program represented an extraordinary expansion of 
the NSA’s signals intelligence activity and a departure from the traditional 
restrictions on electronic surveillance imposed under the Foreign 
Intelligence Surveillance Act (FISA), Executive Order 12333, and other laws. 
Yet, the program was conducted with limited notification to Congress and 
without judicial oversight, even as the program continued for years after the 


September 11 attacks. {FS//STEW//SH/CEANFY 


The White House tightly controlled who within the Justice 
Department could be read into the Stellar Wind program. In particular, we 
found that only three Department attorneys, including the Attorney General, 
were read into the program and only one attorney was assigned to assess 
the program’s legality in its first year and a half of operation. The limited 
number of Justice Department read-ins contrasted sharply with the 
hundreds of operational personnel who were read into the program at the 
FBI and other agencies involved with the program. 
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I. Operation of the Program (U//FO@UQ) 


Under the program, the NSA initially intercepted the content of 
international telephone and e-mail communications in cases where at least 
one of the communicants was reasonably believed to be associated with any 
international terrorist group. These collections became known as basket 1 
of the Stellar Wind program. 


The NSA also collected bulk telephony and e-mail meta data — 
communications signaling information showing contacts between and 
among telephone numbers and e-mail addresses, but not the contents of 
those communications. These collections became known as basket 2 ° 
(telephone meta data) and basket 3 (e-mail meta data) of the Stellar Wind 


program. {TS7/STEWH SHO G4NE}- 


Under basket 2 collections 


These call detail records included the originating and terminating 
telephone number of each call, and the date, time i ch call, 
but not the content of the call. The NSA collecte “pairs” 


the NSA collecte 


#50 E-mail meta data included only 
the “to,” “from,” “cc,” “bec,” and other addressing-type information, but 
similar to call detail records did not include the subject line or the message 


contents. —FS//STEW//SH/0C/NE} 


NSA analysts accessed baskets 2 and 3 for analytical purposes with 
specific telephone numbers or e-mail addresses that satisfied the standard 


APPROVED FOR PUBLIC RELEASE 


for querying the data as described in the Presidential Authorizations. A 
small amount of the collected content and meta data was analyzed by the 
NSA, working with other members of the Intelligence Community, to 
generate intelligence reports about suspected terrorists and individuals 
possibly associated with them. Many of these reports were disseminated, or 
“tipped,” to the FBI for further dissemination as leads to FBI field offices. As 
of March 2006, EE individual U.S. telephone numbers 
e-mail addresses had been tipped to the FBI, the vast majority of which were 
disseminated to FBI field offices for investigation or other action. The 
results of these investigations were uploaded into FBI databases. 


(ES STEW} SHPOEENE}— 


The Justice Department had two primary roles in the Stellar Wind 
program. First, the Attorney General was required to certify each 
Presidential Authorization as to form and legality — in effect, to give the 
Department’s assurance that the activities the President was authorizing 
the NSA to conduct were legal. In carrying out this responsibility, the 
Attorney General was advised by the Department’s Office of Legal Counsel 
(OLC). As we described in this report and discuss in the next section, we 
found that during the early phase of the Stellar Wind program the 
Department lacked sufficient attorney resources to be applied to the legal 
review of the program and, due in significant part to the White House’s 
extremely close hold over the program, was not able to coordinate its legal 


review of the program with the NSA. -fS//SFEW7/8H/ 7 OCTHFY 


The Department’s other primary role in Stellar Wind was as a member 
of the Intelligence Community. The FBI was one of two main customers of 
the intelligence produced under the program (the other being the CIA). 
Working with the NSA, a small team of FBI personnel converted the NSA’s 
Top Secret Stellar Wind intelligence reports into leads that we 
disseminated at the Secret level, under an FBI program ale a 
to FBI field offices for appropriate action. As detailed in Chapter Six an 
discussed below, we concluded that although the information produced 


under the Stellar Wind program had value in some counterterrorism 
investigations, it played a limited role in the FBI’s overall counterterrorism 


efforts. (TS7/STEW//SH7OE/NF) 


II. Office of Legal Counsel’s Analysis of the Stellar Wind Program 


AES//SU INE) — 


As described in Chapters Three, Four, and Five of this report, the 
Justice Department advised the Executive Branch, and in particular the 
President, as to the legality of the Stellar Wind program. The Department’s 
view of the legal support for the activities conducted under the program 
changed over time as more attorneys were read into the program, These 
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changes occurred in three phases. In the first phase of the program 
(September 2001 through May 2003), the legality of the program was 
founded on an analysis developed by John Yoo, a Deputy Assistant Attorney 
General in OLC. In the second phase (May 2003 through May 2004), the 
program’s legal rationale underwent significant review and revision by OLC 
Assistant Attorney General Jack Goldsmith and Associate Deputy Attorney 
General Patrick Philbin. In the third and final phase (July 2004 through 
January 2007), based in part upon the legal concerns raised by the 
Department, the entire program was moved from presidential authority to 
statutory authority under FISA, with oversight by the FISA Court. 


In Chapters Three and Four, we examined the Department’s early role 
in assessing the legality of the Stellar Wind program. The Justice 
Department’s access to the program was controlled by the White House, and 
former White House Counsel and Attorney General Alberto Gonzales told the 
OIG that the President decided whether non-operational personnel, 
including Department lawyers, could be read into the program. Department 
and FBI officials told us that obtaining approval to read in Department 
officials and FISA Court judges involved justifying the requests to Counsel 
to the Vice President David Addington and White House Counsel Gonzales, 
who effectively acted as gatekeepers to the read-in process for 
non-operational officials. In contrast, according to the NSA, operational 
personnel at the NSA, CIA, and the FBI were read into the program on the 
authority of the NSA Director, who at some point delegated this authority to 
the Stellar Wind Program Manager. {fS//SH//4¥} 


We believe the White House’s policy of limiting access to the program 
for non-operational personnel was applied at the Department of Justice in 
an unnecessarily restrictive manner prior to March 2004, and was 
detrimental to the Department’s role in the operation of the program from 
its inception through that period. We also believe that Attorney General 
Ashcroft, as head of the Department during this time, was responsible for 
seeking to ensure that the Department had adequate attorney resources to 
conduct a thorough and accurate review of the legality of the program. We 
believe that the circumstances as they existed as early as 2001 and 2002 
called for additional Department resources to be applied to the legal review 
of the program. As noted in Chapter Three, Ashcroft requested to have his 
Chief of Staff and Deputy Attorney General Larry Thompson read into the 
program, but the White House did not approve this request. However, 
because Ashcroft did not agree to be interviewed by the OIG for this 
investigation, we were unable to determine the full extent of his efforts to 
press the White House to read in additional Department officials between 
the program’s inception in October 2001 and the critical events of March 


2004. {FSHSHHNF} 
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Although we could not determine exactly why Yoo remained the only 
Department attorney assigned to assess the program’s legality from 2001 
until his departure in May 2003, we believe that this practice represented 
an extraordinary and inappropriate departure from OLC’s traditional review 
and oversight procedures and resulted in significant harm to the 


Department’s role in the program. -fFS4/S1/-/4#- 


In the earliest phase of the program, Yoo advised Attorney General 
Ashcroft and the White House that the collection activities under Stellar 
Wind were a lawful exercise of the President’s inherent authorities as 
Commander-in-Chief under Article II of the Constitution, subject only to the 
Fourth Amendment’s reasonableness standard. In reaching this 
conclusion, Yoo dismissed as constitutionally incompatible with the 
President’s Article If authority the FISA statute’s provision that FISA was to 
be the “exclusive means” for conducting electronic surveillance in the United 
States for foreign intelligence purposes, and he concluded that these 
statutory provisions should be read to avoid conflicts with the President’s 


constitutional Commander-in-Chief authority. (F8//S8STEW/Si/CCPANF) 


As noted above, during the first year and a half of the Stellar Wind 
program only three Department attorneys were read into the program — Yoo, 
Attorney General Ashcroft, and James Baker, Counsel in the Office of 
Intelligence Policy and Review. Jay Bybee, the OLC Assistant Attorney 
General and Yoo’s direct supervisor, was not read into the program and was 
unaware that Yoo was providing advice on the legal basis to support the 
program. Thus, Yoo was providing legal opinions on this unprecedented 
expansion of the NSA’s surveillance authority without review by his OLC 
supervisor or any other Department attorney. Rather, Yoo worked alone on 
this project, and produced two major opinions supporting the legality of the 


program. (fS//SFEW//S1//9c Awe 


When additional attorneys were read into the program in 2003, they 
provided a fresh review of Yoo’s legal memoranda. Patrick Philbin, an 
Associate Deputy Attorney General, and later Jack Goldsmith, Bybee’s 
replacement as the Assistant Attorney General for OLC, concluded that 
Yoo’s analysis was seriously flawed, both factually and legally. Goldsmith 


and Philbin concluded that Yoo’s analysis fundamentally mischaracterized 
by failing to address the fact 
that the NSA was collectin and also failing to assess 


the legality of this activity as it was carried out by the NSA. Goldsmith and 
Philbin also pointed to Yoo’s assertion that Congress had not sought to 
restrict presidential authority to conduct warrantless searches in the 
national security area, and criticized Yoo’s omission from his analysis of a 
FISA provision (50 U.S.C. § 1811) that addressed the President’s authority 
to conduct electronic surveillance during wartime. They further noted that 
Yoo based his assessment of the program’s legality on an extremely 
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aggressive view of the law that revolved around the Constitutional primacy 
of the President’s Article II Commander-in-Chief powers, and-he may have 
done so based on a faulty understanding of key elements of the program. 


(ESA STEW] PSH OCTNF) 


As described in Chapter Four, Goldsmith and Philbin’s reassessment 
of the legality of Stellar Wind began after Yoo left the Department in May 
2003, and culminated in a 108-page legal memorandum issued on May 6, 
2004. That memorandum superseded Yoo’s earlier Stellar Wind opinions 
and premised the legality of the program’s electronic surveillance activities 
on statutory rather than Article I constitutional grounds.*5! Asa 
consequence of this new legal rationale, Department officials concluded that 
the President’s authority to conduct electronic surveillance of the enemy in 
wartime was 


Department’s advice to the White House that the scope of collection under 
the program was legally problematic 
led to a contentious dispute in March 2004 (discussed below in Section III). 


AES /H/STLWY ISH OC ANF) 


We agree with many of the criticisms offered by Department officials 
regarding the practice of allowing a single Department attorney to develop 
the legal justification for such a complex and contentious program without 
critical review both within the Department and by the NSA. These officials 
told us that errors in Yoo’s legal memoranda may have been identified and 
corrected if the NSA had been allowed to review his work. They also 
stressed the importance of adhering to OLC’s traditional practice of peer 
review of all OLC memoranda and the need for the OLC Assistant Attorney 
General, as a Senate-confirmed official, to review and approve all such 


opinions. {FSHSHHNA 


These officials also stated that such review and oversight measures 
are especially important with regard to legal opinions on classified matters 
that are not subjected to outside scrutiny. We agree with these officials’ 
comments and note that because programs like Stellar Wind are not subject 
to the usual external checks and balances on Executive authority, OLC’s 
advisory role is particularly critical to the Executive’s understanding of 
potential statutory and Constitutional constraints on its actions. 
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We did not agree with Gonzales’s view that it was necessary for 
national security reasons to limit the number of Department read-ins to 
those “who were absolutely essential,” as distinguished from the numerous 
operational read-ins who were necessary to the technical implementation of 
the program. First, the program was as legally challenging as it was 
technically complex. Just as a sufficient number of operational personnel 
were read into the program to assure its proper technical implementation, 
we believe that as many attorneys as necessary should have been read in to 
assure the soundness of the program’s legal foundation. This was not done 
during at least the first 20 months of the program. (FS//SH//NE- 


Second, we do not believe that reading in a few additional Department 
attorneys during the initial phase of the program would have jeopardized 
national security, especially given te operational personnel 
who were cleared into the program during the same period.*5? In fact, the 
highly classified nature of the program, rather than constituting an 
argument for limiting the OLC read-ins to a single attorney, made the need 
for careful analysis and review within the Department and by the NSA more 


compelling. {f87/SH/8¥FY— 


We also found that the expansion of legal thinking and breadth of 
expertise from reading in additional Department attorneys over time 
eventually produced more factually accurate and legally comprehensive 
analyses concerning the program. Increased attorney read-ins also was an 
important factor in grounding the program on firmer legal footing under 
FISA. The transition of the program from presidential authority to statutory 
authority under FISA with judicial oversight was made possible through the 
collective work of the attorneys who finally were read into the program 
beginning in 2004. The applications to the FISA Court to effectuate this 
transition were produced by Department attorneys, working with both legal 
and technical personnel at the NSA, further reinforcing our view that such 
coordinated efforts are more likely to produce well-considered legal 


strategies and analysis. {FS//S1//NEL 


In addition, as discussed in Chapters Six and Seven, the increase in 
the number of attorneys read into the program beginning in 2004 helped the 
Department to more efficiently “scrub” Stellar Wind-derived information in 
FISA applications and improve the handling of Stellar Wind-related 
discovery issues in international terrorism prosecutions. 


{EST SFEWL SH /OC/NF) 


452 By the end nl a only Yoo, Ashcroft, Baker, Philbin, and Goldsmith had been 
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I. Hospital Visit and White House Recertification of the Program 
(U) 


In Chapter Four, we describe how the Department’s reassessment of 
Yoo’s legal analysis led Deputy Attorney General James Comey, who was 
exercising the powers of the Attorney General while Ashcroft was 
hospitalized in March 2004, to conclude that he could not certify the legality 
of the Stellar Wind program. In response, the President sent Gonzales and 
Chief of Staff Andrew Card to visit Ashcroft in the hospital to seek his 
certification of the program, an action Ashcroft refused to take. We believe 
that the way the White House handled its dispute with the Department 
about the program - particularly in dispatching Gonzales and Card to 
Ashcroft’s hospital room in an attempt to override Comey’s decision —- was 


troubling, (FS7//SH TNF} 


As detailed in Chapter Four, by March 2004 when the Presidential 
Authorization in effect at that time was set to expire, Goldsmith had already 
notified the White House several months earlier about the Department’s 
doubts concerning the legality of aspects of the Stellar Wind program. He 


When Attorney General Ashcroft was hospitalized and unable to fulfill 
his duties, Deputy Attorney General Comey assumed the Attorney General’s 
responsibilities. Before the Presidential Authorization was set to expire on 
March 11, 2004, Comey made clear to senior White House officials, 
including Vice President Cheney and White House Counsel Gonzales, that 
the Justice Department could not certify the program as legal. The White 
House disagreed with the Justice Department’s position, and on March 10, 
2004, convened a meeting of eight congressional leaders to brief them on 
the Justice Department’s decision not to recertify the program and on the 
need to continue the program. The White House did not ask Comey or 
anyone from the Department to participate in this briefing, nor did it notify 
any Department officials that the briefing had been convened. 


Following this congressional briefing, at the direction of President 
Bush, Gonzales and White House Chief of Staff Andrew Card went to the 
hospital to seek Attorney General Ashcroft’s certification of the 
Authorization. Again, the White House did not notify any Department 
officials, including Comey, the ranking Department official at the time, that 
it planned to take this action. Gonzales’s and Card’s attempt to persuade 
Attorney General Ashcroft, who was in the intensive care unit recovering 
from surgery and according to witnesses appeared heavily medicated, to 
certify the program over Comey’s opposition was unsuccessful. Ashcroft 
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told Gonzales and Card from his hospital bed that he supported the 
Department’s revised legal position, but that in any event he was not the 
Attorney General at the time - Comey was.*53 {PS/7SI/7NF) 


On March 11, the following day, Gonzales certified the Presidential 
Authorization as to form and legality. 4ESHSHHNE} 


We agree with Director Mueller’s observation that the White House’s 
failure to have Justice Department representation at the congressional 
briefing and the attempt to persuade Ashcroft to recertify the Authorization 
without going through Comey “gave the strong perception that the [White 
House] was trying to do an end run around the Acting [Attorney General] 
whom they knew to have serious concerns as to the legality of portions of 


the program.” TSHS 


After Mueller, Comey, and other senior Department and FBI officials 
made known their intent to resign, the President directed that the issue be 
resolved, and the program was modified to address the Department’s legal 
concerns, Because we were unable to interview key White House officials, 
we could not determine for certain what caused the White House to change 
its position and modify the program, although we believe the prospect of 
mass resignations at the Department and the FBI was a significant factor in 


this decision. {f87/8i7 NF) 


We reached several conclusions based on our review of the 
Department’s role in the legal analysis of this program and the events 
surrounding the dispute between the Department and the White House. 
First, legal opinions supporting complex national security programs — 
especially classified programs that press the bounds of established law — 
should be collaborative products supported by sufficient legal and technical 
expertise and resources at the Department, working in concert with other 
participating agencies, with the goal of providing the Executive Branch the 
most informed and accurate legal advice. By limiting access to this program 
as it did, the White House undermined the Department’s ability to perform 


its critical legal function. (FS//SH-/44 


453 Gonzales stated that even if he knew that Ashcroft was aware Comey opposed 
recertifying the program, Gonzales would still have wanted to speak with Ashcroft because 
he believed Ashcroft still retained the authority to certify the program. Gonzales testified 
before the Senate Judiciary Committee in July 2007 that although there was concern over 
Ashcroft’s condition, “We would not have sought nor did we intend to get any approval from 
General Ashcroft if in fact he wasn’t fully competent to make that decision.” Gonzales also 
testified, “There’s no governing legal principle that says that Mr. Ashcroft [. ..] If he 
decided he felt better, could decide, ‘I’m feeling better and I can make this decision, and I’m 
going to make this decision.” (U) 
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Second, we believe that if the OLC’s traditional peer review and 
supervisory procedures had been adhered to at the outset, the prospect that 
aspects of the program would have rested on a questionable legal 
foundation for over 2 years would have been greatly mitigated. 


TESAP SINE} 


Third, we believe that the Department and FBI officials who resisted 
the pressure to recertify the Stellar Wind program because of their belief 
that aspects of the program were not legally supportable acted courageously 
and at significant professional risk. We believe that this action by 
Department and FBI officials — particularly Ashcroft, Comey, Mueller, 
Goldsmith, Philbin, and Counsel for Intelligence Policy James Baker - was 
in accord with the highest professional standards of the Justice 


Department. {fS//SH/-/ANE) 


We recommend that when the Department of Justice is involved with 
such programs in the future, the Attorney General should carefully assess 
whether the Department has been given adequate resources to carry out its 
vital function as legal advisor to the President and should aggressively seek 
additional resources if they are found to be insufficient. We also believe that 
the White House should allow the Department a sufficient number of 
read-ins when requested, consistent with national security considerations, 
to ensure that such sensitive programs receive a full and careful legal 
review. (U) 


IV. Transition of Program to FISA Authority 


TEST STEW TSI (OCTNE)- 


We also examined the transition of the Stellar Wind program’s 
collection activities from presidential authority to FISA authority. We 
believe there were strong considerations that favored attempting to 
transition the program to FISA sooner than actually happened, especially as 
the program became less a temporary response to the September 11 attacks 


and more a permanent surveillance tool. {PS//STEW77S1i7/7 GCTANF} 


Chief among these considerations was the Stellar Wind program’s 
substantial effect on privacy interests of U.S. persons. Under Stellar Wind, 
the government engaged in an unprecedented collection of information 
concerning U.S. persons. The President authorized the NSA to intercept, 
without judicial approval or oversight, the content of international 
communications involving many U.S. persons and the NSA collected 
massive amounts of non-content data about U.S. persons’ domestic and 
international telephone calls and e-mail communications. We believe that 
such broad surveillance and collection activities, particularly for a 
significant period of time, should be conducted pursuant to statute and 
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judicial oversight. We also believe that placing these activities under Court 
supervision provides an important measure of accountability for the 
government’s conduct that is less assured where the activities are both 
authorized and supervised by the Executive Branch alone. 


TTS] STEW TSH TOC 


The instability of the legal reasoning on which the program rested for 
several years and the substantial restrictions placed on FBI agents’ access 
to and use of program-derived information due to Stellar Wind’s highly 
classified status were additional reasons for transitioning Stellar Wind’s 
collection activities to FISA authority. We acknowledge that the transition 
would always have been an enormously complex and time-consuming effort 
that rested upon novel interpretations and uses of FISA that not all FISA 
Court judges would authorize. Nevertheless, the events described in this 
report demonstrate that a full transition to FISA authority was achievable 
and, in our judgment, should have been pursued earlier. 
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vV. Impact of Stellar Wind Information on FBI Counterterrorism 


Efforts (S//NE) 


As a user of Stellar Wind program information, the FBI disseminated 
leads or “tippers” to FBI field offices. These tippers primarily consisted of 
specific domestic telephone numbers and e-mail addresses that NSA 
analysts had determined through meta data analysis were connected to 
individuals involved with al Qaeda or affiliated groups. The tippers also 
included content of communications intercepted by the NSA based upon its 
determination that there was probable cause to believe that a party to the 


communication was al Qaeda or an affiliated 2 ie So 2001 
Stellar Wind 


The FBI’s chief objective during the earliest months of Stellar Wind’s 
operation was to expeditiously disseminate program information to FBI field 
offices for investigation, while protecting the NSA as the source of the 
information and the methods used to collect the information. The FBI 
assigned this task to a small group of personnel from the Telephone 
Analysis Unit (TAU) at FBI Headquarters. This group developed a 
straightforward process to receive the Top Secret, compartmented Stellar 
Wind reports from the NSA, reproduce the information ina 
non-compartmented, Secret-level format, and disseminate the information 
in Electronic Communications, or ECs, to the appropriate field offices for 
investigation. These ECs placed restrictions on how 
the information could be used, instructing field offices that the information 
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was “for lead purposes only” and could not be used for any legal or judicial 


purpose. (FS//STEW//SH7CE/NFT 


The FBI’s participation in Stellar Wind evolved over time as the 
program became less a temporary response to the September 11 attacks 
and more a permanent surveillance capability. As Stellar Wind continued to 
be reauthorized, the FBI tried to improve the effectiveness of its 
participation in the program. Most significantly, in February 2003 a team of 
FBI personnel (Team 10) was assigned to work full-time at the NSA to 
manage the FBI’s participation in the program. FSS) 


Team 10’s chief responsibility was to disseminate Stellar Wind 
information to FBI field offices. However, over time Team 10 began to 
participate in Stellar Wind in other ways, For example, Team 10 submitted 
telephone numbers and e-mail addresses to the NSA for possible querying 
against the bulk meta data collected under the program, and Team 10 
regularly contributed to the NSA’s drafting process for Stellar Wind reports. 
Overall, we found that the decision to assign Team 10 to the NSA improved 
the FBI’s knowledge about Stellar Wind operations and gave the NSA better 
insight about how FBI field offices investigated Stellar Wind information. 
These benefits translated to improvements j : Stellar Wind report 
drafting process, and by extension, eoo leads. 


) 


One of the other changes the FBI implemented to attempt to improve 
the process for handling Stellar Wind leads was to make the FBI’s 
Headquarters-based Communications Analysis Unit (CAU), instead of the 
field offices, responsible for issuing National Security Letters (NSL) to obtain 
subscriber information on tipped telephone numbers and e-mail addresses. 
This measure, initiated in July 2003, was intended to address agent 
concerns that the leads, which reproduced the information in a 
non-compartmented, Secret-level format, did not provide sufficient 
information to initiate national security investigations, a prerequisite under 
Justice Department investigative guidelines to issuing NSLs. Agents 
complained that the ECs suffered from vagueness about the source of the 
information being provided and lacked factual details about the individuals 
allegedly involved with al Qaeda and with whom the domestic numbers 


being disseminated possibly were in contact. (FS//STEW7//SH (OCA 


W the CAU implemented this change by issuing NSLs 
from the control file, the non-investigative file created in 
September 2002 as a repository fo -related communications 
between FBI Headquarters and field ottices. Issuing NSLs from a control file 
instead of an investigative file was contrary to internal FBI policy. In 
November 2006, the FBI finally opened an investigative file for the aaa 
Be project. We believe the CAU and OGC officials involved in the decision 
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to issue NSLs from O ER file concluded in good faith that 
the FBI had sufficient predication either to connect the NSLs 


with existing preliminary or full investigations of al Qaeda and affiliated 
groups or to open new preliminary or full investigations in compliance with 
Justice Department investigative guidelines. However, we concluded that 
the FBI could have, and should have, opened an investigative file for 

when the decision was first made to have FBI Headquarters instead of 


field offices issue NSLs for = cad. (TS77STEW7/81/78E ANA) 


We also tried to assess the general role of Stellar Wind information in 
FBI investigations and its value to the FBI’s overall counterterrorism efforts. 
Similar to the FBI, we had difficulty assessing the specific value of the 
program to the FBI’s counterterrorism activities. {S//NF) 


The majority of Stellar Wind information the NSA provided the FBI 
related to domestic telephone numbers and e-mail addresses the NSA had 
identified through meta data analysis as having connections to al Qaeda or 
affiliated organizations. 


surprisingly, FBI agents and analysts with experience investigating 
leads told us that most leads were determined not to have any 
connection to terrorism. These agents and analysts did not identify for us 
any specific cases where WEEE -is helped the FBI identify previously 
unknown subjects involved in terrorism, although we recognize that FBI 
officials and agents other than those we interviewed may have had different 


experiences with Stellar Wind information. {fTS//STEW/7SH/7OCTNF) 


Two FBI statistical studies that attempted to assess the value of 
Stellar Wind meta data leads to FBI counterterrorism efforts did not reach 
explicit conclusions on the program’s usefulness. The first study found that 
1,2 percent of Stellar Wind leads made “significant” contributions,45+ The 
second study did not identify any examples of “significant” Stellar Wind 
contributions to FBI counterterrorism efforts.*55 The FBI OGC told us that 


45+ As we described earlier in this chapter, the FBI consideréd a tipper “significant” 
if it led to any of three investigative results: the identification of a terrorist, the deportation 
from the United States of a suspected terrorist, or the development of an asset that can 
report about the activities of terrorists. (S//N®) 

455 As described earlier in this chapter, the FBI considered a tipper “significant” if it 
led to any of three investigative results: the identification of a terrorist, the deportation 
from the United States of a suspected terrorist, or the development of an asset that can 
report about the activities of terrorists. FSH NF} 
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statements by senior FBI officials in congressional testimony that the Stellar 
Wind program had value were based in part on the results of the first study, 
which found that 1.2 percent of the Stellar Wind leads made significant 


contributions to FBI cases- {TS7/ STEWS 7 OCTNF) 


sents we interviewed generally were supportive of Stellar Wind 
(or ), calling the information “one tool of many” in the FBI’s 
anti-terrorism efforts that “could help move cases forward” by, for example, 
confirming a subject’s contacts with individuals involved in terrorism or 
identifying additional terrorist contacts. However, FBI agents and analysts 
also told us that the Stellar Wind information disseminated to FBI field 
offices could also be frustrating because it often lacked details about the 
foreign individuals allegedly involved in terrorism with whom domestic 
telephone numbers and e-mail addresses were in contact. Some agents also 
believed that the project failed to adequately prioritize leads sent 
to FBI field offices. 


FBI Director Mueller told us that he believes the Stellar Wind program 
was useful and that the FBI must follow every lead it receives in order to 
prevent future terrorist attacks. He stated that to the extent such 
information can be gathered and used legally it must be exploited, and that 
he “would not dismiss the potency of a program based on the percentage of 
hits.” Other witnesses shared this view that an intelligence program’s value 
cannot be assessed by statistical measures alone. General Hayden said that 
the value of the program may lie in its ability to help the Intelligence 
Community determine that the terrorist threat embedded within the country 
is not as great as once feared. Some witnesses also believed that the value 
of the program should not depend on documented “success stories,” but 
rather on maintaining an intelligence capability to detect potential terrorist 
activity in the future. Several witnesses suggested that the program 
provides an “early warning system” to allow the Intelligence Community to 
detect potential terrorist attacks, even if the system has not specifically 
uncovered evidence of preparations for such an attack. 
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As part of our analysis, we sought to look beyond these comments of 
general support for Stellar Wind to specific, concrete examples of the 
program’s contributions that illustrated the role Stellar Wind information 
either has or could play in the FBI’s counterterrorism efforts. We examined 
five cases frequently cited in documents we reviewed and during our 
interviews as examples of Stellar Wind’s positive contributions to the FBI’s 
counterterrorism efforts. The evidence indicated that Stellar Wind 
information had value in some of these investigations by causing the FBI to 
take action that led to useful investigative results. In other cases the 
connection between the Stellar Wind information and the FBI’s investigative 


actions was more difficult to discern. {fS//STEW//SH-/OC / NB) 
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In the end, we found it difficult to assess or quantify the overall 
effectiveness of the Stellar Wind program to the FBI’s counterterrorism 
activities. However, based on the interviews conducted and documents 
reviewed, we concluded that although Stellar Wind information had value in 
some counterterrorism investigations, it generally played a limited role in 
the FBI’s overall counterterrorism efforts. (S//NE) 


It is also important to note that a significant consequence of the NSA 
program and the FBI’s approach to assigning leads for program information 
was that FBI field offices conducted many threat assessments on individuals 
located in the United States, including U.S. persons, that typically were 
determined not to have any nexus to terrorism or represent a threat to 
national security. As a result, the FBI collected and retained a significant 
amount of personal information about the users of tipped telephone 
numbers and e-mail addresses, such as names and home addresses, places 
of employment, foreign travel, and the identity of family members. The 
results of these threat assessments and the information collected generally 
were reported in communications to FBI Headquarters and uploaded into 


FBI databases.-{P3//STEW//SH/CEANFLE- 


I’s collection of information in this manner is ongoing under 
project, the successor FBI project A ich 
disseminates to FBI field offices lead information the NSA derives from bulk 

telephony and e-mail meta data now collected under FISA authority. Like 
Pe ea project requires FBI field offices to conduct threat 
assessments on telephone numbers and e-mail addresses identified through 
the NSA’s analytical process that the FBI is not already aware of, including 
telephone numbers and e-mail addresses one or two steps removed from 
direct contacts with individuals involved in terrorism. To the extent the 
leads derived from the FISA-authorized activities generate results similar to 
those under Stellar Wind, the FBI threat assessments will continue to result 
in the collection and retention of a significant amount of personal 
information about individuals in the United States, including U.S. persons, 
who do not have a nexus to terrorism or represent a threat to national 


security. (F5//SFEW7/SY/-/Oc/ NE) 


We recommend that, as part of the project, the Justice 
Department’s National Security Division (NSD), working with the FBI, 
should collect information about the quantity of telephone numbers and 
e-mail addresses disseminated to FBI field offices that are assigned as 
Action leads and that require offices to conduct threat assessments. The 
information compiled by the Justice Department should include whether 
individuals identified in threat assessments are U.S. or non-U.S. persons 
and whether the threat assessments led to the opening of preliminary or full 
national security investigations. With respect to threat assessments that 
conclude that users of tipped telephone numbers or e-mail addresses are 
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not involved in terrorism and are not threats to national security, the 
Justice Department should take steps to track the quantity and nature of 
the U.S. person information collected and how the FBI retains and utilizes 
this information, This will enable the Justice Department and entities with 
oversight responsibilities, including the OIG and congressional committees, 
to assess the impact this intelligence program has on the privacy interests 
of U.S. persons and to consider whether, and for how long, such information 


should be retained. (TS77St//h¥}—— 


We also recommend that, consistent with NSD’s current oversight 
activities and as part of its periodic reviews of national security 
investigations at FBI Headquarters and field offices, NSD should review a 
representative samplin leads to those offices. For each lead 
examined, NSD should assess FBI compliance with applicable legal 
requirements in the use of the lead and in any ensuing investigations, 
particularly with the requirements governing the collection and use of U.S. 


person information. -{f8//S8i/7HFT 


VI. Discovery and “Scrubbing” Issues {fS//8H-/NE)_ 


Although Stellar Wind was conceived and implemented as an 
intelligence-gathering program, it was inevitable that the information from 
this program would intersect with the Department’s prosecutorial functions, 
both in criminal cases brought in federal courts and in seeking FISA orders 
from the FISA Court. We found that the limited number of Department 
read-ins also had adverse consequences on issues related to these 


Department functions. -—FS//STEW/SH+ 0G AF) 


One such issue concerned the Department’s compliance with 
discovery obligations in international terrorism prosecutions, which we 
discuss in Chapter Seven. We determined that the Department was aware 
as early as that information collected under Stellar Wind could have 
implications for the Department’s litigation responsibilities under Federal 
Rule of Criminal Procedure 16 and Brady v. Maryland, 373 U.S. 83 (1963). 
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Analysis of this discovery issue was first assigned to John Yoo in 
Yoo, working alone, produced_a legal analysis of the government 
discovery obligations i in the case of 
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No Justice Department attorneys with terrorism prosecution 
responsibilities were read into the Stellar Wind program until mid-2004, 
and as a result the Department continued to lack the advice of attorneys 
who were best equipped to identify and examine the discovery issues in 
connection with the program. Since that ti epartment has taken 
steps to respond discovery motions 


These responses involve the use of the Classified Information 
Procedures Act, 18 U.S.C. App. : to file ex parte in camera pleadings with 
federal court ib tially responsive Stellar Wind-derived 


we recommend that the 
Department assess its discovery obligations regarding Stellar Wind-derived 
information in international terrorism prosecutions. We also recommend 
that the Department carefully consider whether it must re-examine past 
cases to see whether potentially discoverable but undisclosed Rule 16 or 
Brady material was collected by the NSA under the program, and take 
appropriate steps to ensure that it has complied with its discovery 
obligations in such cases. We also recommend that the Department, in 
coordination with the NSA, implement a procedure to identify Stellar 
Wind-derived information that may be associated with international 
terrorism cases currently pending or likely to be brought in the future and 
evaluate whether such information should be disclosed in light of the 
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government’s discovery obligations under Rule 16 and Brady. 


FST STEWI7 S177 OCTNF) 


In addition, we examined the issue of the Department’s use of Stellar 
Wind-derived information in FISA applications. We believe it was 
foreseeable that some Stellar Wind-derived information would be contained 
in the FISA applications filed by the Department’s Office of Intelligence 
Policy and Review (OIPR). OIPR Counsel Baker believed, and we agree, that 
it would have been detrimental to this relationship if the Court learned that 
information from Stellar Wind was included in FISA applications without the 
Court being told so in advance. As discussed in Chapter Three, White 
House officials initially rejected the idea of reading in members of the FISA 
Court, but after Department officials continued to press the issue, 
ultimately in January 2003 agreed to read in a single judge in January 2002 
(Presiding Judge Lamberth, followed by Presiding Judge Kollar-Kotelly in 


May 2002). +PS7/SEEW//SH/OC ANE} 


The “scrubbing” procedures imposed by the Court and implemented 
by Baker to account for Stellar Wind-derived information in international 
terrorism FISA applications created concerns among some OIPR attorneys 
about the unexplained changes being made to their FISA applications. 
These scrubbing procedures also substantially altered the assignment of 
cases to FISA Court judges for nearly 3 years. We concluded that once 
Stellar Wind began to affect the functioning of the FISA process shortly after 
the program’s inception, the number of OIPR staff and FISA Court judges 
read into Stellar Wind should have increased. Instead, read-ins were 
limited to a single OIPR official for over two years and to the Presiding Judge 


of the FISA Court for a period of four years. {FSHSFEWH SHTON} 


The Justice Department, together with the FBI and the NSA, today 
continues to apply scrubbing procedures to international terrorism FISA 
applications. Since January 2006, all members of the Court have been 
briefed on the Stellar Wind program and all of the judges handle 
applications that involve Stellar Wind-derived information in FISA 
applications. While we found that the government has expended 
considerable resources to comply with the scrubbing procedures required by 
the FISA Court since February 2002, we did not find any instances of the 
government being unable to obtain FISA surveillance coverage on a target 


because of this requirement. {TS//STLW//SI/ /OC/NF) 


VII. Gonzales’s Statements (U) 


As part of this review, the OIG examined whether Attorney General 
Gonzales made false or misleading statements to Congress related to the 
Stellar Wind program. We concluded that Gonzales’s testimony did not 
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constitute a false statement and that he did not intend to mislead Congress. 
However, we concluded that his testimony in several respects was 
confusing, not accurate, and had the effect of misleading those who were 
not knowledgeable about the program. (S77NFJ 


Aspects of the Stellar Wind program were first disclosed publicly in a 
series of articles in The New York Times in December 2005. In response, 
the President publicly confirmed a portion of the program - which he called 
the terrorist surveillance program — describing it as the interception of the 
content of international communications of people reasonably believed to 
have links to al Qaeda and related organizations (basket 1), Subsequently, 
Attorney General Gonzales was questioned about NSA surveillance activities 
in two hearings before the Senate Judiciary Committee in February 2006 


and July 2007. (TS7/SPEW//SH/OG/NE) 


Through media accounts and former Deputy Attorney General 
Comey’s Senate Judiciary Committee testimony in May 2007, it was publicly 
revealed that the Department and the White House had a major 
disagreement related to the program in March 2004. As discussed in 
Chapter Four, this dispute —- which resulted in the visit to Attorney General 
Ashcroft’s hospital room by Gonzales and Card and brought several senior 
Department and FBI officials to the brink of resignation after the White 


ined the progra 
re 


In his testimony before the Senate Judiciary Committee, Gonzales 
stated that the dispute at issue between the Department and the White 
House did not relate to the “Terrorist Surveillance Program” that the 
President had confirmed, but rather pertained to other intelligence 
activities. We believe this testimony created the misimpression that the 
dispute concerned activities entirely unrelated to the terrorist surveillance 
program, which was not accurate. In addition, we believe Gonzales’s 
testimony that Department attorneys did not have “reservations” or 
“concerns” about the program the “President has confirmed” was incomplete 
and confusing because Gonzales did no hat the 
Department’s concerns were what led | aa 

ME 2nd that these concerns had been conveyed to the White House 
over a period of months prior to and including March 2004 when the issue 


was resolved. {8//4F) 


We recognize that Attorney General Gonzales was in the difficult 
position of testifying about a highly classified program in an open forum. 
However, we also believe that Gonzales, as a participant in the March 2004 
dispute between the White House and the Justice Department and, more 
importantly, as the nation’s chief law enforcement officer, had a duty to 
balance his obligation not to disclose classified information with the need 
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not to be misleading in his testimony about the events that nearly led to 
mass resignations of the most senior officials at the Justice Department and 
the FBI. Although we believe that Gonzales did not intend to mislead 
Congress, we believe his testimony was confusing, inaccurate, and had the 
effect. of misleading those who were not knowledgeable about the program. 
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VIII. Conclusion (U) 


From the inception of the Stellar Wind program in October 2001, vast 
amounts of information about telephone and e-mail communications were. 
collected and stored in databases at the NSA. The NSA used this 
information to conduct analysis and disseminate reports to support the 
government’s counterterrorism efforts. We found that in the early years of 
the Stellar Wind program, the Department of Justice lacked the necessary 
legal resources to carry out an adequate review of the legality of the 
program. The White House strictly controlled the Department’s access to 
the program. For the first year and a half of the program only 3 Department 
officials were read into Stellar Wind, and only 3 more officials had been read 
in by the end of 2003. Only a single Department attorney analyzed the legal 
basis for the program during its first year and a half of its operation. 
Beginning in mid-2003, after additional Department officials were read into 
the program, the Department determined that this attorney’s initial legal 


analysis was legally and factually flawed. (FS//SFLW//SH/06/}4F+ 


We believe that the strict controls over the Department’s access to the 
program undermined the role of the Justice Department in advising the 
President as to the legality of the program during its early phase of 
operation. The Department’s comprehensive reassessment of the prograni’s 
legality beginning in mid-2003 resulted in a contentious dispute with the 
White House that nearly led to the mass resignation of the Department’s 
senior leadership. In March 2004 the White House continued the program 
despite the Department’s conclusion that it found no legal support for 


aspects of the program. In the face of the potential resignations, however, 
the White Hous accord with the 


Department’s legal concerns. Eventually, the entire program was 
transitioned, in stages, to the authority of the FISA statute. 
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Given the broad nature of the collection activities under the Stellar 
Wind program, the substantial amount of information the program collected 
related to U.S. persons, and the novel legal theories advanced to support the 
program, we believe that the Department should have more carefully and 
thoroughly reviewed the legality of the program, in accord with its normal 


sansaman 


peer review and oversight practices, particularly during its first year and a 


half of operation. tFS//-SFEW+/SH/0G ASB) 


We also concluded that the Department should have begun efforts to 
transition the Stellar Wind program to FISA authority earlier than March 
2004, when that process began, especially as Stellar Wind became less a 
temporary response to the September 11 attacks and more a permanent 
surveillance tool. We believe that such broad surveillance and collection 
activities conducted in the United States that impact U.S. persons, 
particularly when they extend for such a significant period of time, should 
be conducted pursuant to statute and be subjected to judicial oversight. 
Placing such activities under Court supervision, as now occurs, also 
provides an important measure of accountability for the government’s 
conduct that is less assured when the activities are authorized and 


supervised by the Executive Branch alone. (TS7/STLEW77SI/7OC7TNF) 


Finally, we believe that the Department should carefully monitor the 
collection, use, and retention of the information that is now collected under 
FISA authority, given the expansive scope of the collection activities. The 
Department and other agencies should also continue to examine the value 
of collecting such information to the government’s ongoing counterterrorism 


efforts. (TS//SU7NF) 
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(U) Preface 


(U) Title III of the Foreign Intelligence Surveillance 
Act Amendments Act of 2008 required the Inspectors General 
(IGs) of the elements of the Intelligence Community that 
participated in the President’s Surveillance Program (PSP) to 
conduct a comprehensive review of the Program. The IGs of 
the Department of Justice (DoJ), the Department of Defense 
(DoD), the Central Intelligence Agency (CIA), the National 
Security Agency (NSA), and the Office of the Director of 
National Intelligence (ODNI) participated in the review 
required under the Act. The Act required the IGs to submit a 
comprehensive report on the review to the Senate Select 
Committee on Intelligence, the Senate Committee on the 
Judiciary, the House Permanent Select Committee on 
Intelligence, and the House Committee on the Judiciary. 


(U) Because many aspects of the PSP remain classified, 
and in order to provide the Congressional committees the 
complete results of our review, we have prepared this 
classified report on the PSP. The report is in three 


volumes: 
© Volume I summarizes the collective results of the 
IGs' review. 
® Volume II contains the individual reports prepared 
and issued by the DoD, CIA, NSA, and ODNI IGs. 
© Volume III contains the report prepared and issued 
by the DoJ IG. 
(U) The unclassified report on the PSP required by 
Title III has been provided to the Congressional committees 
in a separately bound volume. 
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(U) The President's Surveillance Program 


(U) INTRODUCTION 


-CESHSIOC/NE) In response to the terrorist attacks of 11 September 2001, on 
4 October 2001, President George W. Bush issued a Top Secret authorization to the 
Secretary of Defense directing that the signals intelligence (SIGINT) capabilities of the 
National Security Agency (NSA) be used to detect and prevent further attacks in the 
United States. The Presidential Authorization stated that an extraordinary emergency 
existed permitting the use of electronic surveillance within the. United States for 
counterterrorism purposes, without a court order, under certain circumstances. For more 
than five years, the Presidential Authorization was renewed at 30- to 60-day intervals to 
authorize the highly classified NSA surveillance program, which is referred to throughout 
this report as the President's Surveillance Program (PSP).' 


Under the Presidential Authorizations, the NSA intercepted the 
content of international telephone and Internet communications of both U.S. and non-U.S. 
persons. In addition, the NSA collected telephone and Internet metadata— 
communications signaling information showing contacts between and among telephone 
numbers and Internet communications addresses, but not including the contents of the 


communications. 


j The content and metadata intormation was 
analyzed by the NSA, working with other members of the Intelligence Community (IC), to 
generate intelligence reports. These reports were sent to the Federal Bureau of 
Investigation (FBI), the Central Intelligence Agency (CIA), and other intelligence 
organizations. 

(U) The scope of collection permitted under the Presidential Authorizations varied 
over time. In stages between July 2004 and January 2007, NSA ceased PSP collection 
activities under Presidential authorization and resumed them under four separate court 
orders issued in accordance with the Foreign Intelligence Surveillance Act of 1978 as 


amended (FISA).? 


(U) Scope of the Review 


(U) Title I of the Foreign Intelligence Surveillance Act Amendments Act of 2008 
(FISA Amendments Act)—signed into law on 10 July 2008—tequired the inspectors 


LESANE The cover term NSA uses to protect the President's Surveillance Program is STELLARWIND. 
2 (U) Unless otherwise indicated, references to FISA in this report are to the statute as it existed prior to being 
amended in 2008. 


APPROVED 


general of the elements of the IC that participated in the PSP to conduct a comprehensive 
review of the program.3 The Act required that the review examine: 


(A) all of the facts necessary to describe the establishment, 
implementation, product, and use of the product of the Program; 


(B) access to legal reviews of the Program and access to information 
about the Program; A 


(C) communications with, and participation of, individuals and entities 
in the private sector related to the Program; 


(D) interaction with the Foreign Intelligence Surveillance Court and 
transition to court orders related to the Program; and 


(E) any other matters identified by any such Inspector General that 
would enable that Inspector General to complete a review ofthe 
Program, with respect to such Department or element. 


(U) The Inspectors General (IGs) of the Department of Defense (DoD), the Department 
of Justice (DoJ), the CIA, the NSA, and the Office of the Director of National Intelligence 
(ODNI) conducted the review required under the Act. This report summarizes the collective 
results of the IGs' review. Conclusions and recommendations in this report that are attributed 
to a particular IG should be understood to represent that IG's opinion. Individual reports 
detail the results of each IG's review and are annexes to this report. All of the reports have 
been classified in accordance with the program's classification guide, which was revised 
during our review and re-issued on 21 January 2009, 


(U) Title IN of the FISA Amendments Act also required that the report of any 
investigation of matters relating to the PSP conducted by the DoJ, Office of Professional 
Responsibility (OPR) be provided to the DoJ IG, and that the findings and conclusions of 
such investigation be included in the DoJ IG's review. OPR intends to review whether any 
standards of professional conduct were violated in the preparation of the first series of legal 
memorandums supporting the PSP. OPR has not yet completed its review or provided its 
findings and conclusions to the DoJ IG. 


(U) Methodology 


(U) During the course of this review, the participating IGs conducted approximately 
200 interviews. Among the individuals we interviewed were: former White House Counsel 
and Attorney General Alberto R. Gonzales; former Deputy Attorney General 
James B. Comey; FBI Director Robert S. Mueller, II; former Secretary of Defense 


3 (U) The President’s Surveillance Program is defined in the Act as the intelligence activity involving 
communications that was authorized by the President during the period beginning on 11 September 2001 and 
ending on 17 January 2007, including the program referred to by the President in a radio address on 

17 December 2005 (commonly known as the Terrorist Surveillance Program). 
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Donald H. Rurnsfeld; former NSA Director, Principal Deputy Director of National 
Intelligence, and CIA Director Michael V. Hayden; former Director of Central Intelligence 
(DCD and CIA Director Porter J. Goss; NSA Director Lieutenant General 

Keith B. Alexander; former Directors of National Intelligence John D. Negroponte and 

J. M. McConnell; and former National Counterterrorism Center (NCTC) Director 

John O. Brennan. Certain other persons who had significant involvement in the PSP either 
declined or did not respond to our requests for an interview, including former Deputy 
Secretary of Defense Paul D. Wolfowitz; former Chief of Staff to President Bush 

Andrew H. Card; David S. Addington, former Counsel to Vice President Richard B. Cheney; 
former Attorney General John D. Ashcroft; former Deputy Assistant Attorney General 

John Yoo; and former DCI George J. Tenet. 


We interviewed former vsA as well as leadership = 


within the NS Intelligence Directorate (SID). We 


interviewed personnel from the C 
es eer nea. senior FBI Counterterrorism Division officials; FBI special agents 


‘and intelligence analysts; senior officials from DoJ's Criminal and National Security 
Divisions; and current and former senior NCTC officials. We also interviewed DoJ officials 
and office of general counsel officials from the participating organizations who were 
involved in legal reviews of the PSP and/or had access to the memorandums supporting the 
legality of the PSP. 

SHANE} We examined thousands of electronic and hardcopy documents, including the 
Presidential Authorizations, terrorist threat assessments, legal memorandums, applicable 
regulations and policies, briefings, reports, correspondence, and notes. We obtained access 
to an FBI database of PSP-derived leads that had been disseminated to FBI field offices. 
We used the database to confirm information obtained through interviews and to assist in our 
analysis of FBI investigations that utilized PSP information. We evaluated the justifications 
included in the requests for information (RFIs) submitted by the CIA to the NSA to 
determine whether they were in accordance with program guidelines. Reports of prior 
reviews and investigations of the PSP conducted by the NSA IG were also utilized in our 


review. 
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(U) INCEPTION OF THE PRESIDENT'S 
SURVEILLANCE PROGRAM 


(U) National Security Agency Counterterrorism 
Efforts Prior to 11 September 2001 


ENF} For more than a decade before the terrorist attacks of 11 September 2001, 
NSA was applying its SIGINT capabilities against terrorist targets in response to IC 
requirements. The NSA, SID, Counterterrorism (CT) Product Line led these efforts. NSA 
was authorized by Executive Order (E.O.) 12333, United States Intelligence Activities, 

4 December 1981, as amended, to collect, process, and disseminate SIGINT information 
for foreign intelligence and counterintelligence purposes in accordance with DCI guidance 
and to support the conduct of mililary operations under the guidance of the Secretary of 
Defense. Itis the policy of U.S. Government entities that conduct SIGINT activities that 
they will collect, retain, and disseminate only foreign communications. In September 
2001, NSA’s compliance procedures defined foreign communications as communications 
having at least one communicant outside the United States, communications entirely 
among foreign powers, or communications between a foreign power and officers or 
employees of a foreign power. All other communications were considered domestic 
communications. NSA was not authorized under E.O. 12333 to collect communications 
from a wire in the United States without a court order unless the communications 
originated and terminated outside the United States or met applicable exceptions to the 
requirement of a court order under FISA. 


(U) FISA, 50 U.S.C. § 1801, et seq., was enacted in 1978 to "provide legislative 
authorization and regulation for all electronic surveillance conducted within the United 
States for foreign intelligence purposes." FISA authorizes the Federal Government to 
engage in electronic surveillance and physical searches, to use pen register and trap and 
trace devices, and to obtain business records to acquire foreign intelligence information by 
targeting foreign powers and agents of foreign powers inside the United States.¢ Asa 
general rule, the FISC must first approve an application for a warrant before the 
government may initiate electronic surveillance. 


-(SHSHANE} Prior to the PSP, NSA authority to intercept foreign communications 
included the Director, NSA’s authority to approve the targeting of communications with 
one communicant within the United States if technical devices could be employed to limit 


collection to communications where the target is a non-U.S. person located outside th 


4(U) The term "pen register" is defined in 18 U.S.C. § 3127 as a device or process which records or decodes 
dialing, routing, addressing, or signaling information transmitted by an instrument or facility from which a wire or 
electronic communication is transmitted, provided, however, that such information shall not include the contents 
ofany communication. The term "trap and trace device" is defined in 18 U.S.C. § 3127 as a device or process 
which captures the incoming electronic or other impulses which identify the originating number or other dialing, 
routing, addressing, and signaling information reasonably likely to identify the source of a wire or electronic 
communication, provided, however, that such information shall not include the contents of any communication. 


If technical devices could not be used to limit 
collection, the collection required approval by the Attorney General. The Director, NSA 
could exercise this authority, except when the collection was otherwise regulated, for 
example, under FISA for communications collected from a wire in the United States. 


(U) NSA initially Used Existing Authorities to 


Enhance Signals Intelligence (SIGINT) Collection ; 
After the September 2001 Terrorist Attacks 


ESHSHANE} On 14 September 2001, NSA Director _ ae = E.O. 12333 
ity to approve a SID CT Product Line request to targe 


He approved the tasking of the speciiied numbers, O 
This was an aggressive use of authority because of aS 


Hayden's 14 September 2001 approval memorandum stated that the purpose 01 tne 
targeting was to facilitate “dialing analysis/contact chaining.”> NSA Office of General 
Counsel (OGC) personnel concurred with the proposed activity, but provided a 
handwritten note to Hayden stating that chaining was permitted only on foreign numbers 
no U.S. number could be chained without a court order. Collection of the content lll 
was not addressed in the memorandum. However, other 
documentation indicates that NSA OGC and SID personnel understood that Hayden also 
had approved content collection and analysis. NSA OGC personnel told us that Hayden’s 
action was a lawful exercise of his authority under E.O. 12333. In addition, according to 
NSA’s Deputy General Counsel, Hayden had deci 26 September 2001 a | 


pee would be presumed to be of foreign intelligence value and could be provided 
to the FBI. Hayden told us that his actions were a “tactical decision” and that he was 
operating in a unique environment because it was widely believed that more terrorist 
attacks on U.S. soil were imminent. 


{SHANE} In late September, Hayden informed Tenet that he had expanded SIGINT 
operations under E.O. 12333 authority. According to Hayden, Tenet later said that he had 
explained the NSA’s expanded SIGINT operations to Vice President Cheney during a 
meeting at the White House. On 2 October 2001, Hayden briefed the House Permanent 
Select Committee on Intelligence on his decision to expand operations under E.O. 12333 
and informed members of the Senate Select Committee on Intelligence by telephone. 


5 valine analysis/contact chaining is the process ofan 
from the communications sent or received by 


targeted entities. 


eta 
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(U) NSA Explored Options to Improve 
SIGINT Collection and Address 
Intelligence Gaps on Terrorist Targets 


-(S//NF} Hayden did not attend the meeting at the White House at which Tenet 
explained the NSA's expanded SIGINT operations to the Vice President. According to 
Hayden, Tenet told him that during the meeting the Vice President asked if the IC was 
doing everything possible to prevent another attack. The Vice President specifically asked 
Tenet if NSA could do more, Tenet then discussed the matter with Hayden. Hayden told 
Tenet that nothing more could be done within existing authorities. In a follow-up 
telephone conversation, Tenet asked Hayden what the NSA could do if it was provided 
additional authorities. To formulate a response, Hayden met with NSA personnel, who 
were already working to fill intelligence gaps, to identify additional authorities to support 
SIGINT collection activities that would be operationally useful and technically feasible. In 
particular, discussions focused on how NSA might bridge the “international gap,” i.e., 
collection of international communications in which one communicant was within the 
United States. 


(U) In the days immediately after 11 September 2001, the House Permanent Select 
Committee on Intelligence asked NSA for technical assistance in drafting a proposal to 
amend FISA to give the President authority to conduct electronic surveillance without a 
court order to obtain foreign intelligence information. On 20 September 2001, the NSA 
General Counsel wrote to White House Counsel Gonzales asking if the proposed 
amendment to FISA had merit. We found no record of a response to the NSA General 
Counsel's writing and could not determine why the proposal to amend FISA was not 
pursued at that time. 


(U) Hayden said that, in his professional judgment, NSA could not address the 
intelligence gap using FISA. The process for obtaining FISC orders was slow; it involved 
extensive coordination and separate legal and policy reviews by several agencies, 
Although FISA's emergency authorization provision permitted 72 hours of surveillance 
before obtaining a court order, it did not allow the government.to undertake surveillance 
immediately, Rather, the Attorney General had to ensure that emergency surveillance 
would satisfy the standards articulated in FISA and be acceptable to the FISC. 


(U) Impediments to SIGINT Collection 
Against Terrorist Targets Were Discussed 
With the White House 


-SNF Hayden recalled that, after consulting with NSA personnel, he discussed with 
the White House how FISA constrained NSA collection of communications carried on a 
wire in the United States. Hayden explained that NSA could not collect from a wire in the 
United States, without a court order, content or metadata from communications that 
originated and/or terminated in the United States. Hayden also said that communications 
metadata do not have the same level of constitutional protection as the content of 
communications and that access to metadata concerning communications having one end 
in the United States would significantly enhance NSA’s analytic capabilities. Hayden 
suggested that the ability to collect communications that originated or terminated in the 
United States without a court order would increase NSA’s speed and agility. After two 
additional meetings with Vice President Cheney to discuss further how NSA collection 
capabilities could be expanded along the lines described at the White House meeting, the 
Vice President told Hayden to work out a solution with Counsel to the Vice President 


David Addington. 


(U) Authorization of the 
President's Surveillance Program 


According to Hayden, Addington drafted the first Presidential 
Authorization of the PSP. Hayden characterized himself as the “subject matter expert,” 
and he said that no other NSA personnel, including the General Counsel, participated in 
drafting the authorization. Hayden also said that DoJ personnel had not been involved in 
his discussions with Addington concerning Presidential authorization of the PSP. The PSP 
came into existence on 4 October 2001, when President Bush signed the Presidential 
Authorization drafted by Addington. The authorization was entitled: Presidential 
Authorization for Specified Electronic Surveillance Activities during a Limited Period to 
Detect and Prevent Acts of Terrorism within the United States. Between 4 October 2001 
and 8 December 2006, President Bush signed 43 authorizations, exclusive of modifications 
and other program-related memoranda to the Secretary of Defense. 


(U) SIGINT Activities Authorized Under the Program 
The 4 October 2001 Presidential Authorization directed the 


of Defense to 


BEER OVER FOR PUBLIC RELEASE 


“CESHSTEWHSHYOCANP) The first Presidential Authorization allowe 


intercept the content o 
any communication, including those to, from, or exclusively within the United States, 


where probable cause existed to believe one of the communicants was engaged in 
international terrorism. The authorization also allowed the NSA to acquire telephony and 
Internet metadata where one end of the communication was outside the United States or 
neither communicant was known to be a U.S, citizen. For telephone calls, metadata 
generally referred to “dialing-type information” (the originating and terminating telephone 
numbers, and the date, time, and duration of the call), but not the content of the call. For 
Internet communications, metadata generally referred to the “t 


fe 39 


The Secretary of Defense directed NSA, in writing, on 
8 October 2001 to execute the authorization to conduct specified electronic surveillance on 


targets related to -niona terrorism.é Because the surveillance was 
conducted in the United States, E O communications into or out of the 


United States, and a subset of these communications was to or from persons in the United 
States, the surveillance otherwise would have required a FISC order. NSA was also 
allowed to retain, process, analyze, and disseminate intelligence from communications 
acquired under the Presidential Authorization. 


—-CESHSFEWHSHYOCANF} In addition to allowing the interception of the content of 


communications into or out of the United States, paragraph (a)(ii) of the first Presidential 
Authorization allowed NSA to intercept the content of purely domestic communications. 
Hayden told us he did not realize this until Addington specifically raised the subject during 


a meeting to discuss renewing the authorization. According to Hayden, he told Addington 
that NSA would not collect domestic communications because NSA is a foreign 
intelligence agency, its infrastructure did not support domestic collection, and he would 
require such a high evidentiary standard to justify intercepting purely domestic 
communication that such cases might just as well go to the FISC. 


(U) Content of the Presidential Authorizations 
and Department of Justice Certification 
as to Form and Legality 


{(SHNE) Each of the Presidential Authorizations included a finding to the effect that 
terrorist groups of global reach possessed the intent and capability to attack the United 
States, that an extraordinary emergency continued to exist, and that these circumstances 
constituted an urgent and compelling governmental interest permitting electronic 
surveillance within the United States for counterterrorism purposes, without judicial 
warrants or court orders. The primary authorities cited for the legality of the electronic 
surveillance and related activities were Article II of the Constitution and the 
Authorization for Use of Military Force Joint Resolution (AUME). 


The President also 
noted his intention to inform appropriate members of the Senate and the House of 
Representatives of the program "as soon as [ judge that it can be done consistently with 
national defense needs." 


{SANE Ashcroft certified the first Presidential Authorization as to "form and 
legality" on 4 October 2001. According to NSA records, this was the same day that 
Ashcroft was read into the PSP. There was no legal requirement that the Presidential 
Authorizations of the PSP be certified by the Attorney General or other DoJ officials. 
Former senior DoJ official Patrick F. Philbin told us he thought one purpose of the 
i to give the program a sense of legitimacy so that it not "look like a rogue 


Principal Deputy and Acting Assistant Attorney General Steven G. Bradbury told us that 


the DoJ certifications served as official confirmation that DoJ had determined that the 
activities carried out under the program were lawful. 


{SNE} Gonzales told us that approval of the program as to form and legality was not 
required as a matter of law, but he believed that it "added value" to the Presidential 
Authorization for three reasons. First, NSA was being asked to do something it had not 
done before, and it was important to assure the NSA that the Attorney General had 
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hird, for "purely political considerations," the Attorney General's approval of 
the program would have value "prospectively" in the event of Congressional or inspector 
general reviews of the program. 


(U) The Presidential Authorizations were issued at intervals of approximately 30 to 
60 days. Bradbury said that the main reason for periodically reauthorizing the program 
was to ensure that the Presidential Authorizations were reviewed frequently to assess the 
program's value and effectiveness. As the period for each Presidential Authorization drew 
to a close, the DCI prepared a threat assessment memorandum for the President describing 
the current state of potential terrorist threats to the United States. 


(U) The Threat Assessment Memorandums 
Supporting Presidential Authorization of the Program 


{SANE} From October 2001 to May 2003, the CIA prepared the threat assessment 
memorandums that supported Presidential authorization and periodic reauthorization of the 
PSP. The memorandums documented the current threat to the U.S. homeland and to U.S. 
interests abroad from al-Qa’ida and affiliated terrorist organizations. The first threat 
assessment memorandum—The Continuing Near-Term Threat from Usama Bin Ladin— 
was signed by the DCI on 4 October 2001.7 Subsequent threat assessment memorandums 
were prepared every 30 to 60 days to correspond with the President's reauthorizations. 


SANE} The DCI Chief of Staff, John H. Moseman, was the CIA focal point for 
preparing the thre: According to Moseman, he directed the 
CIA, to prepare objective appraisals of the 
current terrorist threat, focusing primarily on threats to the homeland, and to document 
those appraisals in a memorandum. analysts drew upon all sources of intelligence in 
preparing their threat assessments. Each of the memorandums focused primarily on the 
current threat situation and did not routinely provide information concerning previously 
reported threats or an assessment of the PSP's utility in addressing previously reported 
threats. 


LNB After lll completed its portion of the memorandums, Moseman added a 
paragraph at the end of the memorandums stating that the individuals and organizations 
involved in global terrorism (and discussed in the memorandums) possessed the capability 
and intention to undertake further terrorist attacks within the United States. Moseman 
recalled that the paragraph was provided to him initially by either Gonzales or Addington. 
The paragraph recommended that the President authorize the Secretary of Defense to 
employ within the United States the capabilities of DoD, including but not limited to 
NSA’s SIGINT capabilities, to collect foreign intelligence by electronic surveillance. The 
paragraph described the types of communication and data that would be collected and the 


7 (U) The title of the threat assessment memorandums was changed to The Global War Against Terrorism in 
June 2002. 


circumstances under which they could be collected. The draft threat assessment 

randums were reviewed by CIA Office of General Counsel attomeys assigned to 

and CIA Acting General Counsel (Principal Deputy General Counsel), John A. Rizzo. 
Rizzo told us that the draft memorandums were generally sufficient, but there were 
occasions when, based on his experience with previous memorandums, he thought that 
draft memorandums contained insufficient threat information or did not present a 
compelling case for reauthorization of the PSP. In such instances, Rizzo would request 
A additional available threat information or make revisions to the draft 


memorandums. 

The threat assessment memorandums were then signed by the DCI and 
forwarded to the Secretary of Defense to be co-signed. Tenet signed most ofthe threat 
memorandums prepared during his tenure as DCI. There were no occasions when the DCI 
or Acting DCI withheld their signature from the threat assessment memorandums. The 
threat assessment memorandums were reviewed by DoJ's OLC to assess whether there was 
"a sufficient factual basis demonstrating a threat of terrorist attacks in the United States for 
it to continue to be reasonable under the standards of the Fourth Amendment for the 
President to [continue] to authorize the warrantless searches involved" in the program. 
OLC then adyised the Attorney General whether the constitutional standard of 
reasonableness had been met and whether the Presidential Authorization could be certified 
as to form and legality. After review and approval as to form and legality by the Attorney 
General, the threat assessment memorandums were delivered to the White House to be 
attached to the PSP reauthorization memorandums signed by the President. 

SHAE} R ibility for drafting the threat assessment memorandums was 
transferred fro to the newly-established Terrorist Threat Integration Center in May 
2003. This responsibility was retained by TTIC's successor organization, NCTC. The 
DCI continued to sign the threat assessment memorandums through 15 April 2005, 
Subsequent memorandums were signed by the Director of National Intelligence or his 


designee. 


(U) Early Revisions to the Presidential Authorizations 


On 2 November 2001, with the first authorization set to 
expire, President Bush signed a second Presidential Authorization of the PSP. The second 
authorization cited the same authorities in support of the President's actions, principally the 
Article IL Commander-in-Chief powers and the AUMF. The second authorization also 


cited the same findings of a threat assessment concerning the magn] of potential 
j and the likelihood of their occurrence in the future. er 
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authorization for the PSP. 


(U) DoJ Office of Legal Counsel Memorandums 
Supporting Legality of the Program 


~(SHNF} OLC Deputy Assistant Attorney General John Yoo was responsible for 
drafting the first series of legal memorandums supporting the PSP. Yoo was the only OLC 
official read into the PSP from the program's inception until he left DoJ in May 2003. 
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During Yoo’s tenure at DoJ, he was one of only three DoJ officials read into the PSP. The 
other two were Ashcroft and Baker. OLC Assistant Attorney General Jay S. Bybee, Yoo’s 
direct supervisor, was never read into the program. 


-(S/NB} Before the President authorized the PSP on 4 October 2001, Yoo had 
prepared a memorandum evaluating the legality of a hypothetical electronic surveillance 
program within the United States to monitor communications of potential terrorists. His 
memorandum, dated 17 September 2001, was addressed to Deputy White House Counsel 
Timothy E. Flanigan and was entitled Constitutional Standards on Random Electronic | 
Surveillance for Counter-Terrorism Purposes. Yoo drafted a more extensive version of the 
memorandum, dated 4 October 2001, for Gonzales. 
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“SAND The first OLC memorandum explicitly addressing the legality of PSP was 
not drafted until after the program had been formally authorized by the President and after 
Ashcroft had certified the program as to form and legality. The first OLC opinion directly 
supporting the legality of the PSP was dated 2 November 2001, and was drafted by Yoo. 
Yoo acknowledged at the outset of his 2 November memorandum that "[b]ecause of the 
highly sensitive nature of this subject and the time pressures involved, this memorandum 
has not undergone the usual editing and review process for opinions that issue from our 


SANE) Yoo acknowledged in his 2 November 2001 memorandum that the first 
Presidential Authorization was "in tension with FISA." Yoo stated that FISA "purports to 
be the exclusive statutory means for conducting electronic surveillance for foreign 
intelligence." But Yoo then opined that "[s]uch a reading of FISA would be an 
unconstitutional infringement on the President's Article II authorities." Citing advice of 
OLC and DolJ's position as presented to Congress during passage of the USA PATRIOT 
Act several weeks earlier, Yoo characterized FISA as merely providing a "safe harbor for 
electronic surveillance," adding that it "cannot restrict the President's ability to engage in 
warrantless searches that protect the national security." 


{SANE} Regarding whether the activities conducted under the PSP could be 
conducted under FISA, Yoo described the same potential impediments that he had cited in 
his 4 October memorandum. Noting that the Presidential Authorization could be viewed as 
a violation of FISA's civil and criminal sanctions in 50 U.S.C. §§ 1809-10, Yoo opined that 
in this regard FISA represented an unconstitutional infringement on the President's 
Article If powers. According to Yoo, the ultimate test of whether the government may 
engage in warrantless electronic surveillance activities is whether such conduct is 
consistent with the Fourth Amendment, not whether it meets the standards of FISA. 
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Yoo wrote that reading FISA to restrict the President’s inherent authority to 
conduct foreign intelligence surveillance would raise grave constitutional questions which, 
under the doctrine of constitutional avoidance would require resolving the issue in a 


manner that preserves the President’s 
“[U]nless Congress made a clear statement in FISA 


that it sought to restrict presidential authority to conduct warrantless searches in the 
national security area—which it has not—then the statute must be construed to avoid such 


a reading.” 


Yoo's 2 November 2001 memorandum dismissed Fourth Amendment 
concems to the extent that the authorized collection involved non-U.S. persons outside the 
United States. Regarding those aspects of the program that involved interception of the 
international communications of U.S. persons within the United States, Yoo asserted that 
Fourth Amendment jurisprudence allowed for searches of persons crossing U.S. 
international borders and that interceptions of communications into or out of the United 
States fell within the "border crossing exception." Yoo further opined that electronic 
surveillance in "direct support of military operations" did not trigger constitutional 
protection against illegal searches and seizures, in part because the Fourth Amendment is 
primarily aimed at curbing law enforcement abuses. Finally, Yoo wrote that the electronic 
surveillance described in the Presidential Authorizations was "reasonable" under the 
Fourth Amendment and therefore did not require a warrant, i.e., in this situation the 
overnment's national security interest outweighed the individual's privacy interest. 
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“CESHSHANE)-In October 2002, at Ashcroft's request, Yoo drafted another opinion 
concerning the PSP. The memorandum, dated 11 October 2002, reiterated the same basic 
analysis as Yoo's 2 November 2001 m 


(U) IMPLEMENTATION OF THE 
PRESIDENT’S SURVEILLANCE PROGRAM 


(U) NSA Implementation 


-(SHNF} On 4 October 2001, Hayden received the initial Presidential Authorization of 
the PSP and briefed the NSA SIGINT Director and other key NSA personnel o 


He also said that the NSA General Counsel 
had reviewed the authorization and concluded that the authorized activities were legal. 
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NSA began to collect the 
content of telephone calls under PSP authority in October 2001. 
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+FSHSH/NE}—Telephone and Internet 


Communications Content Collection and Analysis 


-TSHSHANF) Content collection and analysis under the PSP was conducted in the 
same manner as collection and analysis conducted previously by the NSA under 
E.O. 12333 authority. NSA management applied standard minimization and specially 
designed procedures to task domestic selectors such as telephone numbers and e-mail 
addresses. Selectors had to meet two criteria before being tasked under the PSP: the 
purpose of the collection had to be to prevent and detect terrorist attacks in the United 
States; and the selector had to be linked to al-Oa’ ida, an associate, or international 


terrorism. 


-CESHASHANE}- NSA collection managers were responsible for ensuring that telephony 
and Internet communications selectors were appropriately added or removed from 
collection. Content collection for domestic selectors was sometimes approved for specific 
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time periods. Data collected under the PSP were stored in compartmented NSA databases, 
and access to the databases was strictly controlled. 

The majority of targets for content collection under the PSP were 
foreign telephone numbers and Internet communications addresses. In 2008, NSA reported. 
that foreign telephone numbers and in excess 0 foreign Internet 
communications addresses had been targeted from October 2001 through December 2006. 
NSA reported in 2008 tha domestic telephone numbers and domestic Internet 
communications addresses were targeted for PSP content collection from October 2001 to 
January 2007. Although targeted domestic telephone numbers and Internet 
communications addresses were located in the United States, they were not necessarily 


used by U.S. citizens. 


-(S/NE) PSP program officials told us that the NSA did not seek to collect domestic 


communications under the PSP. However, NSA managers said that there are no readily 


available technical means within th to guarantee that no 
domestic calls will be collected. Issues of this kind inevitably arise from time to time in 
other SIGINT operations, and are not unique to the PSP. Over the life of the program, the 
NSA reported [incidents of unintentional collection of domestic communications or 
non-targeted communications. In such cases, the NSA IG determined that personnel 
followed established procedures in reporting the incidents, adjusting collection, and 
purging unauthorized collection records from NSA databases. 


-+(TSHSUANE) NSA analysis of content collected under the PSP involved the same 
practices and techniques used in analyzing information from other SIGINT operations. 
Telephone content was made available to NSA analysts through a voice processing system; 
Internet communications content was available from the database in which it was stored. 
Analysis involved more than listening to, or reading the content of, a communication and 
transcribing and disseminating a transcript. Analysis also involved coordinating and 
collaborating with other IC analysts, applying previous knowledge of the target, and 
integrating other relevant intelligence. 
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{FSHSHNE}- Telephony and Internet 


Metadata Collection and Analysis 


NSA personnel used PSP metadata fo pertorm contact chaining. 

Although the NSA had the capability to collect bulk telephọny and Internet metadata 
before the PSP, collection was limited because the NSA was not authorized to collect 
metadata from a wire inside the United States without a court order when one end of the 
communication was in the United States. NSA could "chain" to, but not through, domestic 
selectors. Access to large amounts of metadata is required for effective contact chaining, 
and the PSP increased the data available to NSA analysts and allowed:them to perform 
more thorough contact chaining. 

-CESHYSIWOGANE)-Although NSA analysts could search bulk-collected metadata under 


the PSP, the analysts’ searches were limited to targets that were approved under the 
standards set forth in the Presidential Authorizations. As such, only a small fraction of the 


metadata collected under the PSP was ever accessed. In August 2006, the NSA estimated 
that 0.000025 percent of the telephone records in the PSP database (or one of every 
four million records) could be expected to be seen by NSA analysts through chaining 


analysis. 


-CESHSHANE}- NSA analysts conduct contact chaining by entering a target selector—a 
telephone number or Internet communication address—in a specialized metadata analysis 
tool, which searches the metadata and identifies contacts between the selector and other 
telephone numbers or Internet communications addresses. The resulting contact h is 
analyzed for intelligence and to develop i igati 


ough the Presidential Authorizations did not prohibit chaining more: .. - 
~ than two degrees of separation from the target, NSA analysts determined that it was not 
analytically useful to do so. 

“CESS. An automated process was created to alert and automatically chain new 
and potentially reportable telephone numbers using what was called an “alert list.” 
Telephone numbers on t j j inst i 
look for contacts. 
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en NSA personnel identified erroneous metadata collection—usually 
caused by technical problems or inappropriate application of the authorization—they were 
directed to report the violation or incident thrdugh appropriate channels and to delete the 
collection from all NSA databases. NSA reported three such violations early in the 
program and took measures to correct them. ` 


(U) NSA Reporting From the 
President's Surveillance Program 


PSP information was disseminated in types of reports: 
adata analysis: content reports, which provided NSA analysis 


"tippers," which provi 
ent collection; 


Tippers were sent to the FBI and the CLA by €-mau ona 
secure communications network. Some tippers contained "tear line" information that 
allowed for wider distribution of a sanitized yersion of the information. From October 
2001 through January 2007, the NSA issue tippers to the FBI and the CIA.® 
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(U) NSA Managerial Structure and Oversight 
of the President's Surveillance Program 


—S/ANF} Analysis and reporting associated with the PSP was conducted within SID at 
NSA's Fort Meade, Maryland headquarters. PSP activities were not conducted at NSA 
field sites. The Director and Deputy Director of NSA exercised senior operational control 
and authority over the program. The individual who was SIGINT Director in 2001 told us 
that, aside from ensuring that the PSP had appropriate checks and balances, she left direct 
management of the program to the NSA Director, the Deputy Director, and the Office of 
General Counsel. She noted that Hayden took personal responsibility for the program and 
managed it carefully. 


(SHNFY By 2004, specific managerial authorities concerning PSP collection, analysis, 
and reporting activities had been delegated to the SIGINT Director. The SIGINT Director 
further delegated managerial authority to the PSP program manager and mission execution 
responsibilities to the Chief of the CT Product Line. The PSP program manager position 
was restructured to provide the incumbent authority and responsibility for oversight of PSP 
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activity across SID, and the PSP program manager was provided additional staff. Over the 
life of the program, there were five PSP program managers, who reported directly to the 
SIGINT Director or the Chief of the CT Product Line. 


SA supported the operation of the PSP with 
approximatel from fiscal years 
Ys) 2002 through 2006. Funds were used for the acquisition of 


(U) NSA PSP Costs From FY 2002 through FY 2006 
(dollars In thousands, personnel costs not included) 


(U) NSA Management Controls to Ensure 
Compliance With Presidential Authorizations 


information and ensure 


-(S/1- NSA management took steps to pro 
compliance with the Presidential Authorizations. 


D2 


24 


-SHNF} The NSA General Counsel was read into the PSP on 4 October 2001, the day 
the first Presidential Authorization was signed. On 6 October 2001, the General Counsel 
provided Hayden and his deputy talking points for use in briefing NSA personnel on the 
new program's authorities, The talking points included the fact that Hayden had directed 
the NSA General Counsel and the NSA Associate General Counsel for Operations to 
review and oversee PSP activities. The NSA Associate General Counsel for Operations 
provided most of the program oversight before the NSA IG was read into the PSP in 
August 2002. The Associate General Counsel for Operations oversaw program 
implementation, reviewed proposed target packages for compliance with the 
authorizations, and coordinated program-related issues with DoJ. 


(U) NSA Inspector General Oversight 
of the Program 


-~SHNEWThe NSA IG and other NSA Office of Inspector General personnel were read 
into the PSP beginning in August 2002. Over the life of the program, the NSA IG 
conducted: 


o ‘Three investigations in response to specific incidents and violations of the 
Presidential Authorizations to determine the cause, effect, and remedy. 


o Ten reviews to determine the adequacy of management controls to ensure 
compliance with the authorization and related authorities, assess the 
mitigation of risk associated with program activities, and identify 
impediments to meeting the requirements of the authorizations. 


-CFSHSY/NE}Ten of the NSA IG reports included a total offi ecommendations to 
NSA management to strengthen internal controls and procedures over the PSP. The NSA 
IG identified no intentional misuse of the PSP. Significant findings from NSA IG reviews 
of the PSP include the following: 


ə In 2005, the NSA IG foundilerrors when comparing records of domestic 
telephone and communications selectors approved for PSP content 
collection with selectors actually on collection. The errors included 
selectors that were not removed from collection after being detasked, 
selectors that were not put on collection when approved, and selectors that 
were mistakenly put on collection due to typographical errors. NSA 
management took steps to correct the errors and establish procedures to 
reconcile approved selectors with selectors actually on collection. 


o During a 2006 review, the NSA IG found that all items in a randomly. 
selected sample of domestic selectors met Presidential Authorization 
criteria. Using a statistically valid sampling methodology, the IG 
concluded with 95 percent confidence that 95 percent or more of domestic 


selectors tasked for PSP content collection were linked to al-Qa'ida, its 
associates, or international terrorist threats inside the United States. 


~(SHNE} In addition to NSA IG report recommendations, in March 2003, the NSA IG 
recommended to Hayden that he report violations of the Presidential Authorizations to the 
President, The NSA IG prepared J Presidential notifications for the NSA Director 
concerning violations of the authorizations. 

eginning in January 2007, violations involving collection activities 

conducted under PSP authority as well as violations related to former PSP activities that 
were operating under FISA authority were reported quarterly to the President’s Intelligence 
Oversight Board, through the Assistant to the Secretary of Defense for Intelligence 
Oversight. 


All related collection records were purged trom NSA databases in 
2004; therefore, it was not possible to determine the exact nature and extent of the 
collection. NSA OIG will close out this incident in its upcoming report to the President’s 
Intelligence Oversight Board. 

On 15 January 2009, the DoJ reported to the FISC that the NSA had 
been using an “alert list" to compare FISA-authorized metadata against telephone numbers 
associated with counterterrorism targets tasked by the NSA for SIGINT collection. The 
NSA had reported to the FISC that the alert list consisted of telephone numbers for which 
NSA had determined the existence of a reasonable, artj uspicion that the numbers 
were related to a terrorist organization associated fet sai eee ee 
In fact, such a determination had not been made for the majority of the selectors on the 
alert list. The NSA IG reported this incident to the President’s Intelligence Oversight 
Board, and has provided updates as required. The alert list and a detailed NSA 60-day 
review of processes related to the business records FISC order were the subject of several 
recent submissions to the FISC and of NSA briefings to the Congressional oversight 
committees. 


(U) Access to the President's Surveillance Program 


ae 
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(U) PSP Cumulative Clearance Totals 
(as of 17 January 2007) 


-SHNEF)}- Knowledge of the PSP was strictly controlled and limited at the express 
direction of the White House. Hayden eventually delegated his PSP clearance approval 
authority for NSA, FBI, and CIA operational personnel to the NSA PSP program manager. 
Hayden was required to obtain approval from the White House to clear members of 
Congress, FISC Judges, the NSA IG, and others. 


{SANE} The NSA IG was not read into the PSP until August 2002. According to 
the NSA General Counsel at the time, the President would not allow the IG to be briefed 
prior to that date. Although Hayden did not recall why the IG had not been cleared 
earlier, he thought that it would have been inappropriate to clear him when the length of 
the program was unknown and before operations had stabilized. By August 2002, 
Hayden and the NSA General Counsel wanted to institutionalize PSP oversight with the 
involvement of the NSA IG. Hayden recalled having to "make a case" to the White 
House to have the NSA IG read in. The ODNI IG found that ODNI oversight of the PSP 
was limited by ODNI oversight personnel not being provided timely access to the 


program. 


(U) Congressional Briefings on the Program 


-CFSHSTANF) On 25 October 2001, Hayden conducted a briefing on the PSP for the 
Chairman and the Ranking Member of the House Permanent Select Committee on 
Intelligence, Nancy P. Pelosi and Porter J. Goss; and the Chairman and the Vice Chairman 
of the Senate Select Committee on Intelligence (SSCD, D. Robert Graham and 
Richard C. Shelby. Between 25 October 2001 and 17 January 2007, Hayden and current 
NSA Director Alexander, sometimes supported by other NSA personnel, conducted 
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49 briefings to members of Congress and their staff. Hayden told us that during the many 


> 
PSP brieficgs ta members of Congress, no one ever suggested that the NSA should stop the 


program. Hayden emphasized that he did moze tas iust “Fip through slides” ducing the 
briefings, which iasled as long es attendees had questions. - 


iu) Forsign Intelligence Surveillance Court 
Briofings on the Program 


ATSYSWHUOCAND- On 31 January 2002, tha FISC Presidiag Judge Royce Lazoberiie 
became the first member of the cou't to ts read into the PSP, Ie was pricted on the 
program after James Baker, the head of DoJ’s Office of Tatelligence Policy ard Review 
(OR) raised concerns with the White House over PSP-derived information being 
included in FISA applications. White House officials witially rejected the idea of 
ronding in members of the FISC. ~ amberth’s briefing was conducted at lhe DoJ aac. was l 
attended by Asacrofi, Hayden, Mueller, Yao, and Baker. 


EESHSTHOGINES-Asherod provided Cambertl a brief sumraary of the President's 
decision to creais the PSP, and Ashorott stated thai he Sad detérmined, based upon the 
advice of John Yuu, ait attorney in DoJ’s Office of Legal Counsel (OTC), thai fhe 
Presidenta actions were lawful under the Constitution. Ashcroft aisy emphasized to 
T amherth that the FESC was cot being asked to approve the program. Following 
Asheroft’s summary, Hayden described for Lamberth how ihe prograrn Mactioned 
operationally, Yoo discnssed legal aspeuls of the program, and Baker proposee procedures 
for handling international terorism F ISA applications that contained PSP-derived 
‘alosmation. For the next four months, until the end of nis fermi in May 2092, Lemberth 
was the only FISC judge read into the PSP. 

ATSUST OC MF} Judge Colleen Kallar-Kotelly succeeded Lamberth as the FISC 
Presiding Jucige ani! was briefed on ‘he PSP on 17 May 2002. The bricfing was similar in 
form and substance to thet provided to Lambercl. In response to several questions from 
Kollar-Zotelly ebout the scope of the President's acthority tu condact warrantless 
surveillance, Do! prepared. a letter to Kellar-Relel ly, signed by Yoo, that, according to 
Kollar-Kotelly, “set out a broad overview af the legal authority Zor conducting [the PSP}, 
bur did not analyze the specifies of the [PSP] pre gran.” The lotter, which Kollar-Kotelly 
ceviewed at the White House bet was not permitted to retaju, essenticlly replicated Yoo’s 
9 November 2001 memo-andum regarding the legality of the PSP. Kollar-Koteily was the 
oniy s‘tting FISC judge read ira the PSP until January 2006, when the other FSC judges 
wore read in. 

ATSR GNE Baker was read into the PSP only after he came upen “sttange, 
unattributed” language in a FISA application that suggested the existence of a 
cumpartmented program. Baker advised that the FISC needed in be read into the program, 
‘sat fhe White House initially resisted this idua, As noted, eventually Lamberth, and later 
nig suceesaor, Kollar-Kotelly, were read in. The DoJ IG believes that not having C HPR 
officials and mombers of tke FISC read inte ths P SP, while pregram-derived information 
was being disseminated as investigative leads to ihe RRL and finding its way into FISA 
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applications, put at risk the DoJ’s important relationship with the FISC, The DoJ IG agrees 
with Baker’s assessment that, as the government’s representative before the FISC, good 
relations between the DoJ and the FISC depend on candor and transparency. 


(U) FBI Participation in the 
President's Surveillance Program 


As a user of PSP-derived information, the FBI disseminated leads— 
tippers—to FBI field offices. Tippers primarily consisted of domestic telephone numbers 
and Internet communications addresses that NSA analysts had determined through 
metadata analysis were connected to individuals involved with al-Qa’ida or its affiliates. 
Domestic telephone numbers represented the overwhelming majority of PSP-derived 
information contained in tippers. Tippers also provided information derived from content 
collection under the PSP. 


-CFSHSHANF) The FBI’s principal objective during the earliest months of the PSP was 
to disseminate program information to FBI field offices for investigation while protecting 
the source of the information and the methods used to collect it. The FBI initially assigned 
responsibility for this to its Telephone Analysis Unit (TAU), which developed procedures 
to disseminate informati £ eports in a non-compartmented, Secret-level 
format. The resultin Electronic Communications (ECs) included 
restrictions on how the information could be used, i.e., FBI field offices were to use the 
information “for lead purposes only” and not use the information in legal or judicial 
proceedings. 


-(SHNE}- The FBI’s participation in the PSP evolved over time as the program became 
less a temporary response to the September 11 attacks and more a permanent surveillance 
capability. To improve the effective: i icipation in the program, the FBI 
initiated Dae ee _ manage its involvement in the 
PSP. In February 2003, the FBI assigned a team of FBI personnel—"Team 10"—to work 
full-time at the NSA to manage the FBI’s participation in the program. 


(TS/SI//NE) Team 10’s primary responsibility was to disseminate PSP information 
through ECs to FBI field offices for investigation or other purposes. However, 


over time, Team 10 began to participate in the PSP in other ways. For example, Team 10 
occasionally submitted telephone numbers and Internet communications addresses to the 
NSA to be searched against the bulk metadata collected under the PSP. The NSA 
conducted independent analysis to determine whether telephone numbers or Internet 
communications addresses submitted by Team 10 met the standards established by the 
Presidential Authorizations. Team 10 also regularly contributed to NSA’s PSP process by 
reviewing draft reports and providing relevant information from FBI databases. 


-SHNE) FBI fie! e not required to investigate every tipper di 
by Team 10 under th project. Rather, the type of lead that the 
EC assigned—"action," "discretionary," or "for information"—drove the field office’s 


response to a tipper.? The vast majog BI investigative activity related to PSP 
information involved responding ieee telephone number tippers that assigned 
action leads. Team 10 generally assigned action leads for telephone numbers that were not 
already known to the FBI or telephone numbers that Team 10 otherwise deemed a high 


priority, such as a number that had a relationship to a major FBI investigation. From 
approximately, — v-: established, ae action 
leads instructed field offices to obtain subscriber information for the telephone numbers 
within its jurisdiction and to conduct any "logical investigation to determine terrorist 
connections." Some agents complained that action leads lacked guidance about how to 


make use of the tippers, which was of particular concern because agents were not confident 


that @communications provided sufficient predication to open national security 
investigations. — 

el to FBI procedures in 2003 addressed some FBI agents’ 
concerns. FBI Headquarters assumed responsibility from field offices 


for issuing national security letters (NSLs) to obtain subscriber information about PSP- 
tipped telephone numbers and Internet communications addresses. 
the Attorney General issued new guidelines for FBI national security investigations 
that created a new category of investigative activity called a "threat assessment." Under a 
threat assessment, FBI agents are authorized to investigate or collect information on 
individuals, groups, and organizations of possible investigativo ithout opening a 
preliminary or full national security investigation. Beginnin action leads 


assigned bE tacts tippers instructed field offices to conduct threat 
assessments and advised that FBI headquarters would issue NSLs to obtain subscriber 


information. 

SANE In general, an FBI threat assessment involved searching several FBI, public, 
and commercial databases for information about the tipped telephone number, and 
requesting that various state and local government entities conduct similar searches. 
Sometimes these searches identified the subscriber to the telephone number before FBI 


Headquarters obtained the information with an NSL. In other cases, the threat assessments. 


continued after the field office received the NSL results. 


—SHNF} ne cads frequently were closed after conducting a threat 
assessment interview with the subscriber and determining that there was no nexus to 
terrorism or threat to national security. In other cases, the leads were closed based solely 


on the results of database checks. 


SANE) Beginning FBI field offices were required to report the 
results of their threat assessments to FBI headquarters. FBI field offices typically reported 
all of the information that was obtained about the tipped telephone numbers, including the 
details of any subscriber interviews, and then stated that the office had determined that the 


LS#NE An action lead instructs an FBI field office to take a particular action in response. A discretionary lead 
allows the field office to make a determination whether the information provided warrants investigative action. A 
field office is not expected to take any specific action on a for information lead. 
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telephone number did not have a nexus to terrorism and considered the lead closed. Much 
less frequently, field offices reported that a preliminary investigation was opened. 
Regardless of whether any links to international terrorism were identified in a threat 
assessment, the results of the threat assessments and the information that was collected 
about subscribers generally were reported to FBI headquarters and uploaded to FBI 
databases. 


(U) CIA Participation in the 
President's Surveillance Program 


{SANE} CIA analysts and targeters, as PSP consumers, requested information from 
the program and utilized program reporting in their analyses. 
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(U) NCTC Participation in the 
President's Surveillance Program 


-CESHSTANE} The ODNI IG found that the ODNI’s primary role in the PSP was the 
preparation of the threat assessments that summarized the al-Qa'ida threat to the United 
States and were used to support periodic reauthorization of the program. The ODNI IG 
found that the threat assessments were drafted by experienced NCTC personnel who 
prepared the documents in a memorandum style following an established DoJ format. The 
ODNIIG also determined that the ODNI threat assessments were prepared using 
evaluated intelligence information chosen from a wide variety of IC sources. ODNI 
personnel said that during the period when the ODNI prepared the threat assessments, the 
IC had access to fully evaluated jntelligence that readily supported an assessment that 
al-Qa'ida remained a significant threat to the United States. 


The NCTC 
analysts told us that PSP information was subject to stringent security protections 


-SHNF) The NCTC analysts said that they handle NSA surveillance information, 
including PSP information, consistent with the standard rules and procedures for handling 
NSA intelligence information including minimization of U.S. person identities. On those 
occasions when the NCTC analysts knew that a particular NSA intelligence product was 
derived from the PSP, the analysts told us they reviewed program information in the same 
manner as other incoming NSA intelligence products. If appropriate, NCTC analysts then 
incorporated the PSP information into analytical products being prepared for the Director 
of National Intelligence (DND and other senior intelligence officials. They identified the 
President's Terrorism Threat Report and the Senior Executive Terrorism Report as 
examples of the types of finished intelligence products that would, at times, contain PSP 
information. 
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(U) The President's Surveillance Program 
and the Foreign Intelligence Surveillance Court 


Dol, initially with the FISC’s concurrence and later at the court’s 
direction, developed and implemented procedures—teferred to as “scrubbing” 
procedures—to account for and make the court aware of instances when PSP-derived 
information was included in FISA applications. Lamberth required that all FISA 
applications that contained PSP-derived information, or that would result in simultaneous 
collection against particular targets under both the PSP anda FISC order, be filed with him 
only. Baker told us that Lamberth wanted to be informed of applications that contained 
PSP information and of dual coverage situations. According to Baker, the scrubbing 
procedures were a means of meeting his ethical duty of candor to the FISC without 
disclosing the existence of the PSP to uncleared judges. 


DoJ effectuated the scrubbing procedures by compiling lists of 
information contained in initial and renewal FISA applications that was attributed to the 
NSA and of all facilities targeted for electronic surveillance in the applications. These lists 
were sent to the NSA to determine whether any of the NSA-attributed information was 
PSP-derived and whether any of the facilities also were targeted under the PSP. The NSA 
communicated the results back to DoJ, which then filed the applications with the FISC 
consistent with the scrubbing procedures. 


Kollar-Kotelly continued the procedures that had been developed by 
Baker and agreed to by Lamberth for handling FISA applications that contained PSP- 
derived information. However, Kollar-Kotelly required DoJ to excise from FISA 
applications any information obtained or derived from the PSP. But Kollar-Kotelly also 
instructed Baker to alert her to any instances where an application's basis for the requisite 
probable cause showing under FISA was weakened by excising PSP information. In such 
cases, Kollar-Kotelly would then assess the application with the knowledge that additional 
relevant information had been excised. 


Kollar-Kotelly also instructed DoJ to discontinue the practice 
ed under Lamberth of including in applications a descriptive phrase associated with 


as a means Of indicating that Iacilities targeted applications were 
also targeted under the PSP. Baker told us that while Kollar-Kotelly understood that 
instances of dual coverage would occur, she did not want to appear to judicially sanction 
PSP coverage. 


In March 2004, Kollar-Kotelly was informed of operational changes 
made to the PSP following a dispute between DoJ and the White House about the legal 
basis for certain aspects of the program. Kollar-Kotelly responded by imposing an 
additional scrubbing requirement to further ensure, to the extent possible, that PSP-derived 
information was not included in FISA applications. The FBI, in coordination with DoJ and 
NSA, was to determine whether a facility included in a FISA application—not just a 
targeted telephone number or Internet communication address—also appeared in a PSP 
report. Kollar-Kotelly permitted any such facility to remain in the application if it could be 
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demonstrated that the FBI had developed, independent of the PSP, an investigative interest 
in the facility, or that the FBI inevitably would have identified the facility in question 
through normal investigative steps. An OIPR official who was responsible for discussing 
such cases with Kollar-Kotelly told us that the judge generally accepted DoJ’s assessment 
that there was a non-PSP investigative basis for a facility in question, or that the facility 
inevitably would have been discovered even in the absence of PSP-derived leads to the 
FBI. 

S/F) Implementing the scrubbing procedures, both under Lamberth and Kollar- 
Kotelly, was a complicated and time-consuming endeavor for OIPR staff. Baker, who 
until March 2004 was the only individual in OIPR read into the PSP, found himself having 
to ask OIPR attorneys to compile information about their cases, and sometimes to make 
changes to their FISA applications, without being able to provide an explanation other than 
that he had spoken to the Attorney General and the FISC about the situation. Baker 
regularly told attorneys that they did not have to sign applications that they were not 
comfortable with, and, in some instances, international terrorism cases had to be reassigned 
for this reason. 


S/ANF} The situation was further complicated by the fact that, until August 2003, 
only one of the two DoJ officials authorized by statute to approve FISA applications— 
Attorney General Ashcroft and Deputy Attorney General Larry Thompson—was read into 
the PSP. Thompson, who served as Deputy Attorney General from May 2001 to August 
2003, was never read into the PSP, despite Ashcroft’s request to the White House. 


Similarly, Kollar-Kotelly, who by November 2004 was handling 
approximately percent of all FISA applications as a result of her requirement that 
scrubbed applications be filed with her only, made unsuccessful requests for additional 
FISC judges to be cleared for the program. Kollar-Kotelly decided in November 2004 that 
in view of the scrubbing procedures that were in operation, international terrorism FISA 
applications could be decided by other judges based on the information contained in the 
applications. 


—-CFSHSHAE} DoJ, together with the FBI and the NSA, continue to apply the 
scrubbing procedures to international terrorism FISA applications. Since January 2006, 
all members of the FISC have been briefed on the PSP and all of the judges handle 
applications that involve the issue of PSP-derived information. Although compliance with 
the scrubbing procedures has been burdensome, we did not find instances when the 
government was unable to obtain FISA surveillance coverage on a target because of the 
requirement, However, the DoJ IG concluded that once the PSP began to affect the 
functioning of the FISA process, OIPR and the FISC effectively became part of the PSP’s 
operations, and more OIPR staff and FISC judges should have been read into the PSP to 
address the impact. Instead, access to the PSP was limited for years to a single OIPR 


official and one FISC judge. 
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(U) Discovery Issues Associated With 
the President's Surveillance Program 


oJ was aware as early asl that information collected 
under the PSP could have implications for Dol’s litigation responsibilities under Rule 16 of 
the Federal Rules of Criminal Procedure and Brady v. Mary, A 


the discovery issue was first assigned to Yoo 


No DoJ attorneys with terrorism prosecution responsibilities were read into 
the PSP until mid-2004, and as a result, DoJ did not have access to the advice of attorneys 
who were best equipped to identify and examine discovery issues associated with the PSP. 
The DoJ IG believes that, since th n steps to respond 


responses to the discovery motions involve the use of the Classified information 


Procedures Act, 18 U.S.C. App. 3, to file ex parte in camera pleadings with federal courts 
to describe potentially responsive PSP-derived information. Rae Sennen eer 


the DoJ IG recommends that DoJ assess its discovery obligations regarding PSP- 
derived information in international terrorism prosecutions, carefully consider whether it 
must re-examine past cases to see whether potentially discoverable but undisclosed 

Rule 16 or Brady material was collected by the NSA, and take appropriate steps to ensure 
that it has complied with its discovery obligations in such cases. The DoJ IG also 
recommends that DoJ, in coordination with the NSA, implement a procedure to identify 
PSP-derived information that may be associated with international terrorism cases 
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currently pending or likely to be brought in the future and evaluate whether such 
information should be disclosed in light of the government’s discovery obligations under 


Rule 16 and Brady. 


(U) LEGAL REASSESSMENT OF THE 
PRESIDENT'S SURVEILLANCE PROGRAM (2003 — 2004) 


-(ESHSHANFY Yoo was the sole OLC attorney who advised Ashcroft and White House 
officials on the PSP from the program’s inception in October 2001 through Yoo’s 
resignation from DoJ in May 2003. Upon Yoo’s departure, Patrick Philbin was selected by 
the White House to be read into the PSP to assume Yoo’s role as advisor to the Attorney 
General concerning the program. 

Philbin told us that when he reviewed Yoo’s legal memorandums about 
the PSP, he realized that Yoo had omitted from his analysis any reference to the FISA 
provision allowing the interception of electronic communications without a warrant for a 
period of 15 days following a Congressional declaration of war. (See 50 U.S.C. § 1811.) 
Philbin stated that Yoo’s OLC opinions were premised on the assumption that FISA did 
not expressly apply to wartime operations, an assumption that from Philbin’s perspective 
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~(SHANE} In August 2003, Philbin told Ashcroft that there were problems with the legal 
analysis supporting the PSP but probably not with the conclusions reached, and he 
therefore advised Ashcroft to continue to certify the program “as to form and legality.” 
Philbin also recommended that a new OLC memorandum assessing the legality of the PSP 
be drafted, and with Ashcroft’s concurrence he began drafting the memorandum. 


(U) A New Legal Basis for the Program Is Adopted 


SNE} Goldsmith was sworn in as the Assistant Attorney General for OLC on 
6 October 2003, replacing Bybee, who had left that position several months earlier to serve 
as a judge on the U.S. Court of Appeals for the Ninth Circuit, Philbin told us that he 
pressed hard to have Goldsmith read into the PSP, and that Addington told Philbin he 
would have to justify the request before Addington would take it to the President for a 
decision. Addington subsequently read Goldsmith into the program on 
17 November 2003. 

After reviewing Yoo’s memorandums and Philbin’s new draft analysis 

of the PSP, Goldsmith agreed with Philbin’s concerns about the existing legal analysis 
upportine the program, 
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d that the NSA’s interception o 

did not comply with FISA’s requirement to obtain 
judicial authorization, and did not fall within any of the exceptions to this requirement, 
Goldsmith later wrote in a 6 May 2004 legal memorandum reassessing the legality of the 
program that a proper analysis of the PSP “must not consider FISA in isolation” but rather 
must consider whether Congress, by authorizing the use of military force against al-Qaida, 
also “effectively exempts” such surveillance from FISA. Goldsmith believed that this 
reading of the AUMF was correct because the AUMF authorized the President to use “all 
necessary and appropriate force” against the enemy that attacked the United States on 
11 September 2001, and to “prevent any future acts of international terrorism against the 
United States” by such enemy—authority that has long been recognized to include the use 
of SIGINT as a military tool. Alternatively, Goldsmith reasoned that even if the AUMF 
did not exempt surveillance under the program from the restrictions imposed by FISA, the 
question was sufficiently ambiguous to warrant the application of the doctrine of 
constitutional avoidance, and therefore should be construed not to prohibit the activity. 
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In late 2003, Philbin and Goldsmith were the only two DoJ officials in a 
position to brief the Attorney General and White House officials on the status of their legal 
reassessment and its potential ramifications for the operation of the program. Goldsmith 
advised Ashcroft that, despite concerns about the program, Ashcroft should certify the 
9 December 2003 Presidential Authorization. Goldsmith later advised Ashcroft to certify 
the 14 January 2004 authorization as well. Goldsmith told us that he made these 
recommendations to Ashcroft with the caveat that although he believed -Yoo’s 
memorandums to be flawed, Goldsmith had not yet concluded that the program itself was 


illegal. 


(U) Department of Justice Officials Convey 
Concerns About the Program to the White House 


In December 2003, Goldsmith and Philbin met with Addington and 
Gonzales at the White House to express their growing concerns about the legal 
underpinnings for the program. Goldsmith said he told them that OLC was not sure the 
program could survive in its current form. According to Goldsmith’s contemporaneous 
notes of these events, these discussions did not contemplate an interruption of the program, 
although the White House officials represented that they would “agree to pull the plug” if 
the problems with the program were found to be sufficiently serious. Goldsmith told us 
that the White House—typically through Addington—told him “several times” that it 
would halt the program if DoJ found that it could not be legally supported. 


On 18 December 2003, Goldsmith met again with Addington and 
Gonzales and wrote in his notes that during this meeting he conveyed with “more force” 
his “serious doubts and the need to get more help to resolve the issue [as soon as 
possible].” Goldsmith told us that during this meeting he also asked to have Deputy 
Attorney General Comey read into the program. According to Goldsmith’s notes, 
Addington and Gonzales “bristle{d]” at that suggestion. Goldsmith told us that he 
requested that Comey be read in because he believed he would need Comey's assistance to 
help “make the case” to the White House that the program was legally flawed. In addition, 
he said he wanted Comey read in because, as the Deputy Attorney General, Comey was 
Philbin’s direct supervisor. 

Goldsmith’s efforts to gain the White House’s permission to have 
additional attorneys, and especially Comey, read into the program continued through 
January 2004. According to Goldsmith’s notes, both Addington and Gonzales pressed 
Goldsmith on his reason for the request and continued to express doubt that additional DoJ 
personnel were needed. However, in late January 2004 the White House agreed to allow 
Comey to be read in, and Comey was briefed into the PSP on 12 March 2004 by Hayden. 
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“SHNF) After his briefing, Comey discussed the program with Goldsmith, Philbin, 
and other DoJ officials, and agreed that the concerns with Yoo’s legal analysis were well- 
founded.!2 Comey told us that of particular concern to him and Goldsmith was the notion 
that Yoo’s legal analysis entailed ignoring an act of Congress, and doing so without full 


Congressional notification. 
Id us that in early March 2004 the sense at DoJ was that “we 
NII oi sing on acres 


CES7STANF) Comey to 


can get there” with regard to 


(U) Conflict Between the Department of Justice 
and the White House Over the Program 


(U) Comey told us that he met with Ashcroft for lunch on 4 March 2004 to discuss 
the PSP, and that Ashcroft agreed with Comey and the other DoJ officials’ assessment of 
the potential legal problems with the program. Three hours after their lunch meeting, 
Ashcroft became ill and was admitted to the George Washington University Hospital.!3 On 
5 March 2004, Goldsmith advised Comey by memorandum that under the circumstances of 
Ashcroft’s medical condition and hospitalization, a “clear basis” existed for Comey to 
exercise the authorities of the Attorney General allowed by law as Deputy Attorney 
General or Acting Attorney General. The “cc” line of Goldsmith’s memorandum to 
Comey indicated that a copy of the memorandum was sent to Gonzales. 


-CESHSEANE)- On 5 March 2004—six days before the Presidential Authorization then 
in effect was set to expire—Goldsmith and Philbin met with Addington g ae 
the White House to again convey their concerns about the PSP 


J 


LOqUeS a er mom ULL stating that Yoo’s prior OLC opinions “covered the program.” 
Philbin told us that Gonzales was not requesting a new opinion that the program itself was 
legal, but only a letter stating that the prior opinions had concluded that it was. 


12, The other officials included Counsel for Intelligence Policy Baker, Counselor to the Attorney 
General Levin, and Comey’s Chief of Staff Chuck Rosenberg. Both Levin and Rosenberg had been read into the 
PSP while at the FBI. Comey also discussed DoJ’s concerns about the legality of the program with FBI Director 
Mueller on | March 2004. Mueller told us that this was the first time he had been made aware of Dol's concerns. 


13 (U) Asheroft’s doctors did not clear Ashcroft to resume his duties as Attorney General until 31 March 2004. 
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As a result of Gonzales’s request, Goldsmith, Philbin, and Comey re- 
examined Yoo’s memorandums with a view toward determining whether they adequately 
described the actual collection activities of the NSA under the Presidential Authorizations. 
They concluded that the memorandums did not. According to Goldsmith, the conclusion 
that Yoo’s memorandums failed to accurately describe, let alone provide a legal analysis 
of, meant that OLC could not tell the White House that the 
program could continue under the authority of those legal memorandums. 


ESHSHANEY On 6 March 2004, Goldsmith and Philbin, with Comey’s concurrence, 
wel ite House to meet with Addington and Gonzales ey their conclusions 


a 


ccording to Goldsmith's moles, 
Addington and Gonzales “reacted calmly and said they would get back with us.” On 
Sunday, 7 March 2004, Guldsmith and Philbin met again with Addington and Gonzales at 
the White House. According to Goldsmith, the White House officials informed Goldsmith 
and Philbin that they disagreed with their interpretation of Yoo’s memorandums and on the 
need to change the scope of the NSA’s collection under the PSP. 

-(SHNE) On 9 March 2004, Gonzales called Goldsmith to the White House in an effort 
to persuade him that his criticisms of Yoo’s memorandum e incorrect and that Yoo’s 
i ided sufficient legal support for the program. 


After Goldsmith stated that he disagreed, Gonzales next argued tora “5U-day Orage to 
get past the expiration of the current Presidential Authorization on 11 March 2004. 
Gonzales reasoned that Ashcroft, who was still hospitalized, was not in any condition to 
sign a renewal of the authorization, and that a “30-day bridge” would move the situation to 
a point where Ashcroft would be well enough to approve the program. Goldsmith told 
Gonzales he could not agree to recommend an extension because aspects of the program 
lacked legal support. 

At noon on 9 March, another meeting was held at the White House in 
Card's office. According to Mueller’s notes, Mueller, Card, Vice President Cheney, 
Deputy Director of Central Intelligence John E. McLaughlin, Hayden, Gonzales, and other 
unspecified officials were present. Comey, Goldsmith, and Philbin were not invited to this 
meeting. After a presentation on the value of the PSP by NSA and CIA officials, it was 


xplained to the group that Comey “has problems” wit 
Mueller’s notes state that the Vice President suggested that “the President may 


have to reauthorize without [the] blessing of DoJ,” to which Mueller responded, “I could 
have a problem with that,” and that the FBI would “have to review legality of continued 
participation in the program.” 

A third meeting at the White House was held on 9 March, this time with 
Comey, Goldsmith, and Philbin present. Gonzales told us that the meeting was held to 
make sure that Comey understood what was at stake with the program and to demonstrate 
its value, Comey said the Vice President stressed that the program was “critically 
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important” and warned that Comey would risk “thousands” of lives if he did not agree to 


recertify it. Comey said he stated at the meeting that he, as Acting Attorney General, could 
support reauthorizin rovided the collection ates 


According to Comey, the White House officials said;they could not agree to that 
modification. 

{SNF} Gonzales told us that after President Bush was advised of the results of the 
9 March meetings, he instructed the Vice President on the moming of 10 March to call a 
meeting with Congressional leaders to advise them of the impasse with DoJ. ‘Lhat 
afternoon, Gonzales and other White House and IC officials, including Vice President 
Cheney, Card, Hayden, McLaughlin, and Tenet, convened an “emergency meeting” with 
Congressional leaders in the White House Situation Room. The Congressional leaders in 
attendance were Senate Majority and Minority Leaders William H. "Bill" Frist and 
Thomas A. Daschle; Senate Select Committee on Intelligence Chairman Pat Roberts and 
Vice Chairman John D. Rockefeller, IV; Speaker of the House J. Dennis Hastert and House 
Minority Leader Nancy Pelosi; and House Permanent Select Committee on Intelligence 
Chair Porter Goss and Ranking Member Jane Harman. No DoJ officials were asked to be 
present at the meeting. 


(SNF) According to Gonzales’s notes of the meeting, individual Congressional 
leaders expressed thoughts and concerns related to the program. Gonzales told us that the 
consensus was that the program should continue. Gonzales also said that following the 
meeting with Congressional leaders, President Bush instructed him and Card to go to the 
George Washington University Hospital to speak to Ashcroft, who was in the intensive 
care unit recovering from surgery. 


(U) According to notes from Ashcroft’s FBI security detail, at 18:20 on 
10 March 2004, Card called the hospital and spoke with an agent in the security detail, 
advising the agent that President Bush would be calling shortly to speak with Ashcroft. 
Ashcroft’s wife told the agent that Ashcroft would not accept the call. Ten minutes later, 
the agent called Ashcroft’s Chief of Staff David Ayres at DoJ to request that Ayres speak 
with Card about the President’s intention to call Ashcroft. The agent conveyed to Ayres 
Mrs. Ashcroft’s desire that no calls be made to Ashcroft for another day or two. However, 
at 18:45, Card and the President called the hospital and, according to the agent’s notes, 
“insisted on speaking [with Attomey General Ashcroft].” According to the agent’s notes, 
Mrs. Ashcroft took the call from Card and the President and was informed that Gonzales 
and Card were coming to the hospital to see Ashcroft regarding a matter involving national 
security. 


(U) At approximately 19:00, Ayres was advised that Gonzales and Card were on their 
way to the hospital. Ayres then called Comey, who at the time was being driven home by 
his security detail, and told Comey that Gonzales and Card were on their way to the 


hospital. Comey told his driver to take him to the hospital. According to his May 2007 
testimony before the Senate Judiciary Committee, Comey then called his Chief of Staff, 
Chuck Rosenberg, and directed him to “get as many of my people as possible to the 
hospital immediately.” Comey next called Mueller and told him that Gonzales and Card 
were on their way to the hospital to see Ashcroft, and that Ashcroft was in no condition to 
receive visitors, much less make a decision about whether to recertify the PSP. According 
to Mueller’s notes, Comey asked Mueller to come to the hospital to “witness [the] 
condition of AG.” Mueller told Comey he would go to the hospital right away. 


(U) Comey arrived at the hospital between 19:10 and 19:30. Comey said he began 
speaking to Ashcroft, and that it was not clear that Ashcroft could focus and that he 
“seemed pretty bad off.” Goldsmith and Philbin also had been summoned to the hospital 
and arrived within a few minutes of each other. Comey, Goldsmith, and Philbin met 
briefly in an FBI “command post” that had been set up in a room adjacent to Ashcroft’s 
room. Moments later, the command post was notified that Card and Gonzales had arrived 
at the hospital and were on their way upstairs to see Ashcroft. Comey, Goldsmith, and 
Philbin entered Ashcroft’s room and, according to Goldsmith’s notes, Comey and the 
others advised Ashcroft “not to sign anything.” 

(U) Gonzales and Card entered Ashcroft’s hospital room at 19:35, Gonzales told us 
that he had with him in a manila envelope the 11 March 2004, Presidential Authorization 
for Ashcroft to sign. According to Philbin, Gonzales first asked Ashcroft how he was 
feeling. Ashcroft replied, “not well.” Gonzales then said words to the effect, “You know, 
there’s a reauthorization that has to be renewed.: ..” Gonzales told us that he may also 
have told Ashcroft that White House officials had met with Congressional leaders “to 
pursue a legislative fix.” 

omey testified to the Senate Judiciary Committee that at this point 

Ashcroft told Gonzales and Card “in very strong terms” his objections to the PSP, which 
Comey testified Ashcroft drew from his meeting with Comey about the program a week 
earlier. Goldsmith’s notes indicate that Ashcroft complained in particular that NSA’s 
collection activities exceeded the scope of the authorizations and the OLC memorandums. 
Comey testified that Ashcroft next stated: 

“But that doesn’t matter, because I’m not the Attorney 

General. There is the Attorney General,” and he pointed to 

me—I was just to his left. The two men [Gonzales and Card] 

did not acknowledge me; they turned and walked from the 

room. 

(U) Moments after Gonzales and Card departed, Mueller arrived at the hospital. 
Mueller met briefly with Ashcroft and later wrote in his notes, “AG in chair; is feeble, 
barely articulate, clearly stressed.” 
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(U) Before leaving the hospital, Comey received a call from Card. Comey testified 
that Card was very upset and demanded that Comey come to the White House 
immediately. Comey told Card that he would meet with him, but not without a witness, 
and that he intended that witness to be Solicitor General Theodore B. Olson. 


(U) Comey and the other DoJ officials left the hospital at 20:10 and met at DoJ. They 
were joined there by Olson. During this meeting, a call came from the Vice President for 
Olson, which Olson took on a secure line in Comey’s office while Comey waited outside. 
Comey told us he believes the Vice President effectively read Olson into the program 
during that conversation. Comey and Olson then went to the White House at about 23:00 
that evening and met with Gonzales and Card. Gonzales told us that little more was 
achieved at this meeting than a general acknowledgement that a “situation” continued to 
exist because of the disagreement between DoJ and the White House regarding the 


program. 


+{SHNE) White House Counsel Certifies 
Presidential Authorization Without 
Department of Justice Concurrence 


CESHSFEWHSHYOGANE) On the morning of 11 March 2004, with the Presidential 


Authorization set to expire, President Bush signed a new authorization for the PSP. Ina 
departure from the past practice of having the Attorney General certify the authorization as 
to form and legality, the 11 March authorization was certified by White House Counsel 
Gonzales. The 11 March authorization also differed markedly from prior authorizations in 
three other respects. 

The first significant difference between the 11 March 2004 
Presidential Authorization and prior authorizations was the President’s explicit assertion 
that the exercise of his Article IZ Commander-in-Chief authori 
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(Id. at para. 10.)!4 


Card informed Comey by telephone on the morning of 11 March 2004 
that the President had signed the new authorization that moming. At approximately 12:00, 
Gonzales called Goldsmith to inform him that the President, in issuing the authorization, 
had made an interpretation of law concerning his authorities and that DoJ should not act in 
contradiction of the President’s determinations. 


-~CESHSEANE) Also at 12:00 on 11 March, Mueller met with Card at the White House. 
According to Mueller’s notes, Card summoned Mueller to his office to bring Mueller up- 
to-date on the events of the preceding 24 hours, including the briefing of the Congressional 
leaders the prior afternoon and the President’s issuance of the new authorization without 
DolJ’s certification as to legality. In addition, Card told Mueller that if no “legislative fix” 
could be found by 6 May 2004, when the 11 March authorization was set to expire, the 
program would be discontinued. 


CESHSHANE) According to Mueller’s notes, Card acknowledged to Mueller that 
President Bush had sent him and Gonzales to the hospital to seek Ashcroft’s certification 
for the 11 March 2004 authorization, but that Ashcroft had said he was too ill to make the 
determination and that Comey was the Acting Attorney General. Mueller wrote that he 
told Card that the failure to have DoJ representation at the Congressional briefing and the 
attempt to have Ashcroft certify the authorization without going through Comey “gave the 
strong perception that the [White House] was trying to do an end run around the Acting 
[Attorney General] whom they knew to have serious concerns as to the legality of portions 
of the program.” Card responded that he and Gonzales were unaware at the time of the 
hospital visit that Comey was the Acting Attorney General, and that they had only been 
following the directions of the President. 


-S/ANFY Several senior DoJ and FBI officials, including Comey, Goldsmith, and 
Mueller considered resigning after the 11 March 2004 Presidential Authorization was 
signed without DoJ’s concurrence. These officials cited as reasons for considering 
resignation the manner in which the White House had handled its dispute with DoJ and the 
treatment of Ashcroft, among other reasons. 


-{S#NF} On 12 March 2004, Mueller drafted by hand a letter stating, in part: ‘“[A]fter 
reviewing the plain language of the FISA statute, and the order issued yesterday by the 
President . . . and in the absence of further clarification of the legality of the program from 
the Attorney General, I am forced to withdraw the FBI from participation in the program. 


RUBLIC RELEASE 


Further, should the President order the continuation of the FBI’s participation in the 
program, and in the absence of further legal advice from the AG, I would be constrained to 
resign as Director of the FBI.” Mueller told us he planned on having the letter typed and 
then tendering it, but that based on subsequent events his resignation was not necessary. 


Mueller sent Comey a memorandum seeking guidance on how the FBI 
should proceed in light of developments related to the Presidential Authorizations. The 
memorandum asked whether FBI agents detailed to the NSA to work on the PSP should be 


: er the FBI should continue to receive and investigate tips based ol č |] 
and WON a a er 


(U) On the morning of 12 March, Comey and Mueller attended the regular daily 
threat briefing with the President in the Oval Office. Comey said that, following the 
briefing, President Bush called him into the President’s private study for an “unscheduled 
meeting.” Comey told the President of DoJ’s legal concerns regarding the PSP. 
According to Comey, the President’s response indicated that he had not been fully 
informed of these concerns. Comey told the President that the President’s staff had been 
advised of these issues “for weeks.” According to Comey, the President said that he just 
needed until May 6 (the date of the next authorization), and that if he could not get 
Congress to fix FISA by then he would shut down the program. The President emphasized 
the importance of the program and that it “saves lives.” 


—CESHSH/NE) The President next met with Mueller. According to Mueller’s notes, 
Mueller told the President of his concerns regarding the FBI’s continued participation in 
the program without an opinion from the Attomey General as to its legality, and that he 
was considering resigning if the FBI were directed to continue to participate without the 
concurrence of the Attorney General. The President directed Mueller to meet with Comey 
and other PSP principals to address the legal concerns so that the FBI could continue 
participating in the program “as appropriate under the law.” Comey decided not to direct 
the FBI to cease cooperating with the NSA in conjunction with the PSP. Comey’s decision 
is documented in a one-page memorandum from Goldsmith to Comey in which Goldsmith 
explained that the President, as Commander-in-Chief and Chief Executive with the 
constitutional duty to “take care that the laws are faithfully executed,” made a 
determination that the PSP, as practiced, was lawful. Goldsmith concluded that this 
determination was binding on the entire Executive Branch, including Comey in his 
exercise of the powers of the Attorney General. 


The same day, an interagency working group was convened to continue 
reanalyzing the legality of the PSP. In accordance with the President’s directive to 
Mueller, officials from the FBI, NSA, and CIA were brought into the process, although the 
OLC maintained the lead role. On 16 March 2004, Comey drafted a memorandum to 
Gonzales setting out Comey's advice to j garding the PSP. Comey advised 

ident may lawfully continu 


Comey further 
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wrote that DoJ remained unable to 
and he advised that suc 


Comey cautioned that he believed the 
ongoing collection of raised “serious issues” about 
Congressional notification, “particularly where the legal basis for the program is the 
President’s decision to assert his authority to override an otherwise applicable Act of 
Congress.” 


(U) Gonzales replied by letter on the evening of 16 March. The letter stated, in part: 


Your memorandum appears to have been based ona 
misunderstanding of the President’s expectations regarding 
the conduct of the Department of Justice. While the President 
was, and remains, interested in any thoughts the Department 
of Justice may have on alternative ways to achieve effectively 
the goals of the activities authorized by the Presidential 
Authorization of March 11, 2004, the President has addressed 
definitively for the Executive Branch in the Presidential 
Authorization the interpretation of the law. 


‘The President’s directive was expressed in two modifications to the 11 March 2004 
Presidential Authorization. 


On 19 March 2004, the President signed, and Gonzales 
certified as to form and legality, a modification of the 11 March 2004 Presidential 
Authorization. The modification made two significant changes to the current authorization 


On 2 April 2004, President Bush signed, and Gonzales 


certified as to form and legality, a second modification of the 11 March 2004, Presidential 
Authorization. This modification addressed 1 RES REDE of the 


_{S//MB) On 6 May 2004, Goldsmith and Philbin completed an OLC legal 
memorandum assessing the legality of the PSP as it was then operating. The memorandum 
stated that the AUMF passed by Congress shortly after the attacks of 11 September 2001 
gave the President authority to use both domestically and abroad “all necessary and 
appropriate force,” including SIGINT capabilities, to prevent future acts of international 
terrorism against the United States. According to the memorandum, the AUMF was 
properly read as an express authorization to conduct targeted electronic surveillance 
against al-Qa’ ida and its affiliates, the entities responsible for attacking the United States, 
thereby supporting the President’s directives to conduct these activities under the PSP. 
Much of the legal reasoning in the 6 May 2004 OLC memorandum was publicly released. 
by DoJ in a “White Paper”—“Legal Authorities Supporting the Activities of the National 
Security Agency Described by the President’—issued on 19 January 2006 after the content 
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collection portion of the program was revealed in The New York Times and publicly 
confirmed by the President in December 2005, 


(U) Restrictions on Access to the 
President's Surveillance Program 
impeded Department of Justice Legal Review 


ESHSIHOGANE) The DoJ IG found it extraordinary and inappropriate that a single 
DoJ attorney, John Yoo, was relied upon to conduct the initial legal assessment of the PSP, 
and that the lack of oversight and review of Yoo’s work, which was contrary to the 
customary practice of OLC, contributed to a legal analysis of the PSP that, at a minimum, 
was factually flawed. Deficiencies in the legal memorandums became apparent once 
additional DoJ attorneys were read into the program in 2003 and those attorneys sought a 
greater understanding of the PSP’s operation. The White House’s strict controls over 
access to the PSP undermined DoJ’s ability to provide the President the best available 
advice about the program. The DoJ IG also concluded that the circumstances plainly 
called for additional DoJ resources to be applied to the legal review of the program, and 
that it was the Attorney General’s responsibility to be aware of this need and to take steps 
to address it. However, the DoJ OIG could not determine whether Ashcroft aggressively 
sought additional read-ins to assist with DoJ’s legal review of the program prior to 2003 
because Ashcroft did not agree to be interviewed. 


(U) TRANSITION OF PRESIDENT'S SURVEILLANCE 
PROGRAM ACTIVITIES TO FOREIGN INTELLIGENCE 
SURVEILLANCE ACT AUTHORITY 


-FFSHSHINE}- Internet Metadata Collection 
Transition to Operation Under FISA Authority 


-CFSHSHINEF) The government’s FISA. application, entitled p application for Pen 
Registers and Trap and Trace Devices for Forei li 


The application package included: 


o A proposed order authorizing the collection activity and secondary orders 
mandating carriers to cooperate. 


o A declaration by Hayden explaining the technical aspects of the proposed. 
Internet metadata collection and identifying the government official 
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seeking to use the pen register and trap and trace (PR/TT) devices covered 
by the application for purposes of 50 U.S.C. § 1842(c)(1). 


o A declaration by Tenet describing the threat posed b 
to the United States. 


o A certification from Ashcroft stating that the information likely to be 
obtained from the PR/TT devices was relevant to an ongoing investigation 
to protect against international terrorism, as required by 
50.U.S.C, § 1842(c). 

o A memorandum of law and fact in support of the application. 


The objective of the application was to secure authority under FISA 
bulk Internet metadata 


collec 
DoJ constructed its legal argument for 


this novel use of PR/TT devices around traditional authorities provided under FISA. (See 
50 U.S.C. § 1842(a)(1).) The government argued that the NSA’s proposed collection of 
metadata met the requirements of FISA by noting that the metadata sought comported with 
the “dialing, routing, addressing, or signaling information” type of data described in 
FISA’s definitions of PR/TT devices. (See 18 U.S.C. § 312763) and (4).) The government 
next argued that the information likely to be obtained from the PR/TT devices was relevant 
to an ongoing investigation to protect against international terrorism, as certified by the 


Attorney General under 50 U.S.C. c). In support of this “certification of relevance” 


the government stated that the FBI 

ico government also stated that 
needed to collect metadata in bulk to erre y perform contact chainin 

imi would enable the NSA to discover enemy communications. 


The application requested that the NSA be authorized to collect 
The application represented 


it was “overwhelmingly likely 
communication either originated in or was destined 
and that in some cases both ends o i 
ent acknowledged that 


that for most of the proposed collection on 
” that at least one end of the transmitted 
for locations outside the United States, 
ion were entirely foreign. However, 


-€ESHSHANE)—The application proposed allowing 10 NSA analysts access to the 


database. The NSA analysts were to be briefed by NSA OGC personnel concerning the 
circumstances under which the database could be queried, and all queries would Have to be 


54 


52 


APPROVED FOR PUBLIC RELEASE 


approved by one of seven senior NSA officials. The application proposed that queries of 
the Internet metadata archive would be performed when the Internet communication 
address met the following standard: 


[Based on the factual and practical considerations of 
everyday life on which reasonable and prudent persons act, 
there are facts giving rise to a reasonable articulable suspicion 
that a particular known e-mail address is associated with 


The application and supporting documen 
intended to use the Internet metadata to develop contact chainin, 
The NSA estimated that its queries of the database would generate approximately 400 tips 
to the FBI and CIA each year. Of these tips, the NSA projected that 25 percent would 
include U.S. person information, amounting to leads including information on about “four 
to five U.S. persons each month.” 


-CESHSHANE) On 14 July 2004, Kollar-Kotelly signed a Pen Register and Trap and 
Trace Opinion and Order (PR/TT Order) based on her findings that the proposed collection 
of Internet metadata and the government’s proposed controls over and dissemination of 
this information satisfied the requirements of FISA. The PR/TT Order, which granted the 


government’s application in all key respects, approved for a period of 90 days the 
collection within the United States of Internet — E 


-€FSHSHANF) The PR/TT Order also required the government to comply with certain 
additional restrictions and procedures either adapted from or not originally proposed in the 
application, The FISC amended the government’s proposed querying standard, consistent 
with 50 U.S.C. § 1842(c)(2), to include the proviso that the NSA may query the database 
based on its reasonable articulable suspici j 
communication address is associated with 
“provided, however, that an 
not be regarded as associated with 
the basis of activities that are protected by the First Amendment to the Constitution.” 
Regarding the storing, accessing, and disseminating of the Internet metadata obtained by 
the NSA, the FISC ordered that the NSA store the information in a manner that ensures it 
is not commingled with other data, and “generate a log of auditing information for each 
occasion when the information is accessed, to include the ... retrieval request.” 
also issued separate orders M service —— on a 

to assist the NSA with the installation and use of the PR/TT devices and to maintain 
the secrecy of the NSA’s activities. 


believed to be used by a U.S. person shall 
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ESHSHYNF) Several officials told us that obtaining the PR/TT Order was seen as a 
great success, and that there was general agreement that the government had secured all the 
authority it sought to conduct the bulk Internet metadata collection. 
-ESHSHANE) The FISC first renewed the PR/TT Order o and then 

j ubsequent orders at approximately 90-day intervals. In these renewals, the 
FIS ENEAS that it approved with the 
14 July 2004 PR/TT Order. Under the PR/TT renewal applications, the scope of - 
‘ed:queries against the PR/TT database remained limited to queries that concerned 


(U) Department of Justice Notices 
of Compliance Incidents 


DoJ OIPR filed a Notice of Compliance Incidents 


with the FISC describing certain “unauthorized collection” that had taken place following 
issuance of the PR/TT Order. 


) the FISC issued a Compliance Order stating that 


-CESHSHANE 
the “NSA violated its own proposed limitations." The FISC stated 
the duration of the violations, which extended from 14 July throug 
at the Court was reluctant to issue a renewal of the P 
However, Kollar-Kotelly signed a Renewal Order o 
the NSA to continue collecting Internet metadata under FISA on terms similar to the 


Order. 
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-{TSHSHINF} Telephony Metadata Collection 
Transition to Operation Under FISA Authority 


Another part of the PSP, bulk collection of telephony metadata, was 
brought under FISA authority in May 2006. As with Internet metadata, the bulk nature of 


the g metadata collection provided the NSA the ability to conduct contact chaining 


The transition of bulk telephony metadata collection from Presidential 
authority to FISA authority relied on a provision in FISA that authorized the FBI to seek an 
order from the FISC compelling the production of “any tangible things” from any business, 
organization, or entity, provided the items are for an authorized investigation to protect 
against international terrorism or clandestine intelligence activities. (See 
50 U.S.C. § 1861.) Orders under this provision are commonly referred to as “Section 215” 
orders in reference to Section 215 of the USA PATRIOT Act, which amended the 
“business records” provision in Title V of FISA.!8 The “tangible things” sought in this 
Section 215 application were the telephone call detail records of certain 
telecommunications service providers. 

CES//SEANF) The timing of the decision in May 2006 to seek a FISC order for the 


bulk collection of telephony metadata was driven primarily by external events. A 
16 December 2005 article in The New York Times entitled, “Bush Lets U.S. Spy on Callers 


On 17 December 2005, in response to the article, President 
Bush publicly confirmed that he had authorized the NSA to intercept the international 
communications of people with known links to al-Qa’ida and related terrorist 
organizations, On 19 January 2006, DoJ issued its White Paper—‘“Legal Authorities 
Supporting the Activities of the National Security Agency Described by the President” — 
that addressed in an unclassified form the legal basis for the collection activities described 
in The New York Times article and confirmed by the President. 


18 (U) Prior to the enactment of Section 215 of the USA PATRIOT Act, the FISA “business records” provisions 
were limited to obtaining information about a specific person or entity under investigation and only from common 
carriers, public accommodation facilities, physical storage facilities, and vehicle rental facilities. 


Although The New York Times article did not describe this aspect Or A 

rep Today asked about this aspect of the program in early 2006. Bradbury 
anticipated that a USA Today article would attract 
significant public attention when published. As anticipated, on 11 May 2006, the USA 
Today published the results of its investigation in an article entitled, “NSA Has Massive 
Database of American Phone Calls.” 


On 23 May 2006, the FBI filed with the FISC a Section 215 application 


seeking authority to collect telephony metadata to assist the NSA į i identifying 
members or agents Sena support of th 

FBI investigations then pending and other IC operations. The application requested 
an order compelling certain telecommunications companies to produce (for the duration of 
the 90-day order) call detail records relating to all telephone communications maintained 
by the carriers. According to the application, the majority of the telephony metadata 
provided to the NSA was expected to involve communications that were (1) between 
domestic and foreign locations, or (2) wholly within the United States, including local 
telephone calls. The application estimated that the collection would involve the NSA 


receiving approximately iCall detail records per day.!9 
-CESHSHANF} The application acknowledged that the vast collection would include 
communications records of U.S. persons located within the United States who were not the 
subject of any FBI investigation. However, relying on the precedent established by the 
i fe i : Ai the a, asserted that the collection was needed for the NSA to find 
: and to identify unknown operatives, some of whom ma i 
the United States or in communication with U.S. persons, by using contact chaining 
As was done under the PSP, the call detail records would be entered in an 


NSA database and analysts would query the data with particular telephone numbers to 
identify connections with other o The proposed 
query standard in the Section 215 application essentially was the same standard. applied 
under the PSP in connection with telephony metadata, and the same standard the FISC 
authorized in the PR/TT Order for Internet metadata. The Section 215 application also 
included in the proposed query standard the First Amendment proviso that the FISC added 


to the PR/TT query standard. 


estimated in the application. 


records rather th 


19 CES HS TASTE) es amount of telephony metadata collected per day mz. detail 
Oe 
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“CESHSHANF} On 24 May 2006, the FISC approved the Section 215 application, 
finding that there were reasonable grounds to believe that the telephony metadata records 
sought were relevant to authorized investigations the FBI was conducting to protect against 
international terrorism. The FISC Section 215 order incorporated each of the procedures 
proposed in the government’s application relating to access to and use of the metadata, 
which were nearly identical to those included in the Internet metadata PR/TT Order. 


—CESHSHANFY Through March 2009, the FISC renewed the authorities granted in the 
24 May 2006 order at approximately 90-day intervals, with some modifications sought by 
the U.S. government. For example, the FISC ted an August 2006 motion requesting 


Except for these and other minor modifications, the terms of the FISC’s grant of 
Section 215 authority for the bulk collection of telephony metadata remained essentially 
roval in May 2006 until March 2009. 


Further, the FISC’s Section 215 Orders 
did not require the NSA to modify its use of the telephony metadata from an analytical 
perspective. NSA analysts were authorized to query the data as they had under the PSP, 
conduct metadata analysis, and disseminate the results to the FBI, the CIA, and other 
customers. 

-CESHSHANF) However, the FISC drastically changed the authority contained in its 
March 2009 Section 215 Order after it was notified in January 2009 that the NSA had been 
querying the metadata in a manner that was not authorized by the court’s Section 215 
Orders. Specifically, the NSA, on a daily basis, was automatically querying the metadata 
with telephone numbers from an alert list that had not been determined to 
satisfy the reasonable articulable suspicion standard required by the FISC to access the 
telephony metadata for search or analysis purposes. 


—-CESHSTANFY On 2 March 2009, the FISC issued an order that addressed the 
compliance inciderits that had been reported in January 2009, the government’s 
explanation for their occurrence, and the remedial and prospective measures being taken in 
response. The FISC stated its concerns with the telephony metadata program and its lack 
of confidence “that the government is doing its utmost to ensure that those responsible for 
implementation fully comply with the Court’s orders.” Nonetheless, the FISC authorized 
the government to continue collecting telephony metadata under the Section 215 Orders. 
The FISC explained that in light of the government’s repeated representations that the 
collection of the telephony metadata is vital to national security, taken together with the 
court’s prior determination that the collection properly administered conforms with the 
FISA statute, that “it would not be prudent” to order the government to cease the bulk 


collection. 


-CESHSTNE)- However, believing that “more is needed to protect the privacy of U.S. 
person information acquired and retained” pursuant to the Section 215 Orders, the FISC 
prohibited the government from accessing the metadata collected “until such time as the 
government is able to restore the Court’s confidence that the government can and will 
comply with previously approved procedures for accessing such data.” The government 
may, on a case-by-case basis, request authority from the FISC to query the metadata with a 
specific telephone number to obtain foreign intelligence. The FISC also authorized the 
government to query the metadata without court approval to protect against an imminent 
threat to human life, provided the government notifies the court within the next business 


day. 


Content Collection Transition 
to Operation Under FISA Authority 


(TSHSINE} The last part of the PSP brought under FISA authority was telephone 
and Internet communications content collection. As explained below, the effort to 
accomplish this transition was legally and operationally complex and required an enormous 
effort on the part of the government and the FISC. The FISC judge who ruled on the initial 
application approved the unconventional legal approach the government proposed to fit 
PSP’s content collection activities within FISA. However, the FISC judge responsible for 
considering the government’s renewal application rejected the legal approach. This 
resulted in significant diminution in authorized surveillance activity involving content 
collection and hastened the enactment of legislation that significantly amended FISA and 
provided the government surveillance authorities broader than those authorized under the 


PSP. 


The government filed the content collection application with the F ISC 


t 
The 
application sought to replace the conventional practice under FISA Or HIE maividual 


applications each time the govemment had probable cause to believe that a particular 
telephone number or Internet communication address was being used or about to be used 
oy members or agents of a foreign power. In the place of the individualized process, the 
application proposed that the FISC establish broad parameters for the interception of 
communications—the groups that can be targeted and the locations where the surveillance 


can be conducted—and that NSA officials, rather than FISC judges determine within these 
parameters the particular selectors to be collected against. sala aR | 


OS 


GEREN) 5 
on 13 December 2006. The application sou 
elephone and electronic communications o 
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albeit with FISC review and supervision. The government’s approach in the 
FISA application rested on a broad interpretation of the statutory term “facility” and the 
use of minimization procedures by NSA officials to make probable cause determinations 
about individual selectors, rather than have a FISC judge make such determinations. 


—-CESASTANF} In short, the government’s content applicatio 


robable cause to believe tha 
engaged in international terrorism, and tha 


Then, within these parameters, NSA officials would make probable 
cause findings (subsequently reviewed by the FISC) about-whether individual telephone 


numbers or Internet communications addresses are used gents of 
and whether the 


communications of those numbers and addresses are to or from a foreign country. When 
probable cause findings were made, the NSA could direct the telecommunications 
companies to provide the content of communications associated with those telephone 
numbers and Internet communications addresses. 

On 10 January 2007, Judge Malcolm J. Howard approved. 
the government’s 13 December 2006 content application as it pertained to foreign 
selectors—telephone numbers and Intemet communications addresses reasonably believed 
to be used by individuals outside the United States. The effort to implement the order was 
a massive undertaking for DoJ and NSA. At the time of the order, the NSA was actively 
tasking for content collection approximately foreign selectors—Internet 
communications addresses or telephone numbers—under authority of the PSP. 
Approximatel of these were filed with Howard on an approved schedule of rolling 
submissions over the 90-day duration of the order. 


-CESHSTANE) However, Howard did not approve the government’s 13 December 2006 
content application as it pertained to domestic selectors—telephone numbers and Internet 
communications addresses reasonably believed to be used by individuals in the United 
States. Howard advised DoJ to file a separate application for the international calls of 
domestic selectors that took a more traditional approach to FISA. A more traditional 
approach meant that the facilities targeted by the FISA application should be particular 
telephone numbers and Internet communication addresses and that thé probable cause 
determination for a particular selector would reside with the FISC. DoJ did this in an 
application filed on 9 January 2007, which Howard approyed the following day. The FISC 


renewed the domestic selectors order approved by Howard for the final time in 
ee ..: it has since expired. 


-CESHSIMNE) Dol's first renewal application to extend the foreign selectors authorities 
was filed on 20 March 2007 with Judge Roger Vinson, the FISC duty judge that week. On 
29 March 2007, Vinson orally advised DoJ that he could not approve the application and, 
on 3 April 2007, he issued an order and Memorandum Opinion explaining the reasoning 
for his conclusion. Vinson wrote that DoJ’s foreign selectors renewal application concerns 
an “extremely important issue” regarding who may make probable cause findings that 
determine the individuals and the communications that can be subjected to electronic 
surveillance under FISA. In Vinson’s view, the question was whether probable cause 
determinations are required to be made by the FISC through procedures established by 
statute, or whether the NSA may make such determinations under an alternative 
mechanism cast as “minimization procedures.” Vinson concluded, based on past practice 
under FISA and the Congressional intent underlying the statute, that probable cause 
determinations must be made by the FISC. 


-TS/SYANB)- Vinson also wrote that he was mindful of the government’s argument 
that the government’s proposed approach to foreign selectors was necessary to provide or 
enhance the “speed and flexibility” with which the NSA responds to threats, and that 
foreign intelligence information may be lost in the time it takes to obtain Attorney General 
emergency authorizations. However, in Vinson’s view, FISA’s requirements reflected a 
balance struck by Congress between privacy interests and the need to obtain foreign 
intelligence information, and until Congress took legislative action on FISA to respond to 
the government’s concerns, the FISC must apply the statute’s procedures. He concluded. 
that the government’s application sought to strike a different balance for the surveillance of 
foreign telephone numbers and Internet communications addresses. Vinson rej ected this 
position, stating, “the [FISA] statute applies the same requirements to surveillance of 
facilities used overseas as it does to surveillance of facilities used in the United States.” 
Vinson suggested that, “Congress should also consider clarifying or modifying the scope of 
FISA and of this Court’s jurisdiction with regard to such facilities ....” Vinson’s 
suggestion was a spur to Congress to consider FISA modernization legislation in the 
summer of 2007. 


In May 2007, DoJ filed, and Vinson approved, a revised 
foreign selectors application that took a more traditional approach to FISA. Although the 
revised approach sought to preserve some of the “speed and agility” the government had 
under Howard’s order, the comparatively laborious process for targeting foreign selectors 
under Vinson’s order caused the government to place only a fraction of the desired foreign 
selectors under coverage. The number of foreign selectors on collection dropped from 
abou i under the January 2007 order to abou der the May 2007 order. The 
situation accelerated the government’s efforts to obtain legislation that would amend FISA 
to address the government’s surveillance capabilities within the United States directed at 
persons located outside the United States. The Protect America Act, signed into law on 
5 August 2007, accomplished this objective by authorizing the NSA to intercept inside the 
United States any communications of non-U.S. persons reasonably believed to be located 
outside the United States, provided a significant purpose of the acquisition pertains to 
foreign intelligence. The Protect America Act effectively superseded Vinson’s foreign 
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selectors order and the government therefore did not seek to renew the order when it 
expired on 24 August 2007. 


-CESHYSIANF) The DOJ IG concluded that several considerations favored initiating 
PSP's transition from Presidential authority to FISA authority earlier than March 2004, 
especially as the program became less a temporary response to the September 11 terrorist 
attacks and more a permanent surveillance tool. These considerations included PSP’s 
substantial effect on privacy interests of U.S. persons, the instability of the legal reasoning 
on which the program rested for several years, and the substantial restrictions placed on 
FBI agents’ and analysts’ access to and use of program-derived information due to the 
highly classified status of the PSP. The DOJ IG also recommended that DoJ carefully 
monitor the collection, use, and retention of the information that is now collected under 
FISA authority and, together with other agencies, continue to examine its value to the 
government’s ongoing counterterrorism efforts. 


(U) IMPACT OF THE PRESIDENT'S SURVEILLANCE 
PROGRAM ON INTELLIGENCE COMMUNITY 
COUNTERTERRORISM EFFORTS 


(U) Senior Intelligence Community Officials 
Believe That the President’s Surveillance Program 
Filled an Intelligence Gap 


ayden, Goss, McLaughlin, and other senior IC officials we 
interviewed told us that the PSP addressed a gap in intelligence collection. The IC needed 
increased access to international communications that transited domestic U.S. 
communication wires, particularly international communications that originated or 
terminated within the United States. However, collection of such communications required 
authorization under FISA, and there was widespread belief among senior IC officials that 
the process for obtaining FISA authorization was too cumbersome and time consuming to 
address the current threat. 


During the May 2006 Senate hearing on 
his nomination to be Director of the CIA, Hayden said that, had PSP been in place before 
the September 2001 attacks, hijackers Khalid Almihdhar and Nawaf Alhazmi almost 
certainly would have been identified and located. 


+FSHSHHOGANE)- According to senior NSA officials, the PSP gave NSA the 


With PSP authority, NSA could collect communications between terrorists 


in fhe United States and members of al-Qa’id located in 
foreign countries. The PSP provided SIGINT coverage at the seam between foreign and 


ited as an important consequence of the PSP the 


NSA’s ability to collect mor 


~(S//NF} Hayden told us that he always felt the PSP was worthy hile and successful. 
His expectation was that the CIA and the FBI would be customers of pro -derived 
i ion and integrate it into their respective operations. 


told us that the program helped to determine that terrorist cells were not embeded within 
the United States to the extent that had been feared. 


(U) Difficulty in Assessing the Impact of 
the President's Surveillance Program 


It was difficult to assess the overall impact of PSP on IC counterterrorism 
efforts. Except for the FBI, IC organizations that participated in the PSP did not have 
tic processes for tracking how PSP reporting was used. 


were repeatedly told that the PSP was one of a number of intelligence sources anq analytic 
tools that were available to IC personnel, and that, because PSP reporting was used in 
conjunction with reporting from other intelligence sources, it was difficult to attribute the 
success of particular counterterrorism operations exclusively to the PSP. 


(U) Impact of the President's Surveillance 
Program on FBI Counterterrorism Efforts 


~(SHNE)-The DoJ IG found it difficult to assess or quantify the impact of the PSP on 
FBI counterterrorism efforts. However, based on our interviews of FBI managers and. 
agents and our review of documents, we concluded that, although PSP information had 
value in some counterterrorism investigations, the program generally played a limited role 
in the FBI's overall counterterrorism efforts. Several officials we interviewed suggested 
that the program provided an “early warming system” to allow the IC to detect potential 
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terrorist attacks, even if the program had not specifically uncovered evidence of 
preparations for such attacks. 


(U) FBI Efforts to Assess the 
Value of the Program 


-CESHSHANE}-The FBI made several attempts to assess the value of the PSP to FBI 
counterterrorism efforts. In 2004 and again in 2006, FBI’s Office of General Counsel 
(OGC) attempted to assess the value to the FBI of PSP information. This first assessment 
relied on anecdotal information and informal feedback from FBI field offices. The 2006 
assessment was limited to the aspect of the PSP disclosed in The New York Times article 
and subsequently confirmed by the President, i.e., content collection. 


-{SHNF} The FBI undertook two more efforts to study PSP’s impact on FBI 
operations in early 2006. In both of these statistical studies, the FBI sought to determine 
what percentage of PSP tippers resulted in “significant contribution[s] to the identification 
of terrorist subjects or activity on U.S. soil.” The FBI considered a tipper significant if it 
led to any of three investigative results: the identification of a terrorist, the deportation 
from the United States of a suspected terrorist, or the development of an asset that can 
report about the activities of terrorists. 


he first study examined a sample of leads selected from the 
tippers the NSA provided the FBI from approximately October 
2001 to December 2005. The study found that 1.2 percent of the leads made significant 
contributions, as defined above. The study extrapolated this figure to the entire lation 
of leads and determined that one could expect to find ee ey leads 
made significant contributions to FBI counterterrorism efforts. The second study, which 
reviewed all of th leads the NSA provided the FBI from 
August 2004 through January 2000, identified no instances of significant contributions to 
FBI counterterrorism efforts. The studies did not include explicit conclusions on the 
program’s usefulness. However, based in part on the results of the first study, FBI 
executive management, including Mueller and Deputy Director John Pistole, concluded 
that the PSP was “of value.” 


(U) FBI Judgmental Assessments 
of the Program 


(S/ANE}-We interviewed FBI headquarters and field office personnel who regularly 
handled PSP information for their assessments of the impact of program information on 
FBI counterterrorism efforts. The FBI personnel we interviewed were generally supportive 
of the PSP as “one tool of many” in the FBI’s anti-terrorism efforts that “could help move 
cases forward”. Even though most leads were determined not to have any connection to 
terrorism, many of the FBI officials believed the mere possibility of a terrorist connection 
made investigating the tips worthwhile. 
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_(SHNEY However, the exceptionally compartmented nature of the program created 
some frustration for FBI personnel. Some agents criticized PSP reports for providing 
insufficient details about the foreign individuals allegedly i volved in terrorism. Others 
occasionally were frustrated by the prohibition on usin information in judicial 
processes, such as in FISA applications, although none of the FBI field office agents we 
interviewed could identify an investigation in which the restrictions adversely affected the 
case. Agents who managed counterterrorism programs at the FBI field offices we visited 
were critical of the l project for failing to adequately prioritize threat 
information and, because of the program’s special status, for limiting the managers’ ability 
to prioritize the leads in the manner they felt was warranted by the information. 


—(S/4NE)- Mueller told us that the PSP was useful. He said the FBI must follow every 
lead it receives in order to prevent future terrorist attacks and that to the extent such 
information can be gathered and used legally it must be exploited. He stated that he 
“sould not dismiss the potency of a program based on the percentage of hits.” Mueller 
added that, as a general matter, it is very difficult to quantify the effectiveness of an 
intelligence program without “tagging” the leads that are produced in order to evaluate the 
role the program information played in any investigation. 


(U) Impact of the President’s Surveillance Program 
on CIA Counterterrorism Operations 


(U) The CIA Did Not Systematically 
Assess the Effectiveness of the Program 


{SANE} The CIA did not implement procedures to systematically assess the 
usefulness of the product of the PSP and did not routinely document whether particular 
PSP reporting had contributed to successful counterterrorism operations. CIA officials, 
including Hayden, told us that PSP reporting was used in conjunction with reporting from 
other intelligence sources; consequently, it is difficult to attribute the success of particular 
counterterrorism opeggtiogs exclusively to the PSP. Ina May 2006 briefing to the SSCI, 
the Deputy Director, said that PSP reporting was rarely the sole basis for an 
intelligence success, but that it frequently played a supporting role. He went on to state 
that the program was an additional resource to enhance the CIA’s understanding of terrorist 
networks and to help identify potential threats to the homeland. Othe officials we 
interviewed said that the PSP was one of many tools available to them, and that the tools 


were often used in combination. 


However, because there is no means to 


comprehensively trac 
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only limited information on how program reporting contributed to successful operations, 
and the CIA IG was unable to independently draw any conclusion on the overall usefulness 
of the program to CIA. 


(U) Several Factors Hindered CIA 
Utilization of the Program 


—(SHNE} The CIA IG concluded that several factors hindered the CIA in making full 
use of the capabilities of the PSP. Many CIA officials told us that too few CIA personnel 
at the working level were read into the PSP. At the program's inception, a disproportionate 
number of the CIA personnel who were read into the PSP were senior CIA managers. 


the disparity between the number of senior CIA managers 
read into PSP and the number of working-level CIA personnel read into the program 
resulted in too few CIA personnel to fully utilize PSP information for targeting and 
analysis. 


working-level CIA analysts and targeting 
officers who were read into the PSP had too many competing priorities, and too m 

other information sources and analytic tools available to them, to fully utilize PSP. 
officials also told us that much of the PSP reporting was vague or without context, which 
led analysts and targeting officers to rely more heavily on other information sources and 
analytic tools, which were more easily accessed and timely than the PSP. 


-~S/NE)-CIA officers said that the PSP would have been more fully utilized if 
analysts and targeting officers had obtained a better understanding of the program's 
capabilities. There was no formal training on the use of the PSP beyond the initial read in 
to the program. Many CIA officers we interviewed said that the instruction provided in the 
read-in briefing was not sufficient and that they were surprised and frustrated by the lack of 
additional guidance. Soms officers told us that there was insufficient.legal guidance on the 
use of PSP-derived information. 


{SANE} The factors that hindered the CIA in making full use of the PSP might have 
been mitigated if the CIA had designated an individual at an appropriate level of 
managerial authority, who possessed knowledge of both the PSP and CIA counterterrorism 
activities, to be responsible and accountable for overseeing CIA participation in the 
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(U) Impact of the President's Surveillance 
Program on NCTC Counterterrorism Efforts 


NCTC analysts characterized the PSP as a useful 
tool, but they also noted that the program was only one of several valuable sources of 
information available to them. In their view, PSP-derived information was not of greater 
value than other sources of intelligence, Although NCTC analysts we interviewed could 
not recall specific examples where PSP information provided what they considered. 
actionable intelligence, they told us they remember attendirig meetings where the benefits 


of the PSP were regularly discussed. 


(U) Counterterrorism Operations Supported by 
the President's Surveillance Program 


Our efforts to independently identify how PSP information 
impacted terrorism investigations and counterterrorism operations were hampered by the 
nature of these activities, which as previously stated, frequently are predicated on multiple 
sources of information. Many IC officials we interviewed had difficulty citing specific 
instances where PSP reporting contributed to a counterterrorism success. The same 
handful of cases tended to be cited as PSP successes by personnel we interviewed from 
each of the participating izati in reports, briefing charts, and other 


ents we reviewed. 


These cases, and others idei 
to us as PSP successes, are discussed below. 
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NSA Director Alexander cited reporting on 
success of the PSP. Alexander said that PSP reporting o 
"probably saved more lives” than any other PSP information produced by NSA. 


NS HOES A anp 


Additions MERR 


reporting, in provided telephone contacts between and 


among and several individuals with suspected terrorist ties located in 
The FBI learned more about ties 


to terrorist groups from evidence seized 
evidence gathered through several interviews 
FBI arrested or a 
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~ESHSTEWISIVCEMNF) In an undated summary of PSP successes, the NSA. 


characterized as: 


several leads for the FBI. 


internal FBI briefing material ing was “instrumental in 


subject of a Full Investigation However, the FBI’s Countert i 
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(U) ATTORNEY GENERAL GONZALES'S TESTIMONY 
ON THE PRESIDENT'S SURVEILLANCE PROGRAM 


(U) As part of this review, the DoJ IG examined whether Attorney General Gonzales 
made false, inaccurate, or misleading statements to Congress related to the PSP. Aspects 
of the PSP were first disclosed publicly in a series of articles in The New York Times in 
December 2005. In response, the President publicly confirmed a portion of the PSP— 
which he called the terrorist surveillance program—describing it as the interception of the 
content of international communications of people reasonably believed to have links to 
al-Qaeda and related organizations. Subsequently, Gonzales was questioned about NSA 
surveillance activities in two hearings before the Senate Judiciary Committee in 
February 2006 and July 2007. 


SNE} Through media accounts and Comey’s Senate Judiciary Committee 
testimony in May 2007, it was publicly revealed that DoJ and the White House had a major 
disagreement related to the PSP, which brought several senior DoJ and FBI officials to the 
brink of resignation in March 2004. In his testimony before the Senate Judiciary 
Committee, Gonzales stated that the dispute at issue between DoJ and the White House did 
not relate to the “Terrorist Surveillance Program” that the President had confirmed, but 
rather pertained to other intelligence activities. We believe this testimony created the 
misimpression that the dispute concerned activities entirely unrelated to the terrorist 
surveillance program, which was not accurate. In addition, we believe Gonzales’s 
testimony that DoJ attorneys did not have “reservations” or “ a 


these concerns had been conveyed to the White House over a period of months before the 
issue was resolved. 


{S/ANFY The DoJ IG recognizes that Gonzales was in the difficult position of 
testifying about a highly classified program in an open forum. However, Gonzales, as a 
participant in the March 2004 dispute between DoJ and the White House and, more 
importantly, as the nation’s chief law enforcement officer, had a duty to balance his 
obligation not to disclose classified information with the need not to be misleading in his 
testimony. Although we believe that Gonzales did not intend to mislead Congress, we 
believe his testimony was confusing, inaccurate, and had the effect of misleading those 
who were not knowledgeable about the program. 
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(U) CONCLUSIONS l 
(U) Pursuant to Title II of the FISA Amendments Act of 2008, the Inspectors General 
of the DoD, the DoJ, the CIA, the NSA, and the ODNI conducted reviews of the PSP. In this 
report and the accompanying individual reports of the participating IGs, we describe how, 
following the terrorist attacks of 11 September 2001, the President enhanced the NSA’s 
SIGINT collection authorities in an effort to “detect and prevent acts of terrorism against the 


United States.” 


ii nsa ME] 
collected significant new information, such as the 


content of communications into and out of the United States, where one party to the 
communication was reasonably believed to be a member of al-Qa’ida, or its affiliates, or a 
group the President determined was in armed conflict with the United States. In addition, 
the President authorized the collection of significant amounts of telephony and Internet 
metadata. The NSA analyzed this information for dissemination as leads to the IC, 
principally the CIA and the FBI. As described in the IG reports, the scope of this 
collection authority changed over the course of the PSP. 


(U/FEGO) The IG reports describe the role of each of the participating agencies in 
the PSP, including the NSA’s management and oversight of the collection, analysis, and 
reporting process; the CIA’s and FBI’s use of the PSP-derived intelligence in their 
counterterrorism efforts; the ODNI’s support of the program by providing periodic threat 
assessments; and the DoJ’s role in analyzing and certifying the legality of the PSP and 
managing use of PSP information in the judicial process. 


(U) The IG reports also describe the conflicting views surrounding the legality of 
aspects of the PSP during 2003 and 2004, the confrontation between officials from DoJ and 
the White House about the legal basis for parts of the program and the resolution of that 
conflict. The ensuing transition of the PSP, in stages, from presidential authority to 
statutory authority under FISA, is also described in the IG reports. 


(U) The IGs also examined the impact of PSP information on counterterrorism 
efforts. Many senior IC officials believe that the PSP filled a gap in intelligence collection 
thought to exist under FISA by increasing access to international communications that 
transited domestic U.S. communication wires, particularly international communications 
that originated or terminated within the United States. Others within the IC Community, 
including FBI agents, CIA analysts and managers, and other officials had difficulty 
evaluating the precise contribution of the PSP to counterterrorism efforts because it was 
most often viewed as one source among many available analytic and intelligence-gathering 
tools in these efforts. The IG reports describe several examples of how PSP-derived 
information factored into specific investigations and operations. 

(U) The collection activities pursued under the PSP, and under FISA following the 
activities' transition to operation under that authority, as described in this report, resulted in 
unprecedented collection of communications content and metadata. We believe the retention 
and use by IC organizations of information collected under the PSP and FISA, particularly 
information on U.S. persons, should be carefully monitored. 
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